








d. acknowledgement and acceptance of any risk introduced by the use of a product of lower
assurance than desired, particularly if using a product that has not, and might never,
complete all relevant evaluation processes.

C#283 3.4.1.29. This paragraph is intentionally blank.
C#284 3.4.1.30. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Delivery of evaluated products

C#285 3.4.1.31. Agencies should ensure that products are delivered in a manner consistent with
any delivery procedures defined in associated documentation.

C#286 3.4.1.32. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Leasing arrangements

C#287 3.4.1.33. Agencies should ensure that leasing agreements for hardware products take into
consideration the:

a. difficulties that could be encountered when the hardware product needs maintenance
b. if the hardware product can be easily sanitised prior to its return

c. the possible requirement for destruction if sanitisation cannot be performed.

[U,IC-HP,R-TS] Converged products

C#288 3.4.1.34. Agencies deploying converged products should take into account risks identified
for each discrete technology and consider how these risks could affect the converged
product as a whole.

Guidance [U,IC-HP,R-TS] Evaluated product selection preference order

G#8o 3.4.1.35. Agencies choosing a product that has no formally recognised evaluation may
consider conducting an evaluation of the product and/or choosing a product that has been
evaluated by a vendor independent third party.

[U,IC-HP,R-TS] Ongoing maintenance of assurance

G#81 3.4.1.36. Agencies are recommended to choose products from developers that have made
a commitment to the ongoing maintenance of the assurance of their product.

[U,1C-P,R] Sourcing non-evaluated software products
G#82 3.4.1.37. Agencies are recommended to:

a. obtain software from verifiable sources and verify its integrity using vendor supplied
checksums

b. validate the software’s interaction with the operating systems and network within a test
environment prior to use on operational systems.

[U,IC-HP,R-TS] Delivery of non-evaluated products

G#83 3.4.1.38. Agencies are recommended to ensure that products purchased without the
delivery assurances provided though the use of formally evaluated procedures are
delivered in a manner that provides confidence that they receive the product that they
expect to receive.
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Rationale

September 2008

Evaluated product selection

3.4.1.39. All products that are listed on the EPL have gained a degree of independent
assurance testing by an approved DSD evaluation. Further investigation is needed to ensure
that the evaluation examined the desired security requirements of the purchasing agency.

Evaluated product selection preference order

3.4.1.40. In selecting products for use, agencies should note that completed evaluations
provide greater assurance than those products that are still undergoing evaluation or have
not completed any formal evaluation activity. This assurance gradation is reflected in the
preference order for selecting security products. If an agency selects a product that is ranked
lower in the preference order, the reason for this decision must be recorded.

3.4.1.41. For products that are currently in evaluation, agencies should select those that
are undergoing evaluation through AISEP in preference to those being conducted in a
recognised foreign scheme. If a major vulnerability is found during the course of an AISEP
evaluation, DSD might be able to advise agencies on appropriate risk reduction strategies.

3.4.1.42. Agencies should be aware that while this section provides a product selection
preference order, policy stated elsewhere in this manual, or product specific advice from
DSD, could override this standard by specifying more rigorous requirements for particular
functions and device use. Additionally, where an EAL is mandated for a product to perform
a cryptographic function for the protection of data at rest or in transit, as specified within
the Cryptographic security chapter, products that have not completed a DSD cryptographic
evaluation do not satisfy the requirement.

3.4.1.43. Where an agency needs a product that either does not provide an ICT security
function, or relies upon an inherent security function, then the policy regarding the selection
of products from the EPL does not apply.

Assessing the suitability of evaluated products

3.4.1.44. A product listed on the EPL might not meet the security requirements of an agency.
This could occur for a number of reasons, including that the scope of the evaluation is
inappropriate for the intended use or the operational environment differs from that assumed
in the evaluation.

3.4.1.45. As such, an agency should ensure that a product is suitable by reviewing

all available documentation. In the case of Common Criteria certified products, this
documentation includes the security target, certification report, consumer guide and any
caveats contained in the entry on the EPL.

3.4.1.46. Products that are in evaluation will not have a certification report and may not have
a published security target. A draft security target can be obtained from DSD for products
that are in evaluation through AISEP. For products that are in evaluation through a foreign
scheme, the vendor can be contacted directly for further information.

Documenting product choice

3.4.1.47. Agencies must document their decision for choosing a particular product. This
provides a detailed rationale for the decision made, and enables this information to be used
in an overall risk management process.
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Delivery of evaluated products

3.4.1.48. It is important that agencies ensure that the product that is intended for use is the
actual product that is received. If the product differs from the evaluated version, then no
assurance can be gained from an evaluation being previously performed.

3.4.1.49. For products evaluated under the ITSEC or the Common Criteria scheme at
EAL2 or higher, delivery information is available from the developer in the delivery
procedures document.

3.4.1.50. For products that do not have evaluated delivery procedures, it is recommended
that agencies assess whether the vendor’s delivery procedures are sufficient to maintain the
integrity of the product.

3.4.1.51. Other factors that the assessment of the delivery procedures for products might
need to considered include:
+ the intended environment of the product
+ the types of attackers that the product will defend against

the resources of any potential attackers
+ the likelihood of an attack
+ the level of importance of maintaining confidentiality of the product purchase

the level of importance of ensuring adherence to delivery timeframes.
3.4.1.52. Delivery procedures can vary greatly from product to product. For most products
the standard commercial practise for packaging and delivery could be sufficient for agencies
requirements. More secure delivery procedures can include measures to detect tampering or

masquerading. Some examples of specific security measures include tamper evident seals,
cryptographic checksums and signatures, and secure transportation.

Leasing arrangements

3.4.1.53. Agencies should consider security and policy requirements when entering into a
leasing agreement for equipment in order to avoid potential ICT security breaches during
maintenance, repairs or disposal processes.

Converged products

3.4.1.54. When different technologies are integrated into a product the risks, including
threats and vulnerabilities, associated with each of the discrete technologies could be
transferred to the converged product as a direct result of convergence.

Ongoing maintenance of assurance

3.4.1.55. Developers that have demonstrated a commitment to ongoing maintenance
or evaluation are more likely to be responsive to ensuring that security patches are
independently assessed.

3.4.1.56. A vendor’s commitment to assurance continuity can be gauged through the number
of evaluations undertaken and whether assurance maintenance has been performed on
previous evaluations.
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Sourcing non-evaluated software products

3.4.1.57. Software products downloaded from websites on the Internet could contain
malicious code or malicious content that is installed along with the legitimate software.
Agencies need to confirm the integrity of the software they are installing before deploying
it on a system to ensure that no unintended software is installed at the same time.

References  3.4.1.58. Additional information on the EPL, AISEP and the Common Criteria can be
found at:

http://www.dsd.gov.au/infosec/evaluation_services/epl/epl.htm
+  http://www.dsd.gov.au/infosec/evaluation services/asiep pages/aisep.html
*  http://www.commoncriteriaportal.org

http://www.commoncriteriaportal.org/schemes.html.

3.4.1.59. Additional information on the Degausser Product List can be found at:
http://www.nsa.gov.au/ia/government/mdg.cfm.
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Product installation and configuration

Principle

Obijective

Context

Risks
R#203

Controls

C#289

C#290

C#291

C#292

3.4.2.1. Evaluated products used in their evaluated configurations will result in gaining the
most benefit from its evaluation.

3.4.2.2. If a product is used outside of its recommended configuration, then the risk will need
to be managed accordingly.

Scope

3.4.2.3. This section covers information on installing and configuring products providing
ICT security functionality for the protection of classified information. It does not provide
information on the installation and configuration of general products or physical security
products.

Evaluated configuration
3.4.2.4. A product is considered to be operating in its evaluated configuration if:

+ functionality is used that was within the scope of the evaluation and implemented in the
specified manner

+ only patches that have been assessed through a formal assurance continuity process have
been applied

+ the environment complies with assumptions and/or organisational security policies stated
in the product’s security target or similar document.

Unevaluated configuration

3.4.2.5. A product is considered to be operating in an unevaluated configuration when it does
not meet the requirements of an evaluated configuration.

Product installation and configuration

3.4.2.6. Agencies use an evaluated product in a manner that is outside of the scope of the
original evaluation, which introduces vulnerabilities that when exploited, result in a loss of
confidentiality, integrity or availability of classified information.

[U,IC-HP,R] Installation and configuration of evaluated products

3.4.2.7. Agencies should install, configure, operate and administer evaluated products in
accordance with available documentation resulting from the product’s evaluation.

3.4.2.8. This paragraph is intentionally blank.

[U,IC-HP,R] Use of products in unevaluated configurations

3.4.2.9. Agencies wishing to use a product in an unevaluated configuration must undertake
a risk assessment including:

a. the necessity of the unevaluated configuration
b. testing of the unevaluated configuration

c. the environment in which the unevaluated product is to be used.

3.4.2.10. This paragraph is intentionally blank.
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Rationale

September 2008

Installation and configuration of evaluated products

3.4.2.11. Evaluation of products provides assurance that the product will work as expected in
a clearly defined set of constraints. These constraints, defined by the scope of the evaluation,
generally consist of what security functionality can be used, and how the products are
configured and operated.

3.4.2.12. Using an evaluated product in manner which it was not intended could result in
the introduction of new threats and vulnerabilities that were not considered by the initial
evaluation.

3.4.2.13. For products evaluated under the Common Criteria and ITSEC, information
is available from the developer in the product’s installation, generation and startup
documentation. Further information is also available in the security target and
certification report.

Use of products in unevaluated configurations

3.4.2.14. To ensure that a product will still provide the assurance desired by the agency
when used in a manner for which it was not intended, a risk assessment must be conducted
upon the altered configuration. The further that a product deviates from its evaluated
configuration, the less assurance can be gained from the evaluation.

3.4.2.15. Given the potential threat vectors and the value of the information being protected,
high grade products must be configured in accordance with DSD’s guidelines.
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Product classifying and labelling

Principle 3.4.3.1. Classifying and labelling hardware products can assist in ensuring that system users
are aware of appropriate procedures that need to be followed when using the hardware.

Objective 3.4.3.2. Classifying products and applying labels will ensure that agencies appropriately
notify system users of the processing and storage potential of the system they are using.

Context Scope
3.4.3.3. This section covers information relating to the classification and labelling of both
evaluated and non-evaluated hardware products.

Non-essential labels
3.4.3.4. Non-essential labels are labels other than classification and asset labels.

Risks Product classifying and labelling

R#204 3.4.3.5. An agency treats hardware products containing classified media at a lower
classification than that of the media, resulting in insufficient protection mechanisms being
applied to the hardware.

R#205 3.4.3.6. An agency treats hardware products containing classified media at a lower
classification than that of the media, resulting in insufficient sanitisation and disposal
procedures being followed when the hardware is decommissioned.

R#206 3.4.3.7. An agency staff member causes an ICT security breach by inputting classified
information into a system that is not rated to handle information of that classification.

R#207 3.4.3.8. This paragraph is intentionally blank.

Controls [U,IC-HP,R-TS] Classifying hardware products

C#293 3.4.3.9. Agencies must classify hardware products based on the highest level of information
the hardware and any associated media within the hardware, are approved for processing,
storing or communicating.

[U,IC-HP,R-TS] Labelling hardware products

C#294 3.4.3.10. Agencies must clearly label all hardware products capable of storing information,
with the exception of high grade cryptographic equipment (HGCE), with the appropriate
classification.

C#295 3.4.3.11. This paragraph is intentionally blank.

C#296 3.4.3.12. This paragraph is intentionally blank.

Rationale Classifying hardware products
3.4.3.13. When media is used in hardware products there is no guarantee that the hardware
has not automatically accessed information from the media and stored it locally to the
device, without the knowledge of the system user. As such, the hardware needs to be
afforded the same level of protection as that of the associated media.
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Labelling hardware products

3.4.3.14. The purpose of applying classification labels to all assets in an area is to reduce the
likelihood that a system user will accidentally input more highly classified information into
another system residing in the same area that is of a lower classification.

3.4.3.15. Applying classification labels to assets also assists in determining the appropriate
sanitisation, disposal or destruction requirements of the asset based on its classification.

3.4.3.16. This paragraph is intentionally blank.

Examples 3.4.3.17. If a RESTRICTED memory stick is connected to a standalone UNCLASSIFIED
computer the computer must subsequently be afforded the protection of a RESTRICTED
asset. However, if the computer happened to be connected to an UNCLASSIFIED system

the action would have resulted in an ICT security incident and would need to be
handled appropriately.
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Product patching and updating

Principle 3.4.4.1. Agencies can patch and upgrade products as long as risks are considered and
reporting processes are followed.

Obijective 3.4.4.2. Applying patches to products ensures that attackers are prevented from exploiting
known vulnerabilities.

Context Scope
3.4.4.3. This section covers information on patching both evaluated and non-evaluated
software and hardware products.

Patched configuration

3.4.4.4. A product is considered to be operating in a patched configuration if it had originally
been operating in an evaluated configuration but has subsequently had software or
firmware patches applied to address security vulnerabilities, without the introduction of new
functionality.

Risks Product patching and updating

R#208 3.4.4.5. An attacker exploits a publicly known vulnerability in a product, for which the
agency has not applied the available security patch, resulting in the disclosure of classified
information.

R#209 3.4.4.6. An attacker exploits a publicly known vulnerability in a product, for which there is
no available security patch, resulting in the disclosure of classified information.

R#210 3.4.4.7. An agency updates the firmware of a hardware product without checking the
integrity of the firmware or the updating process, resulting in compromised firmware being
loaded into the product.

Controls [U,IC-HP,R-TS] Vulnerability and patch availability awareness

C#297 3.4.4.8. Agencies should:

a. monitor relevant sources for information about new vulnerabilities and patches for
software and hardware used by the agency

b. take corrective action, including a risk assessment as necessary, when vulnerabilities that
could affect systems are discovered

c. follow their change management procedures when applying patches, including the testing
of patches prior to their application to production systems

d. replace obsolete software and hardware with products for which ongoing support
is available.

[U,IC-HP,R] Patching security vulnerabilities in products

C#298 3.4.4.9. Agencies should, when possible, ensure that known ICT security vulnerabilities in
products are corrected through a vendor recommended patch or upgrade process.
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C#299

C#300

C#301

C#302

C#303

C#304

Guidance

G#84

G#85

September 2008

[U,IC-HP,R] Patching security vulnerabilities in evaluated products

3.4.4.10. Where a vendor patch for ICT security vulnerabilities introduces new functionality
in addition to resolving vulnerabilities, agencies must treat the resulting configuration as an
unevaluated configuration and comply with the requirements for unevaluated configurations.

3.4.4.11. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Patching evaluated products with cryptographic functionality

3.4.4.12. Agencies must contact DSD if a patch or service pack addresses a known
cryptographic vulnerability.

[U,IC-HP,R-TS] When security patches are not available

3.4.4.13. Where known vulnerabilities cannot be patched, agencies should use other
protective measures as determined by a risk assessment.

[U,IC-HP,R-TS] Firmware updates

3.4.4.14. Agencies must ensure that any firmware updates are performed in accordance
with their change management procedures and in a manner that verifies the integrity and
authenticity of the updating process.

[U,IC-HP,R-TS] Unsupported software

3.4.4.15. Agencies should assess the risk of using software or hardware when a
cessation date for support is announced and/or when the product is no longer supported
by the developer.

[U,IC-HP,R-TS] Patching vulnerabilities in evaluated products

3.4.4.16. Agencies are recommended to ensure that prior to patching evaluated products
they conduct a risk assessment based on:

a. the necessity of the patch
b. the testing of the patch
c. the environment in which the product is used

d. any new functionality the patch includes.

[U,IC-HP,R-TS] Patching vulnerabilities in non-evaluated products

3.4.4.17. Agencies are recommended to test and apply all relevant security patches as soon
as possible.
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[U,IC-HP,R-TS] When security patches are not available

G#86 3.4.4.18. Protective measures that are recommended to be applied to a product to address
vulnerabilities when security patches are not available include:
a. controls to resolve the vulnerability:
1) disable the functionality associated with the vulnerability though product
configuration
2) ask the vendor for an alternative method of managing the vulnerability
3) consider moving to a different product with a more responsive vendor
or
4) engage a software developer to correct the software
b. controls to prevent exploitation of the vulnerability:
1) apply external input sanitisation (if an input triggers the exploit)
2) apply filtering or verification on the software output (if the exploit relates to
an information disclosure)
3) apply additional access controls that prevent access to the vulnerability
or
4) configure firewall rules to limit access to the vulnerable software
c. controls to contain the exploit:
1) apply firewall rules limiting outward traffic that is likely in the event of an exploitation
2) apply mandatory access control preventing the execution of exploitation code
or
3) set filesystem permissions preventing exploitation code from being written to disk
d. controls to detect attacks:
1) deploy an intrusion detection system
2) monitor logging alerts
or
3) use other mechanisms as appropriate for the detection of exploits using the
known vulnerability.

Rationale Patching security vulnerabilities in products
3.4.4.19. The assurance provided by an evaluation is related to the date at which the results
were issued. Over the course of a normal product lifecycle, patches could be released to
address known ICT security vulnerabilities. Applying these patches should be considered
as part of an agency’s overall risk management strategy.
3.4.4.20. This paragraph is intentionally blank.

Examples 3.4.4.21. A vulnerability exists in the remote management interface for an agency server.
No patch is available. As the remote management functionality is rarely used it is disabled
to reduce the vulnerability.
3.4.4.22. A Web browser is susceptible to an ActiveX exploit. This functionality is not
needed by the agency for Web browsing and is therefore disabled in the configuration of
the browser.
3.4.4.23. A Web content management vendor has not released a patch for a product which
is being used by an agency. Indications are that the vendor will not release a patch as they
have other projects. A decision is made to move to another well-maintained Web content
management product as patching support is desired by the agency.
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3.4.4.24. An exploit in a Web form is found for a custom Web application developed
in-house by an agency. The agency fixes the vulnerability by using a software developer that
is familiar with the Web scripting language used by the application.

3.4.4.25. An agency’s word processing software has a vulnerability where a malicious
document can cause remote code execution. The vendor is unable to release a patch for the
vulnerability for at least another month. The risk exposure to the agency in the mean time
is excessive and they deploy email filter software to convert documents to portable
document format at the gateway preventing exploitation from outside the agency.

3.4.4.26. A common gateway interface application is susceptible to a buffer overflow when
passed large arguments in the uniform resource locator for a webpage. The Web server
software and reverse proxy are able to filter large uniform resource locators before they
reach the application.
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Product maintenance and repairs

Principle

Obijective

Context

Risks
R#211

R#212

R#213

R#214

R#215

Controls

C#305

C#306

3.4.5.1. Maintenance of classified hardware can be undertaken by cleared and briefed
maintenance personnel or by uncleared maintenance personnel with appropriate escorting.

3.4.5.2. Using appropriately cleared and briefed maintenance personnel will ensure that
uncleared personnel are not exposed to classified information when maintaining or repairing
hardware products.

Scope

3.4.5.3. This section covers information on maintaining and repairing both evaluated and
non-evaluated hardware products.

Maintaining and repairing UNCLASSIFIED hardware

3.4.5.4. Agencies can choose the most appropriate method to repair and maintain
unclassified hardware products as long as due care is taken to protect the information on the
hardware.

Product maintenance and repairs
3.4.5.5. An uncleared technician undertaking maintenance or repairs on a hardware product

is exposed to classified information.

3.4.5.6. An uncleared technician while undertaking maintenance or repairs on a hardware
products, gains an understanding of the capability or purpose of the product.

3.4.5.7. An uncleared technician undertaking maintenance or repair to a hardware product is
not properly supervised, allowing unmonitored access to classified information.

3.4.5.8. A cleared technician conducting off-site maintenance or repairs on a hardware
product is not able to provide sufficient protection and storage for the product out of
business hours, resulting in exposure or unrestricted access by uncleared personnel.

3.4.5.9. A technician repairing ICT hardware notices it is used in a secure environment and
while undertaking off-site repairs modifies the hardware for malicious purposes.

[-,1C-HP,R-TS] Maintenance and repairs

3.4.5.10. Maintenance and repairs for hardware products containing classified media should
be carried out on-site by an appropriately cleared technician.

[-,1C-HP,R-TS] Maintenance and repairs by an uncleared technician

3.4.5.11. If an uncleared technician is used to undertake maintenance or repairs of a
hardware product, on-site or off-site, the technician must be escorted by someone who:
a. is appropriately cleared and briefed

b. takes due care to ensure that classified information is not disclosed

c. takes all responsible measures to ensure the integrity of the product

d. has the authority to direct the technician

e. is familiar with the security requirements relating to the repair of classified products.
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C#307 3.4.5.12. Agencies should sanitise and re-classify or de-classify hardware products and
associated media before maintenance or repair work is undertaken by an uncleared
technician.

C#308 3.4.5.13. Agencies should ensure that the ratio of escorts to uncleared technicians allows for
an appropriate oversight of all activities.

C#309 3.4.5.14. This paragraph is intentionally blank.

[-,IC-HP,R-TS] Off-site maintenance and repairs

C#310 3.4.5.15. Agencies having hardware products maintained or repaired off-site must ensure
that the physical transfer, processing and storage requirements are appropriate for the
classification of the product, as defined by the Australian Government Protective Security
Manual (PSM), and are maintained at all times.

Guidance [-,1C-HP,R-TS] Maintenance and repairs by an uncleared technician

G#87 3.4.5.16. Agencies are recommended to conceal the origin and nature of hardware products
when maintenance or repairs are undertaken.

[-,1C-P,R] Maintenance and repairs by an uncleared technician

G#88 3.4.5.17. If an uncleared technician is used to undertake maintenance or repairs of
a hardware product, on-site or off-site, the technician is recommended to be escorted
by someone who is sufficiently familiar with the product to understand the work
being performed.

G#89 3.4.5.18. This paragraph is intentionally blank.

Rationale Product maintenance and repairs

3.4.5.19. Using cleared technicians on-site at an agency’s facilities is considered the most
desired approach to maintaining and repairing hardware products. This ensures that

if classified information is disclosed during the course of maintenance or repairs the
technicians are aware of the protection requirements for the information.

Maintenance and repairs by an uncleared technician

3.4.5.20. Agencies choosing to use uncleared technicians to maintain or repair hardware
products on-site at an agency’s facilities, or off-site at a company’s facilities, need to

be aware of the requirement for cleared agency staff members to escort the uncleared
technicians during maintenance or repair activities.

Off-site maintenance and repairs

3.4.5.21. Agencies choosing to have hardware products maintained or repaired off-site
need to be aware of additional requirements for the company’s off-site facilities to be
approved to process and store the products at the appropriate classification as specified
by PSM requirements.

3.4.5.22. Agencies choosing to have hardware products maintained or repaired off-site
can sanitise, de-classify or lower the classification of the product prior to transport and
subsequent maintenance or repair activities, to lower the physical transfer, processing and
storage requirements as specified by the PSM.

September 2008 PART 3 CHAPTER 4 - PRODUCT SECURITY

3-63



Product sanitisation and disposal

Principle 3.4.6.1. The sanitisation and disposal of classified hardware can be undertaken in an
approved manner.

Objective 3.4.6.2. Using proper sanitisation and disposal processes will ensure that hardware products
are not disposed of in a manner that compromises classified information or capabilities.

Context Scope
3.4.6.3. This section covers information on sanitising and disposing of both evaluated and
non-evaluated hardware products. Additional information on the sanitisation, destruction
and disposal of media can be found in the Media security chapter of this manual.
3.4.6.4. Classified media typically found within hardware products are electrostatic memory
devices such as laser printer cartridges and photocopier drums, magnetic media such as hard
disks, non-volatile semi-conductor memory such as flash cards and volatile memory such as
random access memory cards.

Risks Product sanitisation and disposal

R#216 3.4.6.5. An agency fails to sanitise and de-classify media contained in a hardware product
before disposal, resulting in the unexpected disclosure of information to the subsequent
owner of the product.

R#217 3.4.6.6. An agency fails to sanitise and de-classify printer cartridges or copier drums
contained in a hardware product before disposal, resulting in the unexpected disclosure of
information to the subsequent owner of the product.

R#218 3.4.6.7. The improper disposal of a high grade product or HGCE results in a attacker gaining
detailed insight into how to successfully exploit the product.

R#219 3.4.6.8. The improper disposal of TEMPEST rated equipment results in a breach of product
licensing requirements and intellectual property of the vendor.

R#220 3.4.6.9. The improper disposal of TEMPEST rated equipment results in the product not being
properly sanitised.

Controls [-,IC-HP,R-TS] Sanitisation or destruction of hardware products

C#311 3.4.6.10. Agencies must sanitise or destroy and de-classify hardware products containing
classified media to an UNCLASSIFIED level before disposal.

C#312 3.4.6.11. Agencies should return hardware products and associated media that have
processed or stored Australian Eyes Only and/or Australian Government Access Only
information to Australia for sanitisation or destruction, de-classification and disposal.
[U,IC-HP,R-TS] Disposal of hardware products

C#313 3.4.6.12. Agencies must have a documented process for the disposal of hardware products.

C#314 3.4.6.13. Agencies must contact DSD for advice on the disposal of high grade products.

C#315 3.4.6.14. Agencies are required to contact DSD for advice on the disposal of HGCE.

C#316 3.4.6.15. Agencies must formally authorise the disposal of hardware products, or waste,
into the public domain.
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C#317

C#318

C#319

C#320

C#321

Rationale

September 2008

[U,IC-HP,R-TS] Sanitising printer cartridges and copier drums

3.4.6.16. Agencies must print at least three pages of random text with no blank areas on
each colour printer cartridge or copier drum within a hardware product.

[U,IC-HP,R-TS] Destroying printer cartridges and copier drums

3.4.6.17. Agencies unable to sanitise printer cartridges or copier drums within a hardware
product must destroy the cartridge or drum in accordance with the requirements for
electrostatic memory devices.

[U,IC-HP,R-TS] Sanitising video screens

3.4.6.18. Agencies must visually inspect video screens by turning up the brightness to
the maximum level to determine if any information has been burnt into the screen. If the
functionality exists, alter the intensity on a colour-by-colour basis.

[U,IC-HP,R-TS] TEMPEST rated equipment

3.4.6.19. Agencies should reuse TEMPEST rated equipment within the agency, or offer the
equipment to another agency for reuse when it is no longer needed.

3.4.6.20. Agencies must contact DSD for advice regarding the disposal of TEMPEST rated
equipment or if the equipment is non-functional.

Disposal of hardware products

3.4.6.21. When disposing of hardware products, agencies need to sanitise or destroy and
subsequently de-classify any media within the product that are capable of storing classified
information. Once the media have been removed from the product it can be considered
sanitised. Following subsequent approval for de-classification from the owner of the
information previously processed by the product, it can be disposed of by the agency.

3.4.6.22. This paragraph is intentionally blank.

TEMPEST rated equipment

3.4.6.23. There are two main considerations for the disposal of TEMPEST rated equipment—
cost and abiding by any licensing agreement entered into with the vendor.

3.4.6.24. TEMPEST rated equipment is expensive to purchase and when it is no longer
needed it should be reused within the agency, or by another agency. If the equipment cannot
be redeployed, or is not functioning correctly, DSD will provide advice on the requirements
for its repair or sanitisation and disposal.
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Media security

Media handling

Principle

Obijective

Context

Risks
R#221

R#222

R#223

R#224

R#225

September 2008

3.5.1.1. Classifying, labelling and registering media can assist in properly identifying and
accounting for media.

3.5.1.2. Once media has been identified through the use of classifying, labelling and
registering, system users are aware of the appropriate procedures that need to be applied
when using the media.

Scope

3.5.1.3. This section covers information relating to classifying, labelling and registering
media. Information relating to classifying and labelling hardware can be found in the
Product classifying and labelling chapter of this manual.

Media re-classification and de-classification process
3.5.1.4. When re-classifying or de-classifying media the process is based on an assessment
of relevant issues, including:
the consequences of damage from disclosure or misuse
+ the effectiveness of any sanitisation or destruction procedure used

+ the intended destination of the media.

Exceptions for labelling and registering media

3.5.1.5. Labels are not needed for internally mounted fixed media if the hardware containing
the media is labelled. Likewise fixed media does not need to be registered if the hardware
containing the media is registered.

Media handling

3.5.1.6. An attacker gains access to media that is unlabelled, where the media actually
contains classified information, resulting in the disclosure of the classified information.

3.5.1.7. An attacker gains access to media that is labelled and protected at a lower level than
that of the information it contains, resulting in the disclosure of classified information.

3.5.1.8. An attacker gains access to media that has not been correctly sanitised and
subsequently recovers and accesses its contents, resulting in the disclosure of
classified information.

3.5.1.9. An attacker takes possession of removable media containing classified information
without an agency’s knowledge, resulting in the agency being unaware that classified
information has been disclosed.

3.5.1.10. An agency excessively classifies media without considering the classification of
information stored on the media, resulting in unnecessary controls being enforced on the
usage, distribution and storage of the media.
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Controls

C#322

C#323

C#324

C#325

C#326

C#327

C#328

C#329

C#330

[U,IC-HP,R-TS] Re-classification and de-classification procedures

3.5.1.11. Agencies must document procedures for the re-classification and de-classification
of media.

[U,IC-HP,R-TS] Classifying media storing information

3.5.1.12. Agencies must classify media, including both non-volatile and volatile media, to the
highest classification stored on the media since any previous re-classification.

[U,1C-PR] Classifying media connected to systems of higher classifications

3.5.1.13. Agencies should classify any media connected to, or inserted into, a system of a
higher classification as the system classification, including any caveats, until confirmed not
to be the case.

3.5.1.14. This paragraph is intentionally blank.

[-,1C-P,R] Classifying media below that of the system

3.5.1.15. Agencies intending to classify media below the classification of the system to which
it is connected or inserted into should ensure that:

a. the media is read-only

b. the media is inserted into a read-only device

c. the system has a mechanism through which read-only access can be assured
or

d. an accredited process is used to determine the classification.

3.5.1.16. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Lowering classifications for media connecting to systems

3.5.1.17. Any process used to confirm the lower classification of media connected
to, or inserted into a system must be reviewed during the system’s information and
communications technology security accreditation.

[-,1C-HP,R-TS] De-classifying media
3.5.1.18. Agencies wishing to de-classify classified media must ensure:

a. the de-classification of all information on the media has been approved by the originator,
or the media has been appropriately sanitised or destroyed to unclassified

b. a formal decision has been made to de-classify the media.

[-,1C-HP,R-TS] Re-classifying media to a lower level
3.5.1.19. Agencies wishing to re-classify classified media to a lower level must ensure:

a. the re-classification of all information on the media has been approved by the originator,
or the media has been appropriately sanitised or destroyed to the desired classification

b. a formal decision has been made to re-classify the media.
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C#332

C#333

C#334

C#335
C#336

Guidance

G#90

G#91

Rationale

September 2008

[U,IC-HP,R-TS] Re-classifying media to a higher level

3.5.1.20. Agencies must re-classify media if:

a. information copied onto the media is of a higher classification
or

b. information contained on the media is subjected to a classification upgrade.

[U,IC-HP,R-TS] Labelling media

3.5.1.21. Agencies should label media with a protective marking that indicates the maximum
classification and set of caveats applicable to the information it stores.

[U,IC-HP,R-TS] Identifying labelled media

3.5.1.22. Agencies must ensure that the classification of all media is easily visually
identifiable.

3.5.1.23. When using non-textual representations for classification markings due to
operational security, agencies must document the labelling scheme and train staff
members appropriately.

3.5.1.24. This paragraph is intentionally blank.

3.5.1.25. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Labelling media

3.5.1.26. Agencies are recommended, where possible, to label media so that the
classification is visible when the media is mounted in the hardware in which it is used and
when it has been removed.

[U,IC-P,R] Registering media
3.5.1.27. Agencies are recommended to register all media with a unique identifier in
an appropriate register.

Classifying media storing information

3.5.1.28. Media that is not correctly classified can be stored, identified and/or handled
inappropriately or accessed by a person who is not cleared to the appropriate level.

3.5.1.29. Classified information stored on media which has not been correctly classified

or sanitised could be accessed or recovered by an unauthorised individual.

Classifying media connecting to systems

3.5.1.30. Unless confirmed, there is no guarantee that classified data was not copied to the
media while it was connected to a system.

Labelling media

3.5.1.31. Labelling helps all staff members to identify the classification of media and ensure
they afford the media the correct level of protection.

3.5.1.32. This paragraph is intentionally blank.
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References  3.5.1.33. Additional information relating to media handling is contained in AS/NZS ISO/IEC
17799:2001, 10.7, Media handling.
Examples 3.5.1.34. The classification of a memory stick is upgraded when:

information of a higher classification is transferred to the device

+ the device is connected to a system that processes information at a higher classification
than that of the device

or

+ the information on the device is subject to a classification upgrade.

3.5.1.35. This paragraph is intentionally blank.
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Obijective
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Risks
R#226

R#227

R#228

R#229

R#230

Controls

C#337

C#338

C#339

C#340

September 2008

3.5.2.1. The likelihood of unauthorised exfiltration of data from a system can be reduced by
storing, registering and controlling connections to the system.

3.5.2.2. To ensure that media is handled in an appropriate manner and that agencies are
aware of requirements for connecting peripherals to systems.

Scope

3.5.2.3. This section covers information on using media with and in systems. Agencies will
also need to meet the requirements for automated data import and data export in addition
to those outlined in this section when conducting manual data transfers.

Media usage

3.5.2.4. An agency staff member is exposed to classified information or equipment for which
they do not have a need-to-know.

3.5.2.5. An attacker connects a memory stick, FireWire device or optical media to a system
that contains a program designed to execute under the automatic execution feature of an
operation system, which subsequently compromises the system by installing malicious code
or undertaking malicious actions.

3.5.2.6. An attacker connects a memory stick or FireWire capable device to a system in order
to copy information from the system to their device.

3.5.2.7. An attacker connects a FireWire capable device to a system in order to utilise direct
memory access and gain access to the system.

3.5.2.8. An agency staff member conducts a manual data transfer using media of a higher
classification than either of the systems involved is accredited to process, causing
a data spill.

[U,IC-HP,R-TS] Using media with systems

3.5.2.9. Agencies must not insert classified media into a system, or connect classified media
to a system, that is not classified to at least the classification level of the media.

[-,1C-HP,R-TS] Storage of removable media

3.5.2.10. Agencies must ensure that removable media containing classified information
meets the minimum physical security storage requirements as specified in the Australian
Government Protective Security Manual (PSM).

[-,IC-HP,R-TS] Mass storage devices

3.5.2.11. Devices holding removable media, such as compact disc and digital video disc
towers and backup devices must meet the minimum physical security storage requirements
as specified in the PSM.

[U,1C-P,R] Connecting media to systems

3.5.2.12. Agencies should disable any automatic execution features within operating systems
for connectable devices and removable media.
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C#341 3.5.2.13. This paragraph is intentionally blank.

C#342 3.5.2.14. This paragraph is intentionally blank.

C#343 3.5.2.15. This paragraph is intentionally blank.
[U,IC-P,R] FireWire (IEEE 1394) connections

C#344 3.5.2.16. Agencies should disable FireWire ports using either device access control software,
seals or physical mechanisms.

C#345 3.5.2.17. This paragraph is intentionally blank.

C#346 3.5.2.18. This paragraph is intentionally blank.
[U,IC-HP,R-TS] Air gapped transfers

C#347 3.5.2.19. Agencies transferring data manually between two systems should use:
a. a previously unused piece of media
b. a pool of media items used only for data transfer between the two relevant systems

or
c. a media item which has been sufficiently sanitised to permit its reuse on the less
classified of the systems between which the data transfer is occurring.

Guidance [U,1C-P,R] Connecting devices to systems

G#92 3.5.2.20. Agencies are recommended to prevent unauthorised removable media from
connecting to a system via use of device access control software, seals, physical means
or other appropriate methods.

Rationale Storage of removable media
3.5.2.21. The security requirements for storage of classified information and equipment are
specified in the PSM.
Connecting media to systems
3.5.2.22. Some operating systems provide the functionality to automatically execute certain
types of programs that reside on optical media and devices such as memory sticks. While
this functionality was designed with a legitimate purpose in mind, such as automatically
loading a graphic user interface for the system user to browse the contents of the media,
or to install software residing on the media, it can also be used for malicious purposes.
3.5.2.23. An attacker can create a file on optical media or a connectable device that the
operating system believes it should automatically execute. However, when the operating
system does execute the file it can have the same effect as when a system user explicitly
executes malicious code. However, in this case the system user is taken out of the equation
as the operating system executes the file without explicitly asking the system user for
permission.
3.5.2.24. Some operating systems will cache information on media to improve performance.
As such, inserting media of a higher classification into a lesser classified system could cause
data to be read from the device without user intervention.
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Connecting devices to systems

3.5.2.25. Using device access control software will prevent unauthorised devices from

being attached to a system. Using a whitelisting approach allows agency information and
communications technology security staff members greater control over what can, and what
cannot, be connected to the system.

FireWire (IEEE 1394) connections

3.5.2.26. Known vulnerabilities have been demonstrated where attackers can connect a
FireWire device to a locked workstation and modify information in random access memory
(RAM) to gain access to encryption keys. Furthermore, as FireWire provides direct memory
access to the system memory an attacker can read or write any content to memory that they
desire. The only defence for this vulnerability is to disable access to FireWire ports using
either software controls or physically damaging the FireWire ports so that devices cannot
be connected.

3.5.2.27. This paragraph is intentionally blank.

Air gapped transfers

3.5.2.28. Using media that is previously unused or completely sanitised prevents classified
information from being accidentally disclosed as well as malicious code infections.
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Media sanitisation

Principle 3.5.3.1. Media can be sanitised in accordance with approved methods prior to reuse
or disposal.
Obijective 3.5.3.2. Sanitising media is an easy and effective way of reducing the risk of classified

information residing on media being compromised.

Context Scope

3.5.3.3. This section covers information relating to sanitising media. Information relating
to sanitising hardware can be found in the Product sanitisation and disposal chapter of
this manual.

Sanitising media

3.5.3.4. The process of sanitisation does not automatically change the classification of the
media, nor does sanitisation involve the destruction of media.

Factors to be considered when sanitising media

3.5.3.5. When agencies choose to sanitise media a number of factors can be considered,
including the following.
+ Does an approved sanitisation procedure exist for the specific media involved?

+ What are the relative costs of sanitising versus destroying (and replacing where
necessary) the media?

* What is the classification and sensitivity of the data?

What is the acceptable level of risk associated with the recovery of data from the media
following sanitisation and subsequent de-classification?

* Is the media defective and sanitisation prohibited?

Hybrid hard drives

3.5.3.6. When agencies utilise hybrid hard drives the sanitisation and post sanitisation
treatment requirements for flash memory devices of the same capacity apply.

Solid state drives

3.5.3.7. When agencies utilise solid state drives the sanitisation and post sanitisation
treatment requirements for flash memory devices of the same capacity apply.

Risks Media sanitisation

R#231 3.5.3.8. An attacker gains access to media that has previously stored classified information
and that has failed to undergo appropriate sanitisation, enabling the recovery of classified
information.

R#232 3.5.3.9. An attacker gains access to media where an agency had not verified overwrite during

the sanitisation process and the overwrite has failed to remove classified information,
resulting in the disclosure of the classified information.
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R#233 3.5.3.10. An attacker gains access to volatile media within a specified timeframe following
removal of power, allowing them to recover classified information prior to complete
information decay.

R#234 3.5.3.11. An attacker gains access to media where an agency had used an approved method
to sanitise magnetic media containing classified information, however some classified
information remains in bad sectors not accessible during the sanitisation process, resulting
in the disclosure of classified information.

R#235 3.5.3.12. An attacker uses specialised recovery techniques on an agency sanitised erasable
programmable read-only memory (EPROM) that has been exposed to ultraviolet light but
not had the additional step of overwriting with a pseudo random pattern, resulting in the
recovery of classified information.

R#236 3.5.3.13. An attacker uses specialised recovery techniques where an agency has sanitised
the electrically erasable programmable read-only memory (EEPROM) by erasing the media
rather overwriting the media with a pseudo random pattern, resulting in the disclosure of
classified information.

R#237 3.5.3.14. An attacker gaining access to classified, unsanitised volatile memory, which
has been used to store static information for an extended period of time, analyses the
characteristics of the memory to retrieve classified information.

R#238 3.5.3.15. An attacker gains access to media where an agency had used an approved method
to sanitise flash memory containing classified information, however some classified
information has remained in free blocks (as a result of wear levelling) and not accessed
during the sanitisation process, resulting in the disclosure of classified information.

Controls [U,IC-HP,R-TS] Sanitisation procedures

C#348 3.5.3.16. Agencies must document procedures for the sanitisation of media.

[U,—,-] Media that cannot be sanitised
C#349 3.5.3.17. Agencies should destroy the following media types prior to disposal, as they cannot
be sanitised:
a. microfiche
b. microfilm
c. optical discs
d. printer ribbons and the impact surface facing the platen

e. programmable read-only memory

bual

read-only memory

g. faulty media that cannot be successful sanitised.
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[-,1C-HP,R-TS] Media that cannot be sanitised

C#350 3.5.3.18. Agencies must destroy the following media types prior to disposal, as they cannot
be sanitised:
a. microfiche
b. microfilm
c. optical discs
d. printer ribbons and the impact surface facing the platen
e. programmable read-only memory
f. read-only memory
g. faulty media that cannot be successful sanitised.
[U,I1C-PR] Volatile media sanitisation
C#351 3.5.3.19. Agencies must sanitise volatile media by:
a. removing power from the media for at least 10 minutes
or
b. overwriting all locations of the media with an arbitrary pattern followed by a read back
for verification.
C#352 3.5.3.20. This paragraph is intentionally blank.
[U,IC-HP,R-TS] Treatment of volatile media following sanitisation
C#353 3.5.3.21. Following sanitisation, volatile media must be treated as indicated in the
table below.
+ TOP SECRET + TOP SECRET
+ SECRET * UNCLASSIFIED
+ CONFIDENTIAL
* HIGHLY PROTECTED
+ PROTECTED
+ RESTRICTED
+ X-IN-CONFIDENCE
* UNCLASSIFIED
[U,IC-HP,R-TS] Non-volatile magnetic media sanitisation
C#354 3.5.3.22. Agencies must sanitise non-volatile magnetic media by:
a. overwriting the media, if pre-2001 or under 15GB, in its entirety, with an arbitrary pattern
followed by a read back for verification three times
b. overwriting the media, if post-2001 or over 15GB, in its entirety, with an arbitrary pattern
followed by a read back for verification one time
or
c. using an approved degausser.
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C#355 3.5.3.23. This paragraph is intentionally blank.
[U,IC-HP,R-TS] Treatment of non-volatile magnetic media following sanitisation
C#356 3.5.3.24. Following sanitisation, non-volatile magnetic media must be treated as indicated
in the table below.
+ TOP SECRET + TOP SECRET
+ SECRET + CONFIDENTIAL
+ CONFIDENTIAL * UNCLASSIFIED
+ HIGHLY PROTECTED
+ PROTECTED
+ RESTRICTED
+ X-IN-CONFIDENCE
* UNCLASSIFIED
[U,IC-HP,R-TS] Non-volatile EPROM media sanitisation
C#357 3.5.3.25. Agencies must sanitise non-volatile EPROM media by erasing as per the
manufacturer’s specification, increasing the specified ultraviolet erasure time by a factor
of three, then overwriting the media once in its entirety with a pseudo random pattern,
followed by a read back for verification.
[U,IC-HP,R-TS] Treatment of non-volatile EPROM media following sanitisation
C#358 3.5.3.26. Following sanitisation, non-volatile EPROM media must be treated as indicated
in the table below.
+ TOP SECRET TOP SECRET
+ SECRET CONFIDENTIAL
+ CONFIDENTIAL UNCLASSIFIED
* HIGHLY PROTECTED
+ PROTECTED
+ RESTRICTED
+ X-IN-CONFIDENCE
* UNCLASSIFIED
[U,IC-HP,R-TS] Non-volatile EEPROM and flash memory media sanitisation
C#359 3.5.3.27. Agencies must sanitise non-volatile EEPROM and flash memory media by

September 2008

overwriting the media twice in its entirety with a pseudo random pattern, followed by
a read back for verification.
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[U,IC-HP,R-TS] Treatment of non-volatile EEPROM and flash memory media following
sanitisation

C#360 3.5.3.28. Following sanitisation, non-volatile EEPROM and flash memory media must be
treated as indicated in the table below.

Pre-sanitisation classification Post-sanitisation classification

+ TOP SECRET + TOP SECRET

+ SECRET + SECRET

+ CONFIDENTIAL + CONFIDENTIAL

* HIGHLY PROTECTED * HIGHLY PROTECTED
+ PROTECTED * UNCLASSIFIED

+ RESTRICTED
+ X-IN-CONFIDENCE
+ UNCLASSIFIED

[U,IC-HP,R-TS] Degaussers

C#361 3.5.3.29. Agencies must use a degausser of sufficient field strength for the coercivity of the
media during sanitisation.

C#362 3.5.3.30. Agencies must comply with the directions provided in the National Security
Agency/Central Security Service’s Degausser Products List when using a degausser from
the list.

Guidance [U,IC-HP,R-TS] Requirements for sanitising media

G#93 3.5.3.31. Agencies are recommended to sanitise all media prior to reuse at the same or

higher classification.

[U,IC-HP,R-TS] Degaussers

G#94 3.5.3.32. Agencies are recommended to consult the Defence Signals Directorate where
directions provided in the Degausser Products List appear to conflict with this manual.

Rationale Sanitisation procedures

3.5.3.33. Sanitising media prior to reuse in a different environment ensures that classified
information is not inadvertently accessed by an unauthorised individual or protected at an
inappropriate level.

3.5.3.34. Using approved sanitisation methods provides a high-level of assurance that no
remnant data remains on the media.

3.5.3.35. The procedures used in this manual are designed not only to prevent common
attacks that are currently feasible but also to protect from threats that could emerge in
the future.

3.5.3.36. When sanitising media, it is necessary to read back the contents of the media
to verify that the overwrite process completed successfully.
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Media that cannot be sanitised

3.5.3.37. Some types of media cannot be sanitised and therefore must be destroyed. It is
not possible to use these types of media while maintaining a high level of assurance that
no previous data can be recovered.

Volatile media sanitisation

3.5.3.38. When sanitising volatile memory, the specified time to wait following removal
of power is based on applying a safety factor to research on recovering the contents of
volatile memory.

Treatment of volatile media following sanitisation

3.5.3.39. There is published literature that supports short-term remanence effects in volatile
media. Data retention time is reported to be in the magnitude of minutes (at normal room
temperatures) to hours (in extreme cold), depending on the temperature of the RAM chips.
Some literature also suggests that there is a possibility that some volatile media can suffer
from long-term remanence effects. It is for these reasons that top secret volatile media must
always remain at this classification, even after sanitisation.

Treatment of non-volatile magnetic media following sanitisation

3.5.3.40. Modern magnetic media automatically reallocates space for bad sectors. These bad

sectors are maintained in what is known as a ‘G-list’. If classified information was stored in

a sector that is subsequently added to the G-list, sanitising the media will not overwrite these
non-addressable bad sectors. Classified information will therefore remain on the media. It is

for these reasons that TOP SECRET and SECRET magnetic media cannot be sanitised below

TOP SECRET and CONFIDENTIAL respectively.

Non-volatile EEPROM and flash memory media sanitisation

3.5.3.41. Wear levelling ensures that writes are distributed evenly across each memory block
in flash memory. This feature of the algorithm therefore necessitates the need for flash
memory to be overwritten with a pseudo random pattern twice, rather than once, as this
helps to ensure that all memory blocks are overwritten during sanitisation.

Treatment of non-volatile EEPROM and flash memory media following sanitisation

3.5.3.42. Due to the use of wear levelling in flash memory, it is possible that not all physical
memory locations are written to when attempting to overwrite the media. Classified
information can therefore remain on the media. It is for these reasons that TOP SECRET,
SECRET, CONFIDENTIAL and HIGHLY PROTECTED non-volatile EEPROM media must
always remain at this classification, even after sanitisation.

Degaussers

3.5.3.43. Coercivity varies between media types and between brands and models of the same
type. Care is needed when determining the desired coercivity as a degausser of insufficient
strength will not be effective.

3.5.3.44. Since 2006 perpendicular magnetic media have been available. Some degaussers
are only capable of sanitising longitudinal magnetic media. As such care needs to be taken
to ensure a suitable degausser is used when sanitising perpendicular magnetic media.

PART 3 CHAPTER 5 - MEDIA SECURITY

3-79



Examples 3.5.3.45. To de-classify PROTECTED volatile RAM to UNCLASSIFIED using sanitisation,
simply remove the power for at least 10 minutes from the system in which the RAM
resides. Following the formal de-classification process, the RAM can now be treated
as UNCLASSIFIED.

3.5.3.46. This paragraph is intentionally blank.
3.5.3.47. This paragraph is intentionally blank.
3.5.3.48. This paragraph is intentionally blank.
3.5.3.49. This paragraph is intentionally blank.
3.5.3.50. This paragraph is intentionally blank.

3.5.3.51. To de-classify a RESTRICTED non-volatile flash memory device to UNCLASSIFIED
using a Linux operating system, or bootable Linux distribution such as Knoppix and open
source tools:

determine the destination drive (i.e. /dev/sdd)

run ‘sudo bash’

run ‘fdisk - /dev/sdd’ which will show the size of the disk in bytes (the top line
commencing with the word ‘disk’)

run ‘dd if=/dev/urandom bs=512 count=<size of device in bytes / 512> | tee /dev/sdd |
mdssum’ which will print a number of lines containing the amount of data read, this
should match the size of the device, and finally a 32-character long string, which is the
mdssum of the pseudo random stream

run ‘mdgsum /dev/sdd’

check this mdssum matches the 32-character string previously returned

repeat all again for second pass

formally de-classify the media.
3.5.3.52. To check for the existence of bad sectors (i.e. potentially classified remnant data)
on a non-volatile magnetic media hard drive using a bootable Linux distribution such
as Knoppix:

connect the hard drive to a system

configure the system to boot into a bootable distribution such as Knoppix

run ‘sudo bash’

determine the destination disk (i.e. /dev/sda)

run ‘smartctl —s /dev/sda’ to turn SMART access on

run ‘smartctl —a /dev/sda —d ata | less’

review the raw value for the attribute Reallocated Sector ct

check if the value is zero to ensure there are no bad sectors on the hard drive.
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Media destruction

Principle

Obijective

Context

Risks
R#239

R#240

Controls

C#363

C#364

C#365

September 2008

3.5.4.1. Media can be destroyed using a number of approved methods including incinerating,
milling, disintegrating, grinding and cutting. In each case the destruction needs to be
supervised with the resulting waste handled appropriately.

3.5.4.2. Different destruction methods result in ash, melted waste or waste particles. When
a destruction process results in waste particles agencies need to be aware of the
classification of the waste based on the size of the particles.

Scope

3.5.4.3. This section covers information relating to the destruction of media. Information
relating to the destruction of hardware can be found in the Product sanitisation and disposal
section of this manual.

Media destruction

3.5.4.4. An attacker or uncleared individual gains access to media that has been inadequately
destroyed and recovers classified information.

3.5.4.5. An attacker or uncleared individual gains access to media containing classified
information during the process of media destruction itself, resulting in the disclosure of
the information.

[U,IC-HP,R-TS] Destruction procedures

3.5.4.6. Agencies must document procedures for the destruction of media.

[U,IC-HP,R-TS] Media destruction
3.5.4.7. To destroy media, agencies must:

a. break up the media
or

b. heat the media until it has either burnt to ash or melted.

3.5.4.8. Agencies should employ equipment approved by the Security Construction and
Equipment Committee for the purpose of media destruction.
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C#366 3.5.4.9. Agencies must use one of the methods shown in the table below.
Item Methods
Furnace/ Hammer Disintegrator Grinder/ Cut
incinerator mill sander
Electrostatic Yes Yes Yes Yes No
memory device
Floppy disk Yes Yes Yes No Yes
Hard disk Yes Yes Yes Yes No
Optical disk Yes Yes Yes Yes Yes
Semi-conductor Yes Yes Yes No No
memory
Tape Yes Yes Yes No Yes
[U,1C-PR] Storage and handling of media waste particles
C#367 3.5.4.10. Agencies must, at a minimum, store and handle the resulting waste for all methods,
except for furnace/incinerator, as for the classification given in the table below.
Initial media classification
=9gmm =12mm
UNCLASSIFIED u u
X-IN-CONFIDENCE u u
RESTRICTED u u
PROTECTED U IC
C#368 3.5.4.11. This paragraph is intentionally blank.
[-,1C-HP,R-TS] Storage and handling of media waste particles
C#369 3.5.4.12. Agencies must destroy media with a privacy marking of Australian Eyes Only or
Australian Government Access Only as per the classification of the media.
[U,IC-HP,R-TS] Supervision of destruction
C#370 3.5.4.13. Agencies must perform the destruction of media under the supervision of a staff
member cleared to the highest level of the media being destroyed.
C#371 3.5.4.14. A staff member supervising the destruction of media must:
a. supervise the handling of the media to the point of destruction
b. ensure that the destruction is completed successfully.
PART 3 CHAPTER 5 — MEDIA SECURITY September 2008

3-82



C#372

C#373

Guidance

G#95

Rationale

Examples

September 2008

[U,IC-HP,R-TS] Supervision of accountable material destruction

3.5.4.15. Agencies must perform the destruction of accountable material, as defined in part
C of the PSM, under the supervision of two staff members cleared to the highest level of the
media being destroyed.

3.5.4.16. A staff member supervising the destruction of accountable media must:

a. supervise the handling of the material to the point of destruction
b. ensure that the destruction is completed successfully

c. sign a destruction certificate.

[U,IC-HP,R-TS] Media destruction equipment

3.5.4.17. Agencies are recommended to contact the Australian Security Intelligence
Organisation for further information on the selection of protective security equipment
used to destroy media.

Media destruction

3.5.4.18. The destruction methods given are designed to ensure that recovery of data
is impossible or impractical.

Storage and handling of media waste particles

3.5.4.19. Following destruction, normal accounting and auditing procedures do not apply
for media items. As such, it is essential that when an item is recorded as being destroyed,
destruction is assured.

3.5.4.20. An agency determines that a PROTECTED hard disk drive is no longer needed.

As part of the de-classification process it is decided that the risk associated with sanitising
the drive and disposing of it in the public domain is not acceptable. As such, the decision

is made to destroy the drive. As a destruction method a hammer mill is used to shred the
platter of the drive resulting in waste particles that fit through a screen of less than or equal
to gmm. As such, an administrative decision is made to de-classify the waste. The waste
can now be handled and treated as per the requirements for UNCLASSIFIED information.
A formal decision is then made to release the waste to the public domain. The resultant
particles are disposed of in a way that does not attract undue attention and all applicable
registers are updated.

3.5.4.21. An agency determines that a PROTECTED hard disk drive is no longer needed.

As part of the de-classification process it is decided that the risk associated with sanitising
the drive and disposing of it in the public domain is not acceptable. As such, the decision

is made to destroy the drive. As a destruction method a hammer mill is used to shred the
platter of the hard disk drive resulting in waste particles that fit through a screen of less than
or equal to 12mm. As such, the waste must be handled as stored as per the requirements of
X-IN-CONFIDENCE information. At this stage the waste is not suitable for public release as
it is still classified and as such the resulting waste is then burnt until melted. At this stage,
the decision is made to de-classify this waste and release it to the public domain. The
resultant waste is then disposed of in a way that does not attract undue attention and all
applicable registers are updated.
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Media disposal

Principle 3.5.5.1. As part of proper disposal processes agencies can sanitise or destroy the media
before its disposal.

Obijective 3.5.5.2. Following disposal processes reduces the risk of the compromise of classified
information residing on media.

Context Scope
3.5.5.3. This section covers information relating to the disposal of media. Information
relating to the disposal of hardware can be found in the Product sanitisation and disposal
section of this manual.

Risks Media disposal

R#241 3.5.5.4. An attacker or uncleared individual gains access to media that has been disposed
of while still containing classified information, resulting in the disclosure of the information.

R#242 3.5.5.5. An attacker or uncleared individual gains access to a faulty device that has been
disposed of without sanitisation and manages to repair the device, or directly recover data
from it, resulting in the disclosure of information.

R#243 3.5.5.6. An attacker or uncleared individual gains access to media containing UNCLASSIFIED
information that has not been approved for public release, resulting in the public disclosure
of the information.

Controls [U,IC-HP,R-TS] Disposal procedures

C#374 3.5.5.7. Agencies must document procedures for the disposal of media.

[-,1C-HP,R-TS] De-classifying prior to disposal

C#375 3.5.5.8. Agencies must de-classify all classified media, including faulty media, to an
unclassified level prior to disposal.
[U,—,-] Sanitisation prior to disposal

C#376 3.5.5.9. Agencies should sanitise unclassified media that has not been sanitised as part of
a de-classification process prior to disposal.

[U,—,-] Disposal of media

C#377 3.5.5.10. Agencies must formally authorise the disposal of media, or media waste, into the
public domain.

[U,—,-] Manner of disposal

C#378 3.5.5.11. Agencies should dispose of media and media waste in a manner that does not
attract undue attention.

Rationale De-classifying prior to disposal
3.5.5.12. Prior to disposal, media needs to be de-classified using sanitisation or destruction
to ensure that classified information is not accidentally released to the public.
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Sanitisation prior to disposal

3.5.5.13. Media containing UNCLASSIFIED information is not automatically approved for
public release. As such, sanitisation can be used to ensure that UNCLASSIFIED information
is not released to the public without proper authorisation.

Disposal of media

3.5.5.14. The following diagram shows an overview of the mandated disposal process.

Not all paths are valid for all classifications. For example, some classified media cannot be
de-classified using sanitisation. Note: in the diagram below there are two starting points—
one for classified media and one for UNCLASSIFIED media.

Start 1 - Classified Media
No Longer Required

A 4 v
‘ Sanitise ’ ‘ Destroy ’
A 4
Declassification . . ¢
Administrative ¢
Decision . X . X
Administrative Administrative
Decision Decision

| |

v
‘ Start 2 — UNCLASSIFIED ’

Media No Longer Required

[

I
m

v

Media is UNCLASSIFIED and
has been sanitised / destroyed

.

Administrative
Decision

Release into Public Domain

Finish — Dispose
of Media
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Manner of disposal

3.5.5.15. Disposing of waste in a manner that does not attract attention ensures that
destroyed media that was previously classified is not subjected to additional scrutiny over
that of regular waste.

Examples 3.5.5.16. An agency determines that an X-IN-CONFIDENCE memory stick is no longer
needed. The de-classification process, which includes the sanitisation of the memory stick
and a risk assessment, is undertaken. Once the memory stick has been de-classified it
can be handled and stored as per the requirements for UNCLASSIFIED devices. A formal
administrative decision is then made to release the device into the public domain in a way
that will not attract undue attention, and all applicable registers are updated.

3.5.5.17. An agency determines that an UNCLASSIFIED hard disk is no longer needed.
De-classification of the media is not needed as it is not classified. Since no previous
sanitisation has occurred as a result of de-classification, the agency sanitises the hard disk.
A formal administrative decision is then made to release the hard disk into the public
domain in a way that will not attract attention, and all applicable registers are updated.
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Software security

Software applications

Principle

Obijective

Context

Risks
R#244

R#245

R#246

R#247

Controls

C#379

September 2008

3.6.1.1. Appropriate software fundamentals are based on hardening systems during
installation, developing standard operating environments and establishing a
configuration baseline.

3.6.1.2. Unsecured and uncontrolled software environments are commonly exploited by
attackers to gain unauthorised access to systems.

Scope

3.6.1.3. This section covers information on the hardening of software used on workstations
and servers.

Characterisation

3.6.1.4. Characterisation is a technique used to analyse and record a system’s configuration.
It is important as it can be used to verify the system’s integrity at a later date.

3.6.1.5. Methods of characterising files and directories include:

+  performing a cryptographic checksum on the files/directories when they are known to
be virus/contaminant free

+ documenting the name, type, size and attributes of legitimate files and directories,
along with any changes to this information expected under normal operating conditions

or

+ for a Windows system, taking a system difference snapshot.

Software applications

3.6.1.6. An agency staff member not adhering to, or not being aware of relevant ICT security
policies and plans, inadvertently allows or facilitates unauthorised access to a system.

3.6.1.7. An attacker exploits vulnerabilities relating to unused, unnecessary or out-of-date
information, accounts or software, to gain unauthorised access to a system.

3.6.1.8. Software running on a classified network automatically connects to its vendor and
downloads an unauthorised update, resulting in a weakening of the agency’s ICT security
posture.

3.6.1.9. An attacker exploits an agency’s poor management of passwords to gain access to
a classified system.

[U,IC-HP,R-TS] Documentation

3.6.1.10. All server and workstation security objectives and mechanisms should be
documented in the relevant system security plan.
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[U,IC-HP,R-TS] Workstation environments

C#380 3.6.1.11. Agencies should develop a hardened standard operating environment (SOE)
for workstations, covering:
a. removal of unneeded software

b. disabling of unused or undesired functionality in installed software and
operating systems

c. implementation of access controls on relevant objects to limit system users and
programs to the minimum access needed to perform their duties

d. installation of software-based firewalls limiting inbound and outbound network
connections

e. configuration of either remote logging or the transfer of local event logs to a
central server.

C#381 3.6.1.12. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Hardening during installation
C#382 3.6.1.13. Agencies should reduce potential vulnerabilities in their systems by:
a. removing unnecessary file shares

b. ensuring patching is up to date

c. disabling access to all unnecessary input/output functionality.

[U,IC-HP,R-S] Default passwords and accounts
C#383 3.6.1.14. Agencies should reduce potential vulnerabilities in their SOEs by:
a. removing unused accounts

b. renaming default accounts

c. replacing default passwords.

C#384 3.6.1.15. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Server separation
C#385 3.6.1.16. Where high risk servers—such as Web, email, file and Internet Protocol telephony

servers—have connectivity to uncontrolled public networks, agencies should:
a. maintain effective functional separation between servers allowing them to operate
independently

b. minimise communications between servers at both the network and filesystem level,
as appropriate

c. limit system users and programs to the minimum access needed to perform their duties.
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C#386

C#387

C#388

Guidance

G#96

G#97

September 2008

[U,IC-HP,R-TS] Characterisation

3.6.1.17. Agencies should:

a. characterise all servers whose functions are critical to the agency, and those identified
as being at a high risk of compromise

b. store the characterisation information securely off the server in a manner that
maintains integrity

c. update the characterisation information after every legitimate change to a system

d. as part of the agency’s ongoing audit schedule, compare the stored characterisation
information against current characterisation information to determine whether a
compromise, or a legitimate but incorrectly completed system modification, has occurred

e. perform the characterisation from a trusted environment rather than the standard
operating system wherever possible

f. resolve any detected changes in accordance with the agency’s information and
communications technology (ICT) security incident management procedures.

[U,IC-HP,R-TS] Automated outbound connections by software

3.6.1.18. Agencies should review all software applications to determine whether they
attempt to establish any external connections.

3.6.1.19. If automated outbound connection functionality is included, agencies should make
a business decision to determine whether to permit or deny these connections, including an
assessment of the risks involved in doing so.

[U,IC-HP,R-TS] Workstation environments

3.6.1.20. Agencies are recommended to consider seeking and applying additional
information on hardening techniques relevant to their specific systems.

[U,IC-P,R] Server environments

3.6.1.21. Agencies are recommended to:

a. limit information that could be disclosed outside the agency about what software
is installed

b. implement access controls on relevant objects to limit system users and programs to
the minimum access needed to perform their duties.
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G#98

G#99

G#100

Rationale

References

[U,IC-HP,R-TS] Server separation
3.6.1.22. Agencies are recommended to ensure that server separation be achieved either:

a. physically, using single dedicated machines for each function
or
b. using virtualisation technology to create separate virtual machines for each function

within the same security domain.

3.6.1.23. Agencies may implement separation through the use of techniques to restrict
a process to a limited portion of the file system, but this is less effective.

[U,IC-HP,R-TS] Characterisation

3.6.1.24. Agencies are recommended to meet the requirement for characterisation using
a Defence Signals Directorate approved cryptographic algorithm to perform
cryptographic checksums.

Server environments
3.6.1.25. Information about installed software, that could be disclosed outside the agency,
can include:
* user agent on Web requests disclosing the Web browser type
network and email client information in email headers
+ email server software headers.

3.6.1.26. This information could provide a malicious entity with knowledge of how to tailor
attacks to exploit vulnerabilities in the agency’s systems.

3.6.1.27. Objects where access controls can be implemented to limit system users and
programs to the minimum access needed to perform their duties can include directories,
files, programs, databases and communications ports.

Characterisation

3.6.1.28. Unfortunately, there are known techniques for defeating basic characterisations,
therefore other methods of intrusion detection are also needed, particularly in

situations where it is impractical to use a trusted environment for the generation of the
characterisation data. However, it is very useful in post-intrusion forensic investigations
where an infected disk can be compared to stored characterisation data in order to
determine what files have been changed or introduced.

Automated outbound connections by software

3.6.1.29. Applications that include beaconing functionality include those that initiate a
connection to the vendor site over the Internet and inbound remote management.
3.6.1.30. Additional information relating to software fundamentals is contained in:

+ AS/NZS ISO/IEC 27001:2005, A.12.4.1, Control of operational software
+ AS/NZS ISO/IEC 27001:2005, A.12.6.1, Control of technical vulnerabilities.

PART 3 CHAPTER 6 — SOFTWARE SECURITY September 2008

3-90



Web applications

Principle

Obijective

Context

Risks
R#248

R#249

R#250

R#251

R#252
R#253
R#254

Controls

C#389

C#390

Guidance

G#101

September 2008

3.6.2.1. Agencies that provide Web applications need to protect the availability, access
control and integrity of the Web applications.

3.6.2.2. Ensuring that deployed Web applications have sufficient security mechanisms will
assist in protecting against the most common classes of exploits.

Scope

3.6.2.3. This section covers the deployment of agency Web applications and websites.

Web application components

3.6.2.4. Web application components at a high level consist of a Web server for presentation,
a Web application for processing and a database for content storage. There can be more

or less components, however in general there is a presentation layer, application layer and
database layer.

Web applications

3.6.2.5. A Web application leaks information to an unauthorised recipient resulting in the
disclosure of classified information.

3.6.2.6. An attacker gains access to information they are not authorised to access by
exploiting vulnerabilities in forms used by Web applications.

3.6.2.7. A Web application accidentally spills classified information into a lower classified
system resulting in an ICT security incident.

3.6.2.8. An attacker modifies information through a Web application without authorisation
resulting in the loss of information integrity.

3.6.2.9. An attacker or software consumes resources, resulting in a denial of service.
3.6.2.10. An attacker intercepts communications, resulting in the loss of confidentiality.

3.6.2.11. An attacker manipulates a Web application to distribute malicious code.

[U,IC-HP,R-TS] Agency website content

3.6.2.12. Agencies should review all active content on their Web servers for ICT
security issues.

[U,IC-HP,R-TS] Segregation of Web application components

3.6.2.13. Agencies should minimise connectivity and access between each Web
application component.

[U,IC-HP,R-TS] Web applications

3.6.2.14. Agencies are recommended to follow the documentation provided in the Open
Web Application Security Project (OWASP) guide to building secure Web applications and
Web services.

PART 3 CHAPTER 6 — SOFTWARE SECURITY

3-91



Rationale Segregation of Web application components

3.6.2.15. Web applications are typically very exposed services that provide complex
interactions with system users. This greatly increases the risk of being compromised.
By segregating components the impact of potential application flaws is limited.

Web applications

3.6.2.16. The OWASP guide provides a comprehensive resource to consult when developing
Web applications.

References  3.6.2.17. Further information on Web application security is available from the OWASP at
http://www.owasp.org.
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Databases

Principle

Obijective

Context

Risks
R#255

R#256

R#257

Controls

C#391

C#392

C#393
C#394

Ci#395

C#396

Ci#397

September 2008

3.6.3.1. To properly secure databases, contents are labelled and search results are
appropriately filtered based on a system user’s clearances.

3.6.3.2. Appropriately labelling information within a database ensures that data can be
protected at an appropriate level and that information is not accidentally disclosed to those
without a need-to-know.

Scope

3.6.3.3. This section covers information relating to databases and interfaces to databases
such as search engines.

Databases

3.6.3.4. An agency stores information within a database containing inadequate protective
markings resulting in incorrect handling.

3.6.3.5. An attacker bypasses normal database access controls to gain unauthorised access
to information.

3.6.3.6. A system user accidentally, or maliciously, exploits a search engine, returning
metadata which contains information they do not have sufficient clearances to access.
[U,IC-HP,R-S] Data labelling

3.6.3.7. Agencies should ensure that all information stored within a database is associated
with an appropriate protective marking if the information:

a. could be exported to a different system
or

b. contains differing classifications and/or different handling requirements.

3.6.3.8. Agencies should ensure that protective markings are applied with a level of
granularity sufficient to clearly define the handling requirements for any information
retrieved or exported from a database.

3.6.3.9. This paragraph is intentionally blank.

3.6.3.10. This paragraph is intentionally blank.

[U,IC-HP,R-S] Database files

3.6.3.11. Agencies should protect database files from access that bypasses the database’s
normal access controls.

3.6.3.12. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Accountability

3.6.3.13. Agencies should ensure that databases provide functionality to allow for auditing
of system users’ actions.
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[U,IC-HP,R-TS] Search engines

C#398 3.6.3.14. Agencies should ensure that system users who do not have sufficient clearances
to view database contents cannot see associated metadata in a list of results from a search
engine query.

C#399 3.6.3.15. If results from database queries cannot be appropriately filtered, agencies must
ensure that all query results are appropriately sanitised to meet the minimum security
clearances of system users.

Rationale Data labelling
3.6.3.16. Protective markings can be applied to records, tables or to the database as a whole,
depending on structure and use. Query results will often need a protective marking to reflect
the aggregate of the information retrieved.

Search engines

3.6.3.17. Even if a search engine restricts viewing of information that a system user does

not have sufficient clearances to access, the associated metadata could contain information
above the clearances of the system user. In such cases, restricting access to, or sanitising, this
metadata effectively controls the possible release of classified information the system user is
not cleared to view.
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Software development

Principle

Obijective
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Risks
R#258

R#259

R#260

R#261

R#262

R#263

Controls

C#400

September 2008

3.6.4.1. Secure software development relies on the implementation of secure programming
methods and appropriate levels of testing.

3.6.4.2. Secure software testing and development procedures will lessen the potential for
ICT security vulnerabilities in the production environment.

Scope

3.6.4.3. This section covers information relating to the development, upgrade and
maintenance of application software used on systems.

Software development

3.6.4.4. An agency staff member releases un-tested software that introduces new
vulnerabilities to the product environment.

3.6.4.5. Agency staff members undertaking software testing have insufficient expertise
to conduct appropriate testing, resulting in a vulnerable application being released to the
production environment.

3.6.4.6. An agency developer reviews their own software, missing vulnerabilities due to
over familiarisation, allowing a vulnerable application to be released into the production
environment.

3.6.4.7. An agency staff member fails to turn off debug mode in production software,
providing an attacker with access to the source code and insight into further vulnerabilities.

3.6.4.8. An agency staff member inserts compromised media into the development
environment which copies source code to the device and provides an easy way for it to
be stolen.

3.6.4.9. An attacker plants malicious code in the testing environment which is subsequently
copied to the production environment.

[U,IC-HP,R-TS] Software development environments

3.6.4.10. Agencies should ensure that software development environments are configured
such that:

a. there are at least three environments covering:

1) development
2) testing
3) production

b. information flow between the environments is strictly limited according to a defined
and documented policy, with access granted only to system users with a clear
business requirement

c. new development and modifications only take place in the development environment

d. write access to the authoritative source for the software is disabled.
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[U,IC-HP,R-TS] Secure programming

C#401 3.6.4.11. Agencies should ensure that software developers use secure programming practices
when writing code, including:
a. designing software to use the lowest privilege level needed to achieve its task
b. denying access by default
c. checking return values of all system calls
d. validating all inputs.
[U,IC-HP,R-TS] Software testing

C#402 3.6.4.12. Software should be reviewed and/or tested for vulnerabilities before it is used in
a production environment.

C#403 3.6.4.13. Software should be reviewed and/or tested by an independent party and not by
the developer.

Guidance [U,IC-HP,R-TS] Software development outsourcing

G#102 3.6.4.14. Agencies are recommended to consider the risks associated with the outsourcing
of software development.

Rationale Software development environments
3.6.4.15. Segregating development, testing and production environments limits the spread
of malicious code and minimises the likelihood of faulty code being put into production.
3.6.4.16. Limiting access to development and testing environments will reduce the
information that can be gained by an internal attacker.
Secure programming
3.6.4.17. Designing software to use the lowest privilege level needed to achieve its task
will limit the privileges an attacker could gain should they subvert the software security.
3.6.4.18. Validating all inputs will ensure the input is within expected ranges, reducing the
chance that malicious or erroneous input causes unexpected results.
Software testing
3.6.4.19. Software reviewing and testing will lessen the possibility of security vulnerabilities
being introduced into a production environment.
3.6.4.20. Using an independent party for software testing will remove any bias that can occur
when a developer tests their own software.
Software development outsourcing
3.6.4.21. When an agency chooses to outsource software development they loose control
of the development lifecycle for the software application being developed. Agencies are
recommended to consider the implications this could have on their ICT security posture
when the resulting software is to be deployed on classified systems.

References  3.6.4.22. Additional information relating to software development is contained in AS/NZS
ISO/IEC 27001:2005, A.12.5, Security in development and support processes.
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Access control security

Access and authorisation

Principle

Obijective

Context

Risks
R#264

R#265

R#266

R#267

R#268

Controls

C#404

C#405

C#406

September 2008

3.7.1.1. The need-to-know principle can be enforced with user access controls and
authorisation procedures.

3.7.1.2. User access and authorisation provides protection against unauthorised access
through user identification, authorisation and restricting access to information and functions
needed by staff members to undertake their duties.

Scope

3.7.1.3. This section covers information on access requirements for all system users.
Additional information on privileged users and system accounts can be found in the
Privileged access section of this chapter.

Access and authorisation

3.7.1.4. A system user gains access to information to which they do not have a valid
need-to-know or have not been appropriately authorised to access.

3.7.1.5. Foreign nationals or seconded foreigners gain access to unprotected information,
resulting in the disclosure of sensitive information.

3.7.1.6. System user logs are not retained for the life of a system, hindering the investigation
of information and communications technology (ICT) security incidents.

3.7.1.7. Information about system user authorisation is not properly recorded or retained,
resulting in more access being granted to a system user than for which they were authorised.

3.7.1.8. Information about system user authorisation is not properly recorded or retained,
resulting in a lack of evidence that a staff member is authorised to access a system.
[U,IC-HP,R-S] Access and authorisation

3.7.1.9. Agencies should:

a. limit system access on a need-to-know basis
b. provide system users with the least amount of privileges needed to undertake their duties

c. have any requests for access to a system authorised by a staff member’s supervisor
or manager.

3.7.1.10. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Additional access and authorisation

3.7.1.11. System users that need additional access to bypass security mechanisms for any
reason must seek formal authorisation from the information technology security adviser.
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[U,IC-HP,R-S] Recording authorisation for staff members to access systems

C#407 3.7.1.12. Agencies should:
a. maintain a secure record of:
1) all authorised system users
2) their user identification
3) who provided the authorisation to access the system
4) when the authorisation was granted
b. maintain the record for the life of the system to which access is granted.
[U,IC-HP,R-TS] Logon banner

C#408 3.7.1.13. Agencies should have a logon banner that requires a system user response before
access to the system is granted.

[-,IC-HP,R-TS] System access by foreign nationals

C#409 3.7.1.14. Agencies must not allow foreign nationals to have access to systems that process,
store or communicate unprotected Australian Eyes Only (AUSTEO) information.

C#410 3.7.1.15. Agencies must have controls in place to ensure the AUSTEO information is not
passed to, or made accessible by, seconded foreigners if the agency allows seconded
foreigners to access systems that process, store or communicate AUSTEO information.

C#411 3.7.1.16. Agencies must not allow foreign nationals, other than seconded foreigners, to have
access to systems that process, store or communicate unprotected Australian Government
Access Only (AGAO) information.

[-,1C-HP,R-TS] Access from foreign controlled systems

C#412 3.7.1.17. Agencies must not allow access to AUSTEO or AGAO information from systems
or equipment not under the sole control of the Australian Government.

Guidance [U,IC-HP,R-TS] Logon banner

G#103 3.7.1.18. Agencies are recommended to seek legal advice on the exact wording of logon
banners.

G#104 3.7.1.19. Agency logon banners may cover issues such as:

a. access only being permitted to authorised system users
b. the system user’s agreement to abide by relevant security policies
c. the system user’s awareness of the possibility that system usage is being monitored
d. the definition of acceptable use for the system
e. legal ramifications of violating the relevant policies.
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[U,IC-HP,R-TS] Developing an access control list

3.7.1.20. The table below describes the recommended process for developing an access
control list:

1 Establish groups of all system resources based on similar security objectives.

2 Determine the information owner for each group of resources.

3 Establish groups encompassing all system users based on similar functions or security
objectives.

4 Determine the group owner or manager for each group of system users.

5 Determine the degree of access to the resource for each system user group.

6 Decide on the degree of delegation for security administration, based on the internal

security policy.

Access and authorisation
3.7.1.21. Unique identification of staff members will provide for accountability and audit.

3.7.1.22. Controlling and managing system access ensures that the possibility of
unauthorised access is reduced.

Recording authorisation for staff members to access systems

3.7.1.23. In many cases the requirement to maintain a secure record of all staff members
authorised to access a system, their user identification, who provided the authorisation and
when the authorisation was granted, can be met by retaining a system account request form
completed by the staff member and signed by their supervisor and/or manager.

3.7.1.24. The table below is an example of an access control matrix. The matrix associates
identified system user groups with specific system resources.

Legend: R=read; W=write; X=execute; N=no access; F=full access.

User groups Resources

Payroll Personnel Forms
database drive application
Personnel group R W RX
Payroll group wW wW RX
Registry group N R RX
Archives group N B RX

PART 3 CHAPTER 7 — ACCESS CONTROL SECURITY

3-99



Identification and authentication

Principle 3.7.2.1. Access to an agency’s system can be controlled by insisting on an authentication
procedure to establish, with some minimum degree of confidence, the identity of the
system user.

Obijective 3.7.2.2. Implementing password selection policies and password management practices
prevents system users and systems from having authentication information easily subverted
by brute force attacks against weak authenticators.

Context Scope
3.7.2.3. This section covers information on the identification and authentication of all system
users of systems.

Methods for user identification and authentication
3.7.2.4. User authentication can be achieved by various means, including:
*  biometrics
*  cryptographic tokens
pass phrases
+ passwords
+ smartcards.

Risks Identification and authentication

R#269 3.7.2.5. The agency uses an inappropriate authentication method, increasing the chance
of unauthorised access.

R#270 3.7.2.6. An attacker bypasses weak authentication mechanisms to gain access to
classified systems.

R#271 3.7.2.7. An agency, by allowing the use of shared accounts, reduces system user
accountability.

R#272 3.7.2.8. An attacker gains access to authentication information that is stored on a system to
which they have access, allowing them to masquerade as another authorised system user.

R#273 3.7.2.9. An attacker intercepts authentication information that is communicated in the clear,
allowing them to access classified systems.

R#274 3.7.2.10. An attacker gains access to a session in which the victim has already authenticated,
resulting in an ability to access classified information.

R#275 3.7.2.11. An attacker gains access to a classified system by brute force attacks against the
authentication method.
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Controls

C#413

C#q14

C#415

C#416

Ci#q17

C#418

C#419

C#420
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[U,IC-HP,R-TS] Documentation
3.7.2.12. Agencies must:

a. develop and maintain a set of policies, plans and procedures, derived from a risk
assessment, covering system users’:

1) identification
2) authentication
3) authorisation

b. make their system users aware of the agency’s policies, plans and procedures.

[-,1C-HP,R-TS] System user identification

3.7.2.13. Agencies must ensure that all system users are:

a. uniquely identifiable

b. authenticated on each occasion that access is granted to a system.

3.7.2.14. This paragraph is intentionally blank.

[U,IC-HP,R-TS] System user identification for shared accounts

3.7.2.15. If agencies choose to allow shared, non-user specific accounts they must ensure
that another method of determining the identification of the system user is implemented.

[U,IC-HP,R-TS] Methods for user identification and authentication

3.7.2.16. Agencies must not use a numerical password (or personal identification number)
as the sole method of authorising a system user to access a system.

[U,IC-HP,R-TS] Protecting stored authentication information

3.7.2.17. Agencies must not allow storage of unprotected authentication information that
grants system access, or decrypts an encrypted device, to be located on, or with the system
or device, to which the authentication information grants access.

[U,IC-HP,R-TS] Protecting authentication data in transit

3.7.2.18. Agencies must ensure that when system authentication data is communicated it
is not susceptible to attacks including, but not limited to, replay, man-in-the-middle and
session hijacking.

[-,1C-HP,R-TS] Identification of foreign nationals

3.7.2.19. Where systems contain AUSTEO or AGAO information, agencies must provide a
mechanism that allows system users and processes to identify other system users who are
foreign nationals, including seconded foreigners.
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[U,IC-HP,R-S] Password selection policy
C#421 3.7.2.20. Agencies should implement a password policy enforcing either:

a. a minimum password length of 12 characters with no complexity requirement
or

b. a minimum password length of seven characters, consisting of at least three of the
following character sets:

1) lowercase characters (a-z)
2) uppercase characters (A-Z)

3) digits (0-9)
4) punctuation and special characters.

C#422 3.7.2.21. This paragraph is intentionally blank.

[U,IC-HP,R-S] Password management
Ci#423 3.7.2.22. Agencies should:

a. ensure passwords are changed at least every 9o days
b. prevent system users from changing their password more than once a day

c. check passwords for compliance with their password selection policy where the system
cannot be configured to enforce complexity requirements

d. force the system user to change an expired password on initial logon or if reset.
C#424 3.7.2.23. Agencies should not:

a. allow predictable reset passwords

b. reuse passwords when resetting multiple accounts

c. allow passwords to be reused within eight password changes

d. allow system users to use sequential passwords.
C#425 3.7.2.24. This paragraph is intentionally blank.
C#426 3.7.2.25. This paragraph is intentionally blank.

[U,1C-HP,R-S] Screen and session locking
C#427 3.7.2.26. Agencies should:

a. configure systems with a screen and/or session lock
b. configure the lock to activate:

1) after a maximum of 15 minutes of system user inactivity
or
2) if manually activated by the system user

configure the lock to completely conceal all information on the screen

a o

. ensure the screen does not appear to be turned off while in the locked state

e. have the system user re-authenticate to unlock the system

f. deny system users the ability to disable the locking mechanism.
C#428 3.7.2.27. This paragraph is intentionally blank.
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C#430
C#431

Guidance

G#106

G#107

G#108

G#109

G#110

G#111

G#112

Rationale

September 2008

[U,IC-P,R] Suspension of access
3.7.2.28. Agencies should:

a. lock system user accounts after a specified number of failed logon attempts

b. remove or suspend system user accounts as soon as possible after the staff member
no longer needs access, due to changing roles or leaving the agency

c. suspend inactive accounts after a specified number of days.
3.7.2.29. This paragraph is intentionally blank.

3.7.2.30. This paragraph is intentionally blank.

[U,—,—] System user identification
3.7.2.31. Agencies are recommended to ensure that system users are:

a. uniquely identifiable

b. authenticated on each occasion that access is granted to a system.

[U,IC-HP,R-S] Shared accounts

3.7.2.32. Agencies are recommended to not use shared, non-user specific accounts.

[U,IC-HP,R-TS] Methods for user identification and authentication

3.7.2.33. Agencies are recommended to ensure that they combine the use of multiple
methods when identifying and authenticating system users.

[-,1C-HP,R-TS] Identification of foreign nationals

3.7.2.34. Where agencies using AUSTEO or AGAO systems provide a mechanism that
allows system users and processes to identify other system users who are foreign nationals,
including seconded foreigners, they are recommended to ensure that this identification
includes their nationality.

[U,IC-HP,R-S] Password management

3.7.2.35. Agencies are recommended to ensure system users physically present themselves
to the person who is resetting their password.

[U,IC-HP,R-TS] Displaying when a system user last logged in

3.7.2.36. Agencies are recommended to configure systems to display the date and time of
the system user’s previous login during the login process.

[U,1C-P,R] Suspension of access

3.7.2.37. Agencies are recommended to ensure that:

a. a limit of three failed logon attempts be permitted

b. account resets can only be performed by a system administrator.

Documentation

3.7.2.38. Developing policies, plans and procedures will ensure consistency in identification,
authentication and authorisation.

PART 3 CHAPTER 7 — ACCESS CONTROL SECURITY

3-103



3.7.2.39. Deriving policies, plans and procedures from a risk assessment will ensure they are
appropriate and specific to the security objectives of the agency.

System user identification

3.7.2.40. Having uniquely identifiable system users ensures accountability.

Methods of user identification and authentication

3.7.2.41. A personal identification number is typically short in length and employs a small
character set, making it susceptible to brute force attacks.

Protecting stored authentication information

3.7.2.42. Limiting the storage of unprotected authentication information reduces the
possibility of an attacker finding and using the information to access a system under the
guise of a valid system user.

Protecting authentication data in transit

3.7.2.43. Secure transmission of authentication information will reduce the risk of
interception and subsequent use of the authentication information by an attacker to access
a system under the guise of a valid system user.

Password selection policy

3.7.2.44. A simple six-letter password can be brute-forced in minutes by software available
on the Web. Passwords with at least seven characters utilising upper and lower case,
numbers and special characters have a much greater resistance to brute force attacks.

Password management

3.7.2.45. Requiring a password to be changed at least every go days will limit the time
period in which a disclosed password could be used by an unauthorised system user.

3.7.2.46. Preventing a system user from changing their password more than once a day will
stop the system user from immediately changing their password back to their old password.

3.7.2.47. Checking passwords for compliance with the password selection policy will allow
system administrators to detect unsafe password selection and ensure the system user
changes it.

3.7.2.48. Forcing a system user to change a password on account reset will ensure the system
user has a password that only they know and is more easily remembered.

3.7.2.49. Disallowing predictable reset passwords will reduce the risk of brute force attacks
and password guessing attacks.

3.7.2.50. Using different passwords when resetting multiple accounts will prevent a system
user whose account has been recently reset from logging into another such account.

3.7.2.51. Disallowing passwords from being reused within eight changes will prevent a
system user from cycling between a small subset of passwords.
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September 2008

3.7.2.52. Disallowing sequential passwords will reduce the risk of an attacker easily
guessing a system user’s next password based on their knowledge of the system user’s
previous password.

Screen and session locking

3.7.2.53. Screen and session locking will prevent access to a system to which a system user
has already been authenticated into when they are away from their workstation.

3.7.2.54. Ensuring that the screen does not appear to be turned off while in the locked state
will prevent system users from forgetting they are still logged in and will prevent other
system users from mistakenly thinking there is a problem with a workstation and resetting it.

Suspension of access

3.7.2.55. Locking a system user account after a specified number of failed logon attempts
will reduce the risk of brute force attacks.

3.7.2.56. Removing or suspending a system user account after the staff member no longer
needs access will prevent the staff member from accessing their old account while reducing
the number of accounts that an attacker can target.

3.7.2.57. Suspending inactive accounts after a specified number of days will reduce the
number of accounts that an attacker can target.

3.7.2.58. Investigating repeated account lockouts will reduce the risk of any ongoing brute
force logon attempts and allow security management to act accordingly.
3.7.2.59. Additional information relating to user authentication is contained in:

+ AS/NZS ISO/IEC 17799:2006, 11.2.3, User password management

+ AS/NZS ISO/IEC 17799:2006, 11.3.1, Password use

+ AS/NZS ISO/IEC 17799:2006, 11.4.2, User authentication for external connections
+ AS/NZS ISO/IEC 17799:2006, 11.5.2, User identification and authentication.
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System access

Principle 3.7.3.1. Access to important systems can be controlled through the application of appropriate
clearances, briefings and a need-to-know before accessing the systems.

Obijective 3.7.3.2. Providing information on the different modes of operation for systems, what and
how access requirements are documented and in what circumstances system users should
be subjected to more stringent requirements.

Context Scope
3.7.3.3. This section covers information relating to systems operating in system high,
dedicated, compartmented and multilevel modes.

Risks System access

R#276 3.7.3.4. An agency staff member is granted inappropriate access to a system where they are
exposed to information they are not cleared, nor briefed, to access.

Controls [U,IC-HP,R-TS] Documenting system access

C#432 3.7.3.5. Agencies must specify in the system security plan any access requirements, security
clearances and briefings necessary for system access.

[-,1C,R] System access

C#433 3.7.3.6. All system users who have not undergone pre-employment security checks must
undergo a police check to determine their suitability to access security classified information
before being granted access to a system.

[-,P-HP,C-TS] System access

C#434 3.7.3.7. All system users must:

a. hold a security clearance at least equal to the system classification

b. hold a security clearance at least equal to the level they are accessing on a multilevel
system
or

c. have been granted access in accordance with the requirements in this manual for limited
higher access or emergency access.

[U,IC-HP,R-TS] System access briefings

C#435 3.7.3.8. All system users must have received any necessary briefings before being granted
access to a system.

[U,IC-HP,R-TS] System high mode

C#436 3.7.3.9. All system users accessing a system operating in system high mode must have a
need-to-know for some of the information processed by the system, with need-to-know
access control enforced by the system.
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C#437

C#438

C#439

C#440

C#aga
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[U,IC-HP,R-TS] Dedicated mode

3.7.3.10. All system users accessing a system operating in a dedicated mode must have
a need-to-know all of the information processed by the system.

[U,IC-HP,R-TS] Compartmented mode

3.7.3.11. All system users accessing a system operating in compartmented mode must
be formally authorised to access required compartments of information processed by the
system, with access to compartmented information enforced by the system.

[U,IC-HP,R-TS] Multilevel mode

3.7.3.12. All system users accessing a system operating in multilevel mode must have
a need-to-know for some of the information within that level.

[-,P-HP,C-TS] Granting limited higher access
3.7.3.13. Agencies granting limited higher access to a system must ensure:

a. the requirement to grant limited higher access is temporary in nature and is an exception
rather than the norm
b. the information technology security adviser has approved the limited higher access

a cessation date for limited higher access has been set

a o

. the access period does not exceed two months

®

the limited higher access is granted on a non-ongoing basis

f. the system user only accesses security classified information at one security clearance
level higher than currently held

g. the system user is not granted privileged access to the system
h. the system user’s access is formally documented

i. the system user’s access is reported to the agency security adviser or their delegate.

[-,P-HP,C-TS] Controlling limited higher access
3.7.3.14. Agencies granting limited higher access to a system must ensure:

a. effective ICT security controls are in place to restrict access to only security classified
information that is necessary to undertake the system user’s duties
or

b. the system user is continually supervised by another system user who has the appropriate
security clearances to access the system.
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[-,P-HP,C-TS] Granting emergency access

C#442 3.7.3.15. Agencies granting emergency access to a system must ensure:
a. the requirements to grant emergency access is due to an immediate and critical need
to access security classified information
b. the agency head or their delegate has approved the emergency access
c. the system user’s access is formally documented
d. the system user’s access is reported to the information technology security adviser and
agency security adviser or their delegate
e. if national security systems are accessed the security clearance process is completed
as soon as possible
f. if non-national security systems are accessed, or likely to be accessed, for a period greater
than two months the security clearance process is completed as soon as possible.
[-,P-HP,C-TS] Accessing systems without necessary clearances and briefings
C#443 3.7.3.16. Agencies must not grant limited higher access or emergency access to systems
that process, store or communicate caveat or codeword security classified information.
Rationale System access
3.7.3.17. Ensuring that the requirements for access to a system are documented and agreed
upon will assist in determining if system users have appropriate clearances and need-to-
know to access the system.
3.7.3.18. Types of system users for which access requirements will need to be documented
include general users, privileged users, contractors and visitors.
References  3.7.3.19. The policy for granting and maintaining security clearances, as well as for
clearances and need-to-know to access a system, is set out in part D of the Australian
Government Protective Security Manual.
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Privileged access

Principle 3.7.4.1. Since privileged and system accounts provide a higher level of access on a system
than a general user account they need to be controlled, accounted for and their use kept to
a minimum.

Obijective 3.7.4.2. Privileged and system accounts are created so that trusted staff members can

undertake maintenance work on systems. Due to their ability to bypass ICT security
controls, accounting for and controlling the use of these accounts reduces the potential for
abuse of power.

Context Scope

3.7.4.3. This section covers information relating specifically to systems users that are granted
privileged access to systems.

Privileged access
3.7.4.4. Within this section, privileged access is considered to be access which can give
a system user:
+ the ability to change key system configurations
the ability to change control parameters
+ access to audit and security monitoring information
+ the ability to circumvent security measures

+ access to data, files and accounts used by other system users, including backups
and media

or

special access for troubleshooting the system.

Risks Privileged access

R#277 3.7.4.5. A privileged user uses their privileged account in a manner that is not controlled
or accountable, resulting in actions that cannot be audited at a later date.

R#278 3.7.4.6. An agency grants a system user privileged access above the level needed to perform
their duties, resulting in increased exposure to potential abuse of power.

R#279 3.7.4.7. A foreign national is given inappropriate privileged access to systems that process,
store or communicate unprotected AUSTEO or AGAO information, resulting in the exposure
of sensitive information.

R#280 3.7.4.8. This paragraph is intentionally blank.

R#281 3.7.4.9. Due to a lack of detailed information concerning a system on which an ICT security
incident took place, it cannot be properly investigated.

R#282 3.7.4.10. Due to the lack of retention of system management logs, an ICT security incident
cannot be properly investigated

R#283 3.7.4.11. A privileged user participating in data transfers from a system classified higher than
their clearance is exposed to information they are not cleared, nor briefed, to access.
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Controls

Ci#a44

Ci#a45

C#446

Citaq7

C#448

Ci#449

Ci#450

C#451

C#452

Guidance

G#113

G#114

[U,IC-HP,R-S] Use of privileged accounts
3.7.4.12. Agencies should:

a. ensure that the use of privileged accounts is controlled and accountable

b. ensure that system administrators are assigned an individual account for the performance
of their administration tasks

c. keep privileged accounts to a minimum

d. allow the use of privileged accounts for administrative work only.

3.7.4.13. This paragraph is intentionally blank.

[-,IC-HP,R-TS] Privileged access by foreign nationals

3.7.4.14. Agencies must not allow foreign nationals to have privileged access to systems that
process, store or communicate unprotected AUSTEO information.

3.7.4.15. Agencies must not allow foreign nationals, excluding seconded foreigners,
to have privileged access to systems that process, store or communicate unprotected
AGAO information.

3.7.4.16. Agencies should not allow seconded foreigners to have privileged access to
systems that process, store or communicate unprotected AGAO information.

3.7.4.17. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Privileged access accountability

3.7.4.18. A system management log should be manually updated to record the
following information:

a. sanitisation activities

b. system startup and shutdown

c. component or system failures

d. maintenance activities

e. backup and archival activities

f. system recovery activities

g. special or out of hours activities.
3.7.4.19. This paragraph is intentionally blank.

3.7.4.20. This paragraph is intentionally blank.

[U,1C-P,R] Privileged access accountability

3.7.4.21. Agencies are recommended to maintain system management logs for the life of
a system.

[U,IC-HP,R-TS] Retention of logs

3.7.4.22. Agencies are recommended to seek advice to determine if their system
management logs are subject to the Archives Act 1983.
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[U,IC-HP,R-TS] Clearances for privileged users

3.7.4.23. Agencies may clear privileged users to a level one classification above the system
to which they have privileged access.

3.7.4.24. Agencies involved in frequent transfers of data from a more highly classified
system onto their own system are recommended to clear at least one privileged user to
the level of the higher system.

Use of privileged accounts
3.7.4.25. Inappropriate use of any feature or facility of a system that enables a privileged

user to override system or application controls can be a major contributory factor to failures
or ICT security breaches of systems.

3.7.4.26. Privileged access rights allow for system wide changes to be made and as such
an appropriate and effective mechanism to log privileged users will provide greater
accountability and auditing capability.

3.7.4.27. This paragraph is intentionally blank.

Privileged access accountability

3.7.4.28. Having thorough information on the operations of a system can better assist
system administrators in their role, potentially having a positive flow on effect on the level
of ICT security.

Clearances for privileged users

3.7.4.29. Privileged users of a system have significant responsibilities for ensuring the
implementation and integrity of security controls for the system. Clearing them to a higher
level than the system provides extra risk reduction against insider threats.

3.7.4.30. Additional information relating to privileged and system accounts, including
monitoring, is contained in:

AS/NZS ISO/IEC 27001:2005, A.11.2.2, Privilege management
+ AS/NZS ISO/IEC 27001:2005, A.10.10, Monitoring.

3.7.4.31. In a Linux system, controlled and accountable use of privileged accounts can be
ensured by requiring system administrators to login using their own user identification and
then a sudo to perform privileged actions.

3.7.4.32. A situation that would warrant the changing of generic administrator passwords
would be when a database administrator within a support section leaves the section to
work within another part of the agency. In such circumstances the staff member must

be prevented from using their privileged access in their new section unless they have

a demonstrated requirement to do so.
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Cryptographic security

Cryptographic fundamentals

Principle

Obijective

Context

September 2008

3.8.1.1. Encryption can be used to reduce the storage and physical transfer requirements
for classified information as specified in the Australian Government Protective Security
Manual (PSM).

3.8.1.2. The degree of assurance in a Defence Signals Directorate (DSD) cryptographic
evaluation (DCE) is associated with the degree of assurance in the associated formal
evaluation of the product. The greater the level of assurance in the formal evaluation
of the product the greater the level of assurance there will be in the DCE.

Scope

3.8.1.3. This section covers information on the fundamentals of cryptography. Detailed
information on algorithms and protocols approved to protect classified information can
be found in the DSD approved cryptographic algorithms and DSD approved cryptographic
protocols sections of this chapter.

Purpose of cryptography

3.8.1.4. Encryption is primarily used to provide confidentiality—protecting against the risk
of information being intercepted by an attacker. More broadly, cryptography can provide
authentication, non-repudiation and integrity.

3.8.1.5. The use of approved encryption will generally reduce the likelihood of an
unauthorised party gaining access to the encrypted information. However, it does not reduce
the consequences of a successful attack.

3.8.1.6. Care needs to be taken with encryption systems that do not encrypt the entire
media content to ensure that either all of the classified data is encrypted or that the media
is handled in accordance with the highest classification of the unencrypted data.

Using encryption

3.8.1.7. This section provides requirements for the use of encryption to protect data at rest
and in transit.

3.8.1.8. Encryption of data at rest can be used to reduce the physical storage and handling
requirements of the media or systems containing the information.

3.8.1.9. Encryption of data in transit can be used to provide protection for information
being communicated over communication mediums and hence reduce the certification
requirements of the communication medium.
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3.8.1.10. When agencies use encryption for data at rest or in transit, they are not reducing
the classification of the information. When encryption is used the consequences of the
potential disclosure of the information is considered to be less, and as such, the PSM
requirements for a lower classification can be considered to be more appropriate to the state
of the information. As the classification of the information does not change, agencies cannot
use the lowered storage, physical transfer or certification requirements as a baseline to
further lower requirements with an additional cryptographic product.

3.8.1.11. In each case, the level of assurance in the encryption is defined in terms of
Common Criteria Evaluation Assurance Levels (EALs), or in some cases DSD approved
cryptographic algorithms (DACAs) or DSD approved cryptographic protocols (DACPs).

Product specific cryptographic requirements

3.8.1.12. While this section provides requirements for the use of cryptography to protect
classified information. Additional requirements can exist in consumer guides for products
once they have completed a DCE. Such requirements supplement this manual and where
conflict occurs the product specific requirements take precedence.

Exceptions for using cryptographic products

3.8.1.13. Agencies using cryptographic products that implement a DACP or DACA to
provide protection of X-IN-CONFIDENCE data at rest or in transit do not need to have
undergone a DCE.

FIPS 140

3.8.1.14. The Federal Information Processing Standard (FIPS) 140 is a United States standard
for the validation of cryptographic modules—both hardware and software.

3.8.1.15. FIPS 140 is in its second iteration and is formally referred to as FIPS 140-2.

This section refers to the standard as FIPS 140 but applies to both FIPS 140-1 and

FIPS 140-2. The third iteration, FIPS 140-3, has been released in draft and this section also
applies to that iteration.

3.8.1.16. FIPS 140 is not a substitute for a DCE of a product with cryptographic functionality.
FIPS 140 is concerned solely with the cryptographic functionality of a module and does not
consider any other information security functionality.

3.8.1.17. Cryptographic evaluations of products will normally be conducted by DSD. Where
a product’s cryptographic functionality has been validated under FIPS 140, DSD can, at its
discretion, and in consultation with the vendor, reduce the scope of a DCE.

3.8.1.18. DSD will review the FIPS 140 validation report to confirm compliance with
Australia’s national cryptographic policy.

Communicating with private citizens and businesses

3.8.1.19. Private citizens and businesses are not bound by the controls relating to the
protection of data at rest and in transit within this manual. As such the requirements for
the protection of data at rest and in transit do not apply when communicating with private
citizens and businesses.
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Risks
R#284

R#285

R#286

R#287

Controls

C#453

C#454

C#455

C#456

C#457

C#458

C#459
C#460
C#461

September 2008

Cryptographic fundamentals

3.8.1.20. An attacker finds and exploits vulnerabilities in a cryptographic product being used
by an agency that has not undergone a DCE, or cryptographic evaluation recognised by DSD,
resulting in the disclosure of classified information.

3.8.1.21. An attacker reads classified information that is stored or communicated without
any cryptographic protection.

3.8.1.22. An attacker finds and exploits a weakness in a cryptographic product with
insufficient security assurance for the level of information it is used to protect, resulting
in an ability to access classified information.

3.8.1.23. An attacker captures personal communications between a private citizen or
business and an agency, resulting in a loss of confidentiality.

[-,1C-HP,R] Using cryptographic products

3.8.1.24. Agencies using cryptographic products must ensure the product has completed
a DCE or other cryptographic evaluation recognised by DSD.

3.8.1.25. This paragraph is intentionally blank.

[U,IC-HPR] Data recovery

3.8.1.26. Where practical, cryptographic products must provide a means of data recovery
to allow for recovery of data in circumstances where the encryption key is unavailable due
to loss, damage or failure.

3.8.1.27. This paragraph is intentionally blank.

[-,1C-P,R] Reducing storage and physical transfer requirements

3.8.1.28. If an agency wishes to use encryption to reduce the storage and/or physical transfer
requirements, as outlined in the PSM, for equipment or media that contains classified
information, they must use an encryption product that meets the minimum level of
assurance as shown in the following table.

Original classification Cryptographic product assurance or algorithm assurance level
mandated to reduce storage and physical transfer requirements

IC/R u
IC N/A DACA
R N/A EAL2
P DACA EAL2

3.8.1.29. This paragraph is intentionally blank.
3.8.1.30. This paragraph is intentionally blank.
3.8.1.31. This paragraph is intentionally blank.
3.8.1.32. This paragraph is intentionally blank.
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[-,1C-HP,R-TS] Reducing storage and physical transfer requirements

C#462 3.8.1.33. When equipment storing encrypted information is turned on and authenticated
it must be treated as per the original classification of the equipment.
[-,1C-HP,R-TS] Product specific cryptographic requirements
C#463 3.8.1.34. Agencies must check consumer guides for products, where available, to determine
any product specific cryptographic requirements.
C#464 3.8.1.35. Where product specific cryptographic requirements exist in a consumer guide,
agencies must comply with the requirements outlined in the consumer guide.
[-,IC-HP,R-TS] Reducing transit encryption requirements
C#465 3.8.1.36. Agencies must use encryption products that meet the minimum level of assurance,
as shown in the following table, if they wish to use encryption to reduce the requirements
for communicating classified information over networks of a lower classification than that
of the information.
Original classification Cryptographic product assurance or protocol assurance level
mandated to reduce certification and accreditation requirements
R IC U
IC - - DACP
R - DACP EAL2
P DACP DACP EAL2
C#466 3.8.1.37. This paragraph is intentionally blank.
C#467 3.8.1.38. This paragraph is intentionally blank.
[-,1C-HP,R-TS] Reducing transit encryption requirements
C#468 3.8.1.39. In addition to any encryption already in place for communication mediums,
agencies should encrypt:
a. Australian Eyes Only (AUSTEO) information if foreign nationals have access to the
communication mediums or systems that can process the information
b. Australian Government Access Only (AGAO) information if system users not authorised
to access AGAO information have access to the communication mediums or systems that
can process the information
c. AUSTEO or AGAO information if the communication mediums or systems that can
process the information have not been accredited to handle the information.
C#469 3.8.1.40. Agencies must, at a minimum, use a DACP to protect AUSTEO and
AGAO information.
[-—-—] Communicating with private citizens and businesses
C#470 3.8.1.41. When personal information is sent to a private citizen or business via electronic
means, agencies must ensure that prior to sending the information they document any
risks that could be associated with the communication.
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Guidance

G#117

G#118

G#119

G#120

Rationale

September 2008

[U,—,-] Using cryptographic products

3.8.1.42. Agencies using cryptographic products are recommended to ensure that the
product has completed a DCE or other cryptographic evaluation recognised by DSD.

[-,IC-P,R] Reducing physical handling and storage requirements

3.8.1.43. If an agency wishes to use encryption to reduce the storage and/or physical transfer
requirements, as outlined in the PSM, for equipment or media that contains classification
information, they are recommended to use:
a. full disk encryption

or

b. partial encryption where the access control will only allow writing to the encrypted
partition.

[-——] Communicating with private citizens and businesses

3.8.1.44. When personal information is sent to a private citizen or business via electronic
means, agencies are recommended to inform the entity of the risks and seek their
acceptance to undertake the communications.

3.8.1.45. The protection of personal information could be subject to the Privacy Act 1988,
as such, agencies are recommended to seek legal advice before communicating with private
citizens or businesses via electronic means.

Data recovery

3.8.1.46. The requirement for an encryption product to provide a key escrow function,
where practical, was issued under a Cabinet directive in July 1998.

Reducing storage and physical transfer requirements

3.8.1.47. No real-world product can ever be guaranteed to be free of vulnerabilities.

The best that can be done is to increase the amount of assurance in a product to a point
that represents satisfactory risk management. A product having a higher EAL has undergone
a greater amount of assurance scrutiny and can therefore be used to protect information of
a higher classification.

Reducing transit encryption requirements

3.8.1.48. In general, data in transit is more open to being intercepted than data at rest,
hence the generally higher assurance requirements for data in transit.

Communicating with private citizens and businesses

3.8.1.49. When agencies communicate with private citizens and businesses they need to be
aware that private citizens and businesses are not bound by the requirements of this manual.
As such the requirements for the protection of data in transit do not apply.

3.8.1.50. Even though the requirements do not apply to such communications, agencies
should still make a reasonable effort to inform the private citizen or business of the risks
and seek their acceptance before undertaking the communications.
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References  3.8.1.51. Further information on the FIPS 140 standards can be found at:
www.csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
www.csrc.nist.gov/publications/fips/fips140-3/fips1403Draft.pdf.

3.8.1.52. The Office of the Privacy Commissioner has guidelines for agencies interacting with
private citizens at http://www.privacy.gov.au.
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DSD approved cryptographic algorithms

Principle

Obijective

Context

September 2008

3.8.2.1. A wide array of cryptographic algorithms exists and many implementations of such
algorithms are available. Some of the algorithms are approved for Australian Government
use under certain conditions.

3.8.2.2. Using a DACA will ensure that classified information is appropriately protected. In
addition, using a DACA allows for the protection of data at rest for information classified up
to X-IN-CONFIDENCE without the need for a formal product and cryptographic evaluation.

Scope

3.8.2.3. This section covers information on the cryptographic algorithms that DSD has
approved for the protection of national security information up to RESTRICTED and
non-national security information up to HIGHLY PROTECTED.

3.8.2.4. Implementations of the named algorithms in this section need to undergo a

DCE before they can be approved to protect information above the classification of
X-IN-CONFIDENCE. Products relying on algorithms not listed as DACAs will not be accepted
into evaluation.

Categories of approved algorithms

3.8.2.5. The approved algorithms fall into three categories: asymmetric/public key
algorithms, hashing algorithms and symmetric encryption algorithms.

Approved asymmetric/public key algorithms

3.8.2.6. The approved asymmetric/public key algorithms are:
Diffie-Hellman (DH) for agreeing on encryption session keys
Digital Signature Algorithm (DSA) for digital signatures
Elliptic Curve Diffie-Hellman (ECDH) for agreeing on encryption session keys
Elliptic Curve Digital Signature Algorithm (ECDSA) for digital signatures
Rivest-Shamir-Adleman (RSA) for digital signatures and passing encryption session keys
or similar keys.

Approved hashing algorithms

3.8.2.7. The approved hashing algorithms are:
Message Digest v5 (MD5)
Secure Hashing Algorithms (SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512).

Approved symmetric encryption algorithms
3.8.2.8. The approved symmetric encryption algorithms are:

Advanced Encryption Standard (AES) using key lengths of 128, 192 and 256 bits
Triple Data Encryption Standard (3DES).
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Risks DSD approved cryptographic algorithms

R#288 3.8.2.9. An attacker intercepts classified information that is not protected by a robust
encryption algorithm allowing them to decrypt and read the cleartext.

R#289 3.8.2.10. An attacker decrypts classified information that is encrypted with a key of
insufficient length allowing them to read the cleartext.

R#290 3.8.2.11. An attacker spoofs the identity of some entity and from there gain access to
classified information.

R#291 3.8.2.12. An attacker interferes with information thereby destroying its availability.

R#292 3.8.2.13. An attacker modifies information thereby compromising its integrity.

Controls [-,1C,—] Using DSD approved cryptographic algorithms

C#471 3.8.2.14. Agencies using an unevaluated product that implements a DACA must ensure:

a. only DACAs can be used
b. any residual risks have been considered and documented.
[-,1C-HP,R] Diffie-Hellman

Ci#472 3.8.2.15. Agencies using DH, for the approved use of agreeing on encryption session keys,
must use a modulus of at least 1024 bits.
[-,IC-HP,R] Digital Signature Algorithm

C#473 3.8.2.16. Agencies using DSA, for the approved use of digital signatures, must use a modulus
of at least 1024 bits.

[-,1C-HPR] Elliptic Curve Diffie-Hellman

C#474 3.8.2.17. Agencies using ECDH, for the approved use of agreeing on encryption session keys,
must use a field/key size of at least 160 bits.
[-,1C-HP,R] Elliptic Curve Digital Signature Algorithm

C#475 3.8.2.18. Agencies using ECDSA, for the approved use of digital signatures, must use a field/
key size of at least 160 bits.
[-,1C-HP,R] Rivest-Shamir-Adleman

C#476 3.8.2.19. Agencies using RSA, for the approved use of digital signatures and passing
encryption session keys or similar keys, must use a modulus of at least 1024 bits.

C#a477 3.8.2.20. Agencies using RSA, for the approved use of digital signatures and passing
encryption session keys or similar keys, must ensure the public keys used for passing
encrypted session keys are different to the keys used for digital signatures.

[-,IC-HP,R] Approved hashing algorithms

C#478 3.8.2.21. Agencies should use the SHA family of hashing algorithms instead of MDs.
[-,1C-HP,R] Approved symmetric encryption algorithms

C#479 3.8.2.22. Agencies using AES or 3DES should not use electronic codebook mode.
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C#480

Guidance

G#121

Rationale

References

September 2008

[-,1C-HP,R] Triple Data Encryption Standard

3.8.2.23. 3DES must use either two distinct keys in the order key 1, key 2, key 1 or three
distinct keys.

[-,1C-HP,R] Approved asymmetric/public key algorithms
3.8.2.24. Agencies are recommended to use ECDH and ECDSA before using DH and DSA.

DSD approved cryptographic algorithms

3.8.2.25. Usually there is no guarantee or proof of security of an algorithm against presently
unknown attacks. However, the algorithms listed in this section have been extensively
scrutinised by industry and academic communities in a practical and theoretical setting and
have not been found to be susceptible to any feasible attacks. There have been some cases
where theoretically impressive vulnerabilities have been found, however these results are not
of practical application.

3.8.2.26. Where there are a range of possible key sizes for an algorithm, some of the smaller
key sizes do not provide an adequate safety margin against attacks that might be found in
the future. For example, future advances in number factorisation could render the use of
smaller RSA moduli as a security vulnerability.

Using DSD approved cryptographic algorithms

3.8.2.27. If a product implementing a DACA has been inappropriately configured, it is
possible that relatively weak cryptographic algorithms could be selected without the system
user’s knowledge. In combination with an assumed level of security confidence, this can
represent a significant level of risk.

3.8.2.28. When configuring unevaluated products that implement a DACA, agencies can
ensure that only the DACA can be used by disabling the unapproved algorithms within the
products (preferred) or advising system users not to use them via a policy.

Approved symmetric encryption algorithms

3.8.2.29. The use of Electronic Code Book mode in block ciphers allows repeated patterns in
plaintext to appear as repeated patterns in the ciphertext. Most cleartext, including written
language and formatted files, contains significant repeated patterns. An attacker can use
this to deduce possible meanings of ciphertext by comparison with previously intercepted
data. In other cases they might be able to determine information about the key by inferring
certain contents of the cleartext. The use of other modes such as Cipher Block Chaining,
Cipher Feedback, Output Feedback or Counter prevents such attacks.

3.8.2.30. The following references are provided for the approved encryption algorithms.

3.8.2.31. Further information on DH can be found in W. Diffie and M. E. Hellman,
‘New Directions in Cryptography’, [EEE Transactions on Information Theory, vol. 22, is. 6,
pp. 644-654, November 1976.

3.8.2.32. Further information on DSA can be found in FIPS 186.

3.8.2.33. Further information on ECDH can be found in ANSI X9.63 and ANSI X9.42.

PART 3 CHAPTER 8 - CRYPTOGRAPHIC SECURITY

3-121



3.8.2.34. Further information on ECDSA can be found in FIPS 186-2 + Change Notice,
ANSI X9.63 and ANSI X9.62

3.8.2.35. Further information on RSA can be found in Public Key Cryptography Standards
PKCS#1, RSA Laboratories.

3.8.2.36. Further information on MD5 can be found in AS 2805.13.3 and RFC 1321.
3.8.2.37. Further information on SHA can be found in AS 2805.13.3 and FIPS 180-2.
3.8.2.38. Further information on AES can be found in FIPS 197.

3.8.2.39. Further information on 3DES can be found in AS 2805.5.4 and ANSI X9.52.

PART 3 CHAPTER 8 — CRYPTOGRAPHIC SECURITY September 2008

3-122



DSD approved cryptographic protocols

Principle 3.8.3.1. The use of certain widely available cryptographic protocols under specified
configuration can provide confidentiality, integrity and authentication.

Objective 3.8.3.2. Using a DACP that implements a DACA allows for the protection of data in
transit for information classified up to x-in-confidence without the need for a formal
product evaluation.

Context Scope

3.8.3.3. This section covers information on some of the cryptographic protocols that DSD
has approved for the protection of national security information up to RESTRICTED and
non-national security information up to HIGHLY PROTECTED.

3.8.3.4. Implementations of the named protocols in this section need to undergo a
DCE before they can be approved to protect information above the classification of
X-IN-CONFIDENCE.

3.8.3.5. Protocols other than those named in this section can be use for the protection
of information above X-IN-CONFIDENCE if they use DACAs and are found suitably
implemented within a product that has undergone a DCE.

3.8.3.6. Agencies implementing a protect that uses a DACP will need to consult the
requirements for cryptographic fundamentals and DACAs, as well as protocol specific
requirements, as outlined in the relevant sections of this chapter.

Approved protocols

3.8.3.7. The approved cryptographic protocols are:
Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
Secure Shell (SSH)
Secure Multipurpose Internet Mail Extension (S/MIME)
OpenPGP Message Format

Internet Protocol Security (IPSec).

Risks DSD approved cryptographic protocols

R#293 3.8.3.8. An attacker intercepts communications in one or both directions under a weak
protocol, or a weakly configured protocol, and from this gains unauthorised access to
information.

R#294 3.8.3.9. An attacker intercepts communications in one or both directions under a weak

protocol, or a weakly configured protocol, and from this falsely claims or appears to be
a legitimate identity.

R#295 3.8.3.10. An attacker intercepts communications in one or both directions under a weak
protocol, or a weakly configured protocol, and from this interferes with the information.
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Controls

C#481

Rationale

[-,1C,—] Using DSD approved cryptographic protocols
3.8.3.11. Agencies using an unevaluated product that implements a DACP must ensure:

a. only DACAs can be used

b. any residual risks have been considered and documented.

DSD approved cryptographic protocols

3.8.3.12. In general, DSD only approves the use of cryptographic products that have
passed a formal evaluation. However, DSD approves the use of some commonly available
cryptographic protocols even though their implementations within specific products have
not been formally evaluated by DSD. This approval is limited to cases where they are used
in accordance with the requirements in this manual.

Using DSD approved cryptographic protocols

3.8.3.13. If a product implementing a DACP has been inappropriately configured, it is
possible that relatively weak cryptographic algorithms could be selected without the system
user’s knowledge. In combination with an assumed level of security confidence, this can
represent a significant level of risk.

3.8.3.14. When configuring unevaluated products that implement a DACP, agencies can
ensure that only the DACA can be used by disabling the unapproved algorithms within
the products (which is preferred) or advising system users not to use them via a policy.

3.8.3.15. While many DACPs support authentication, agencies should be aware that these
authentication mechanisms are not foolproof. To be effective, these mechanisms must also
be securely implemented and protected. This can be achieved by:

providing an assurance of private key protection

+ensuring the correct management of certificate authentication processes including
certificate revocation checking

using a legitimate identity registration scheme.
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Secure Sockets Layer and Transport Layer Security

Principle

Obijective

Context

Risks
R#296

R#297

Controls
C#482
C#483

Guidance

G#122

G#123

Rationale

September 2008

3.8.4.1. Secure Sockets Layer and Transport Layer Security can be used as a DACP to
protect data in transit for information classified up to the level of X-IN-CONFIDENCE.

3.8.4.2. To ensure that if agencies use SSL or TLS it is configured securely.

Scope

3.8.4.3. This section covers the conditions under which SSL and TLS can be used as DACPs.
Additionally, as File Transfer Protocol over SSL is built on SSL/TLS it is also considered
within scope.

3.8.4.4. When using a product that implements SSL/TLS, requirements for using DACPs
will also need to be referenced in the DSD approved cryptographic protocols section of
this chapter.

Secure Sockets Layer and Transport Layer Security

3.8.4.5. An attacker exploits known security flaws in older versions of SSL to gain access
to classified information.

3.8.4.6. An agency configures SSL/TLS in a poor manner resulting in the protocol being
insufficiently secure for purpose.

[-,IC-HP,R] Using SSL and TLS
3.8.4.7. Agencies should not use versions of SSL prior to version 3.0.
3.8.4.8. Agencies permitting SSL or TLS through their gateways should implement:

a. a product that decrypts and applies content filtering to SSL traffic
and/or

b. a whitelist specifying the external addresses to which encrypted connections are
permitted, with all other addresses blocked.

[-,1C-HP,R] Inspection of SSL and TLS traffic

3.8.4.9. Agencies are recommended to seek legal advice regarding the inspection of
encrypted SSL or TLS traffic by gateways.

[-,IC-HP,R] Using SSL and TLS

3.8.4.10. Agencies using a whitelist on their gateway to specify the external addresses to
which encrypted connections are permitted are recommended to specify whitelist addresses
by domain name or IP address.

Secure Sockets Layer and Transport Layer Security

3.8.4.11. SSL and TLS do not protect data during storage. As a result, there is usually a
greater risk that data will be accessed while stored at either end of the communication path,
where SSL/TLS does not protect it.
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References  3.8.4.12. Further information on SSL and TLS can be found in:

the SSL 3.0 specification at http://wp.netscape.com/eng/ssl3
+ the TLS 1.1 definition at http://tools.ietf.org/html/rfc4346.
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Secure Shell

Principle

Obijective

Context

Risks
R#298

R#299

R#300

R#301

R#302

September 2008

3.8.5.1. Secure Shell can be used as a DACP to protect data in transit for information
classified up to the level of X-IN-CONFIDENCE.

3.8.5.2. To ensure that if agencies use SSH it is configured securely.

Scope

3.8.5.3. This section covers information on the conditions under which commercial and
open-source implementations of SSH can be used as a DACP. Additionally, secure copy and
Secure File Transfer Protocol use SSH and are therefore also covered by this section.

3.8.5.4. When using a product that implements SSH, requirements for using DACPs will
also need to be referenced from the DSD approved cryptographic protocols section of
this chapter.

Secure Shell

3.8.5.5. An attacker conducts a man-in-the-middle attack, capturing classified unencrypted
information, and continues to use the open session for malicious purposes.

3.8.5.6. An attacker exploits a server that accepts password authentication by automating the
brute-forcing of password attempts over a long period of time, eventually gaining access to
the server.

3.8.5.7. An agency approves the use of remote root/administrator access for backups,
however a lack of control leads to unauthorised root access occurring.

3.8.5.8. An agency enables Transmission Control Protocol port forwarding, allowing a system
user to obtain access to another system to which they should not have access.

3.8.5.9. An attacker passively collects SSH-agent passwords or keys sent in the clear as
part of Transmission Control Protocol packets to gain access to agency information and
communications technology (ICT) assets.
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Controls [-,IC-HP,R] Using SSH
C#484 3.8.5.10. The table below outlines the settings that should be implemented.

Configuration description Configuration directive

Disallow the use of SSH version 1 Protocol 2

On machines with multiple interfaces, configure the SSH ListenAddress xxx.XxX.XXX.XXX
daemon to listen only on the required interfaces

Disable connection forwarding AllowTCPForwarding no
Disable gateway ports Gatewayports no

Disable the ability to login directly as root PermitRootLogin no

Disable host-based authentication HostbasedAuthentication no
Disable rhosts-based authentication RhostsAuthentication no

IgnoreRhosts yes

Do not allow empty passwords PermitEmptyPasswords no
Configure a suitable login banner Banner/directory/filename
Configure a login authentication timeout of no more than LoginGraceTime xx

60 seconds

Disable X forwarding X11Forwarding no

[-,1C-HP,R] Authentication mechanisms

C#485 3.8.5.11. Agencies should use public key-based authentication before using password-based
authentication.

C#486 3.8.5.12. Agencies that allow password authentication should use techniques to block brute
force attempts against the password.

[-,IC-HP,R] Automated remote access
C#487 3.8.5.13. Agencies that use logins without a password for automated purposes should,
where possible, disable:
a. access from Internet Protocol addresses that do not need access
b. port forwarding
c. agent credential forwarding
d. X11 display remoting
e. console access.

C#488 3.8.5.14. Agencies that use remote access without the use of a password should use the
‘forced command’ option to specify what command is executed.
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[-,1C-HP,R] SSH-agent
C#489 3.8.5.15. Agencies that use SSH-agent or other similar key caching programs should:
a. only use the software on workstation and servers with screenlocks

b. ensure that the key cache expires within four hours of inactivity

c. ensure agent credential forwarding is used when multiple SSH transversal is needed.

Guidance [-,1C-HP,R] Automated remote access

G#124 3.8.5.16. Agencies are recommended to use parameter checking when using the ‘forced
command’ option.

Rationale Secure Shell

3.8.5.17. SSH version 1 is known to have vulnerabilities. In particular, it is susceptible

to a man-in-the-middle attack, where an attacker who can intercept the protocol in each
direction can make each node believe they are talking to the other. SSH version 2 does not
have this vulnerability.

Using SSH

3.8.5.18. The configuration directives provided are based on the OpenSSH implementation
of SSH. Agencies implementing SSH will need to adapt these settings to suit other SSH
implementations.

3.8.5.19. SSH has the ability to forward connections and access privileges in a variety
of ways. This means that an attacker who can exploit any of these features can gain
unauthorised access to a potentially large amount of information.

3.8.5.20. Host-based authentication requires no credentials (password, public key etc.)
to authenticate (though in some cases it might make use of a host key). This renders SSH
vulnerable to an Internet Protocol spoofing attack.

3.8.5.21. An attacker who gains access to a system with administrator privileges will have the
ability to not only access information but to control that system completely. Given the clearly
more serious consequences of this, administrator login should not be permitted.

References  3.8.5.22. Further information on SSH can be found in the SSH specification at
http://tools.ietf.org/html/rfcg252.
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Secure Multipurpose Internet Mail Extension

Principle 3.8.6.1. Secure Multipurpose Internet Mail Extension can be used as a DACP to protect data
in transit for information classified up to the level of X-IN-CONFIDENCE.

Objective 3.8.6.2. To ensure that if agencies use S/MIME it is configured securely.

Context Scope
3.8.6.3. This section covers information on the conditions under which S/MIME can be used
as a DACP.
3.8.6.4. When using a product that implements S/MIME, requirements for using DACPs
will also need to be referenced from the DSD approved cryptographic protocols section of
this chapter.
3.8.6.5. Information relating to the development of password selection policies and password
requirements can be found in the Identification and authentication section of this manual.

Risks Secure Multipurpose Internet Mail Extension

R#303 3.8.6.6. An attacker attacks a weak implementation of the protocol thereby gaining
unauthorised access to classified information.

R#304 3.8.6.7. An attacker exploits vulnerabilities in older versions of the protocol thereby gaining
unauthorised access to classified information

Controls [-,IC-HP,R] Using S/MIME

C#490 3.8.6.8. Agencies should not allow versions of S/MIME earlier than 3.0 to be used.

C#491 3.8.6.9. Agencies must enforce the use of the agency password policy for selecting
passwords to use with S/MIME.

Rationale Using S/MIME
3.8.6.10. S/MIME 2.0 required the use of weaker cryptography (40-bit keys) than is approved
for use by the Australian Government. Version 3.0 was the first version to become an
Internet Engineering Taskforce standard.
3.8.6.11. Agencies choosing to implement S/MIME should be aware of the inability of many
content filters to inspect encrypted messages and any attachments for inappropriate content,
and for server-based anti-virus software to scan for viruses and other malicious code.

References  3.8.6.12. Further information on S/MIME can be found in the S/MIME charter at
http://www.ietf.org/html.charters/smime-charter.html.
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OpenPGP Message Format

Principle

Obijective

Context

Risks
R#305

R#306

R#307

Controls

C#492

C#493

Rationale

References

September 2008

3.8.7.1. The OpenPGP Message Format can be used as a DACP to protect data in transit for
information classified up to the level of X-IN-CONFIDENCE.

3.8.7.2. To ensure that if agencies use the OpenPGP Message Format it is
configured securely.

Scope

3.8.7.3. This section covers information on the conditions under which the OpenPGP
Message Format can be used as a DACP. It applies to the protocol as specified in RFC 2440
and RFC 4880, which obsoletes RFC 2440.

3.8.7.4. When using a product that implements the OpenPGP Message Format, requirements
for using DACPs will also need to be referenced from the DSD approved cryptographic
protocols section of this chapter.

3.8.7.5. Information relating to the development of password selection policies and password
requirements can be found in the /dentification and authentication section of this manual.

OpenPGP Message Format

3.8.7.6. An attacker launches malicious code onto a machine on which OpenPGP Message
Format is used, thereby gaining access to passwords or keys which in turn would give access
to cleartext.

3.8.7.7. An attacker launches a password-guessing attack (such as a dictionary attack) to find
the key, thereby allowing decryption and unauthorised access to cleartext

3.8.7.8. An attacker exploits properties of insufficiently strong hashing algorithms to gain

information about the private key or cleartext from the message signature.

[-,IC-HP,R] Using the OpenPGP Message Format

3.8.7.9. Agencies should ensure that systems on which OpenPGP Message Format messages
are accessed are sufficiently hardened to protect against malicious code.

3.8.7.10. Agencies must enforce the use of the agency password policy for selecting
passwords to use with the OpenPGP Message Format.

Using the OpenPGP Message Format

3.8.7.11. Passwords need to be strong to protect the keys in order to prevent attacks such
password guessing attacks including dictionary attacks.

3.8.7.12. Further information on the OpenPGP Message Format can be found in the
OpenPGP Message Format specification at http://tools.ietf.org/html/rfc2440.
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Internet Protocol Security

Principle 3.8.8.1. Internet Protocol Security can be used as a DACP to protect data in transit for
information classified up to the level of X-IN-CONFIDENCE.

Objective 3.8.8.2. To ensure that if agencies use IPSec it is configured securely.

Context Scope

3.8.8.3. This section covers information on the conditions under which IPSec can be used
as a DACP.

3.8.8.4. When using a product that implements IPSec, requirements for using DACPs will
also need to be referenced from the DSD approved cryptographic protocols section of
this chapter.

Modes of operation

3.8.8.5. IPSec can be operated in two modes: transport mode or tunnel mode.

Cryptographic algorithms

3.8.8.6. Most IPSec implementations can handle a number of cryptographic algorithms for
encrypting data when the Encapsulating Security Payload (ESP) protocol is used. These
include 3DES and AES.

Key exchange

3.8.8.7. Most IPSec implementations handle a number of methods for sharing keying
material used in hashing and encryption processes. Two common methods are manual
keying and Internet Key Exchange (IKE) using the Internet Security Association Key
Management Protocol (ISAKMP). Both methods are considered suitable for use.

ISAKMP authentication

3.8.8.8. Most IPSec implementations handle a number of methods for authentication as part
of ISAKMP. These can include digital certificates, encrypted nonces or pre-shared keys.
These methods are considered suitable for use.

ISAKMP modes
3.8.8.9. ISAKMP uses two modes to exchange information as part of IKE. These are main
mode and aggressive mode.

Risks Internet Protocol Security

R#308 3.8.8.10. An attacker analysing IPSec traffic operating in transport mode gains information
that allows traffic analysis activities to be undertaken.

R#309 3.8.8.11. An attacker capturing cleartext IPSec traffic and reads the traffic contents.
R#310 3.8.8.12. An attacker modifies the contents of IPSec traffic to cause a Denial-of-Service attack.
R#311 3.8.8.13. An attacker exploiting vulnerabilities in the cryptographic algorithm used in the ESP

protocol of an IPSec connection reads the traffic contents.
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R#312

R#313

R#314

R#315

R#316

Controls
C#494
C#495

C#496

Cita97

C#498

Guidance

G#125

G#126

G#127

G#128

September 2008

3.8.8.14. An attacker exploiting vulnerabilities in the underlying cryptographic
hashing function used in hashed message authentication code (HMAC) to modify data
without detection.

3.8.8.15. An attacker exploiting a small modulus size used in a Diffie-Hellman key exchange
can read the contents of encrypted traffic.

3.8.8.16. An attacker capturing cleartext information from an ISAKMP aggressive mode
exchange can read security association identifier information.

3.8.8.17. An attacker compromising a security association of an IPSec connection can gather
identification information including the knowledge of encryption algorithms and keys used
to initiate them.

3.8.8.18. An attacker exploiting vulnerabilities in the IKE Extended Authentication (XAUTH)
functionality of an IPSec gateway might be able to complete authorisation procedures.
[-,1C-HP,R] Mode of operation

3.8.8.19. Agencies should use tunnel mode for IPSec connections.

3.8.8.20. Agencies choosing to use transport mode should additionally use an Internet

Protocol tunnel for IPSec connections.

[-,1C-HP,R] Protocols

3.8.8.21. Agencies should use the ESP protocol for IPSec connections.

[-,1C-HP,R] ISAKMP modes
3.8.8.22. Agencies using ISAKMP should disable aggressive mode for IKE.

[-,1C-HP,R] Security association lifetimes

3.8.8.23. Agencies should use a security association lifetime of less than four hours or
14400 seconds.

[-,1C-HP,R] Hashed message authentication code algorithms

3.8.8.24. Agencies are recommended to use HMAC-SHA-1-96 as the HMAC algorithm.

[-,1C-HP,R] Diffie-Hellman groups

3.8.8.25. Agencies are recommended to use the largest modulus size available for the
Diffie-Hellman exchange.

[-,1C-HP,R] Perfect Forward Secrecy

3.8.8.26. Agencies are recommended to use Perfect Forward Secrecy for IPSec connections.

[-,IC-HP,R] IKE Extended Authentication

3.8.8.27. Agencies are recommended to disable the use of XAUTH for IPSec connections.
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Rationale

Internet Protocol Security

3.8.8.28. In order to provide a secure virtual private network style connection both
authentication and encryption are needed. ESP is the only way of providing encryption

yet Authentication Header (AH) and ESP can both provide authentication. It is possible to
use ESP instead of AH, yet that is generally not used due to AHs limitation in regards to
network address translation. If however maximum security is desired at the expense of
such functionality, then ESP can be wrapped inside of AH to authenticate the entire Internet
Protocol packet and not just the encrypted payload. Using ESP with authentication in tunnel
mode provides full encapsulation of traffic across an un-trusted network by using both
encryption and authentication.

ISAKMP modes

3.8.8.29. Using main mode instead of aggressive mode provides greater security since all
exchanges are protected.

Security association lifetimes

3.8.8.30. Using a secure association lifetime of four hours or 14400 seconds provides a
balance between security and usability.

Hashed message authentication code algorithms

3.8.8.31. HMAC-SHA-1-96 is recommended over HMAC-MD5-96 due to the greater security
afforded by the underlying SHA-1 hashing function.

Diffie-Hellman groups

3.8.8.32. Using a larger Diffie-Hellman group provides more entropy for the key exchange.

Perfect Forward Secrecy

3.8.8.33. Using Perfect Forward Secrecy reduces the impact of the compromise of a security
association.

IKE Extended Authentication

3.8.8.34. XAUTH has documented vulnerabilities associated with its use.

References  3.8.8.35. Further information on IPSec can be found in the security architecture for the
Internet Protocol overview at http://tools.ietf.org/html/rfc2401.
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Key management

Principle

Obijective

Context

Risks
R#317

R#318

R#319

R#320

R#321

R#322

Controls

C#499

September 2008

3.8.9.1. The deployment of cryptographic equipment is ineffective without the appropriate
implementation of cryptographic keying material. As keying material provides the real
security, protection needs to be applied to ensure the integrity of that keying material.

3.8.9.2. Ensuring the cryptographic system and its associated materials are managed
appropriately will assist in mitigating the risk of compromise.

Scope

3.8.9.3. This section covers information relating to the general management of cryptographic
system material. Due to the wide variety of cryptographic systems and technologies
available, and the varied risks for each, detailed key management guidance is not provided

in this manual.

3.8.9.4. If HGCE is being used agencies are advised to consult the respective Australian
Communications-Electronic Security Instruction for the equipment.

Cryptographic systems

3.8.9.5. In general, the requirements specified for systems apply equally to cryptographic
systems. Where the requirements for cryptographic systems are different, the variations are
contained in this section, and overrule all requirements specified elsewhere in this manual.

Key management

3.8.9.6. An agency allows uncontrolled access to a cryptographic system and its materials,
resulting in actions being made on the system without being directly attributable to
an individual.

3.8.9.7. An agency fails to properly account for cryptographic system materials, resulting
in an inability to identify when materials go missing and where they could have last resided.

3.8.9.8. An agency fails to audit records at regular intervals, or when there is a change
in staff members, rendering controls to reduce uncontrolled access and loss of
materials ineffective.

3.8.9.9. An agency becomes confused as to which standard(s), and their associated
precedence(s), apply to their cryptographic system, adversely affecting its correct operation.

3.8.9.10. An agency fails to document the intent and implementation details of a
cryptographic system and associated material, resulting in the agency having no baseline
from which to ensure that configuration control processes are appropriately adhered to.

3.8.9.11. An agency fails to clearly define the roles and responsibilities of staff members
in regards to administration, ICT security incident reporting and recovery actions for their
cryptographic system, resulting in the system operating outside its intended configuration
without the agency noticing.

3.8.9.12. This paragraph is intentionally blank.
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[U,IC-HP,R] Unkeyed commercial grade cryptography

C#500 3.8.9.13. Unkeyed commercial grade cryptographic equipment must be distributed
and managed by a means approved for the transportation and management of
government property.

[U,IC-HP,R] Keyed commercial grade cryptography

C#501 3.8.9.14. Keyed commercial grade cryptographic equipment must be distributed, managed
and stored by a means approved for the transportation and management of government
property based on the classification of the key within the equipment.

[U,IC-HP,R-TS] Cryptographic system administrator access

C#502 3.8.9.15. Before a staff member is granted cryptographic system administrator access,
agencies must ensure that the staff member:
a. has a demonstrated need for access

b. has read and agreed to comply with the relevant key management plan (KMP) for the
cryptographic system they are using

c. possess a security clearance at least equal to the highest classification of information
processed by the system

d. has agreed to protect the authentication information for the system at the highest level
of information it secures

e. has agreed not to share authentication information for the system without approval
f. has agreed to be responsible for all actions under their accounts

g. has agreed to report all potentially security related problems to the information
technology security adviser and/or agency security adviser.

[U,IC-HP,R-TS] Accounting

C#503 3.8.9.16. Agencies should be able to readily account for all transactions relating to
cryptographic system material including identifying hardware and software: that had
been issued with the equipment and materials, when they were issued, and where they
were issued.

[U,IC-HP,R-TS] Audits
C#504 3.8.9.17. Agencies should conduct audits of cryptographic system material:

a. on handover/takeover of administrative responsibility for the cryptographic system
b. on change of staff members with access to the cryptographic system

c. atleast annually.

[U,IC-HP,R-TS] Area security and access control

C#505 3.8.9.18. Cryptographic system equipment should be stored in a room that meets the
requirements for a server room of an appropriate level based on the classification of
information the system processes.

C#506 3.8.9.19. Areas in which cryptographic system material is used should be separated from
other areas and designated as a controlled area.
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C#s507

C#508

C#s509

C#s510

September 2008

[U,IC-P,R] Developing key management plans

3.8.9.20. Agencies should develop a KMP when they have implemented a cryptographic

system.

3.8.9.21. This paragraph is intentionally blank.

3.8.9.22. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Key management plan contents

3.8.9.23. The table below describes the minimum contents which should be documented

in the KMP.

Objectives

References

Classification

System
description

Topology

Objectives of the cryptographic system and KMP, including organisational aims.

Relevant ACSls.
Vendor documentation.

Related policies.

Classification of the cryptographic system hardware.
Classification of the cryptographic system software.

Classification of the cryptographic system documentation.

Maximum classification of information protected.
The use of keys.

The environment.

Administrative responsibilities.

Key algorithm.

Key length.

Key lifetime.

Diagram(s) and description of the cryptographic system topology
including data flows.

Continued on next page
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(Continued)

C#511

C#512

Guidance

G#129

G#130

Key + Who generates keys.
management . o keys are delivered.

How keys are received.

+ Key distribution, including local, remote and central.
+ How keys are installed.

+ How keys are transferred.

+ How keys are stored.

+ How keys are recovered.

* How keys are revoked.

+ How keys are destroyed.

Accounting + How accounting will be undertaken for the cryptographic system.
What records will be maintained.

How records will be audited.

Maintenance  + Maintaining the cryptographic system software and/or hardware.

Destroying equipment and media.
ICT security  + A description of the conditions under which compromise of key material should
Incidents be declared.

References to procedures to be followed when reporting and dealing with ICT
security incidents.

[U,IC-HP,R] Key management plan contents

3

.8.9.24. The level of detail included in a KMP must be consistent with the criticality and

classification of the information to be protected.

3

.8.9.25. This paragraph is intentionally blank.

[U,IC-HP,R] Commercial grade cryptography

3

.8.9.26. Agencies are recommended not to transport equipment in a keyed state.

[U,IC-HP,R-TS] Access register

3

.8.9.27. Agencies are recommended to hold and maintain an access register that records

cryptographic system information such as:

details of staff members with administrator access

a.
b. details of those whose administrator access was withdrawn

C.
d.

e.

details of system documents
accounting activities

audit activities.
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G#131

G#132

Rationale

References

September 2008

[U,IC-HP,R-TS] Audits
3.8.9.28. Agencies are recommended to perform audits to:

a. check all cryptographic system material as per the accounting documentation

b. to confirm that agreed security measures documented in the KMP are being followed.

3.8.9.29. Agencies are recommended to conduct audits using two staff members with
cryptographic system administrator access.

Key management

3.8.9.30. Most modern cryptographic systems are designed to be highly resistant to
cryptographic analysis but it must be assumed that a determined attacker could obtain
details of the cryptographic logic either by stealing or copying relevant material directly

or by suborning an Australian national or allied national. The safeguarding of cryptographic

system material by using adequate personnel, physical, documentation and procedural
security measures is therefore crucial.

3.8.9.31. Further information key management practices can be found in AS 11770.1:2003,

Information technology — Security techniques — Key management.

3.8.9.32. This paragraph is intentionally blank.
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Network security

Network management

Principle

Obijective

Context

Risks
R#323

R#324

R#325

R#326

R#327

R#328

R#329

Controls

C#513

September 2008

3.9.1.1. Proper network management is based upon configuration management and retaining
detailed up to date network diagrams.

3.9.1.2. As most network management decisions are made based on the network diagram
it is essential that it is an accurate depiction of the status of the network.

Scope

3.9.1.3. This section covers information relating to the documentation and management
of network infrastructure.

Network diagrams

3.9.1.4. An agency’s network diagram illustrates all network devices including firewalls,
intrusion detection systems, gateways, routers, switches, hubs, etc. It does not need to

illustrate all terminal devices on the network, such as workstations or printers, although
the inclusion of significant devices such as servers could aid in its interpretation.

Network management

3.9.1.5. An attacker targets an unmanaged section of an agency network, compromising
the confidentiality, integrity and availability of the data contained on the network.

3.9.1.6. An administrator makes an undocumented change to the network that exposes
internal systems, inadvertently allowing unauthorised access to classified information.

3.9.1.7. An attacker makes a change to the configuration of a network device in order to
access classified information on the network.

3.9.1.8. An administrator makes a change to the network without understanding the impact
to other parts of the network, inadvertently allowing unauthorised access to classified
information, affecting the integrity of network data or denying network access to authorised
system users.

3.9.1.9. An attacker intercepts traffic being communicated over the network, allowing them
unauthorised access to classified information.

3.9.1.10. An attacker intercepts traffic relating to the management of the network,
subsequently using this information to develop more focused attacks.

3.9.1.11. An attacker with access to one part of a network is able to propagate this
access across other sections of the network which contain information or data of a
higher classification.

[U,IC-HP,R-TS] Configuration management

3.9.1.12. Agencies should keep the network configuration under the control of a central
network management authority.
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C#s14

C#1515

C#516

C#s1y

C#518

C#519

C#520

Guidance

G#133

G#134

G#135

Rationale

3.9.1.13. All changes to the configuration should be:

a. approved through a formal change control process
b. documented

c. comply with the network security policy and security plan.

3.9.1.14. Agencies should regularly review their network configuration to ensure it conforms
to the documented network configuration.

[U,IC-HP,R-TS] Network diagrams
3.9.1.15. For each network an agency manages they must have:

a. a high level diagram showing all connections into the network

b. alogical network diagram showing all network devices.

[U,I1C-PR] Updating network diagrams
3.9.1.16. An agency’s network diagrams should:
a. be updated as network changes are made

b. include a ‘Current as at [date|” statement on each page.

3.9.1.17. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Network configuration

3.9.1.18. Agencies should configure networks to limit opportunities for unauthorised access
to information being communicated over the network.

3.9.1.19. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Management traffic

3.9.1.20. Agencies are recommended to implement protection measures to minimise the
risk of unauthorised access to network management traffic travelling across a network.

[U,IC-HP,R-TS] Network configuration

3.9.1.21. Agencies are recommended to deploy an automated tool that compares the
running configuration of network devices against the documented configuration.

[U,IC-PR] Limiting network access

3.9.1.22. Agencies are recommended to implement network access controls on all
networks within an area if the systems located within the physical space are PROTECTED,
RESTRICTED, X-IN-CONFIDENCE or UNCLASSIFIED.

Configuration management

3.9.1.23. If the network is not centrally managed there could be sections of the network that
do not comply with the agency’s security policies.

3.9.1.24. Changes should be approved by a change management process, including
representatives from all parties involved in the management of the network. This process
ensures that changes are understood by all parties and reduces the likelihood of an
unexpected impact on the network.
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Examples

September 2008

Network diagrams
3.9.1.25. As most decisions are made on the documentation that illustrates the network,
it is important that:
+ anetwork diagram exists
the network diagram is an accurate depiction of the network
+ the network diagram indicates when it was last updated.
3.9.1.26. Due to the importance of the network diagram and decisions made based upon

its contents, it should be updated as changes are made. This will assist administrators to
completely understand and adequately protect the network.

Limiting network access

3.9.1.27. If an attacker has limited opportunities to connect to a given network, they have
limited opportunities to attack that network. Network access controls not only prevent
against attackers propagating across a network but also prevent against system users
carelessly connecting a network to another network of a different classification. It is also
useful in segregating sensitive or compartmented information for specific system users with
a need-to-know.

3.9.1.28. Although circumventing some network access controls can be trivial, their use is
primarily aimed at the protection they provide against accidental connection to another
network.

Management traffic

3.9.1.29. Implementing protection measures specifically for management traffic provides
another layer of defence on the network, should an attacker find an opportunity to connect
to a given network. This also makes it more difficult for an attacker to enumerate their
target network.

3.9.1.30. Limiting opportunities for unauthorised access to information being communicated
over a network can be achieved by:
* using switches rather than hubs
+ using routers/firewalls to isolate parts of the network on a need-to-know basis
+ implementing encryption on the network

and/or
+ using application-level encryption.
3.9.1.31. Implementing measures to protect access to management traffic being
communicated over a network, can be achieved by:
+ implementing network layer encryption

and/or

+ creating a dedicated management network using physically separate or virtually separate
infrastructure.
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3.9.1.32. Implementing network access controls can be achieved by:

*using network access control protocols on all network ports (e.g. 802.1x)

+ using static media access control to Internet Protocol address assignments for networks
using the Dynamic Host Configuration Protocol

and/or
+ using port security on network switches to:

- limit access based on media access control addresses
and/or
- disable all unused ports.
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Internet Protocol version 6

Principle

Obijective

Context

Risks
R#330

R#331

R#332

Controls

C#521

C#1522

C#523

September 2008

3.9.2.1. To prevent Internet Protocol version 6 (IPv6) attacks agencies can disable IPv6
functionality until appropriate security mechanisms can be implemented and
subsequently certified.

3.9.2.2. Seeking guidance on IPv6 will ensure that agencies do not begin to implement IPv6
capable devices in their networks without considering risks and associated threats specified
to IPv6 technology.

Scope

3.9.2.3. This section covers information on IPv6 and its deployment within networks. Where
this manual specifies requirements for network equipment, the requirements apply equally
whether deploying Internet Protocol version 4 or 6.

3.9.2.4. Agencies unable to meet the compliance requirements as specified for a control
when deploying IPv6 network infrastructure will need to follow the procedures as specified
in this manual for varying from a control and the associated compliance requirements.

Internet Protocol Security within IPv6

3.9.2.5. The use of Internet Protocol Security within IPv6 does not meet the requirements
for use as a Defence Signals Directorate approved cryptographic protocol as specified in
this manual.

Internet Protocol version 6

3.9.2.6. An agency purchases network equipment unaware that IPv6 functionality is enabled
by default, providing attackers an unobstructed attack vector into the agency network.

3.9.2.7. An unplanned and uncontrolled implementation of IPv6 equipment into government
networks results in failures and loss of service delivery capability.

3.9.2.8. An agency decides to implement IPv6 within their network infrastructure without
due consideration of new risks that will be introduced as a result.

[U,IC-HP,R-TS] Use of dual-stack equipment

3.9.2.9. Agencies not using IPv6 but which have deployed dual-stack network equipment
or operating systems that support IPv6 must disable the functionality.

[U,IC-HP,R-TS] Transitioning to IPv6

3.9.2.10. Agencies considering transitioning from IPv4 to IPv6 must consult A Strategy
for the Transition to IPv6 for Australian Government agencies produced by the Australian
Government Information Management Office.

[U,IC-HP,R-TS] Using IPv6

3.9.2.11. Agencies using IPv6 must conduct a risk assessment on any risks that could be
introduced as a result of running a dual stack environment or transitioning completely
to IPv6.
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C#524

C#1525

Guidance

G#136

Rationale

References

[U,IC-HP,R-TS] Introducing IPv6 capable equipment to the gateway

3.9.2.12. Agencies deploying IPv6 equipment in their gateway should undergo
re-certification.

[U,IC-HP,R-TS] Enabling IPv6 in gateways

3.9.2.13. Agencies enabling IPv6 in their gateway must undergo re-certification.

[U,IC-HP,R-TS] Purchasing new network equipment

3.9.2.14. Agencies are recommended to purchase network equipment that contains IPv6
functionality as part of their next refresh cycle.

Using IPv6

3.9.2.15. The information and communications technology (ICT) security implications
around the use of IPv6 are still largely unknown and un-tested. As many of the current
network protection technologies such as firewalls and intrusion detection systems do not
currently support IPv6, agencies choosing to implement IPv6 face a significant risk of
being compromised.

Transitioning to IPv6

3.9.2.16. Agencies transitioning to IPv6 need to be fully aware of the risks they are accepting
when transitioning to IPv6. As such, an extensive risk assessment should be undertaken
before a transition takes place.

Enabling IPv6 in gateways

3.9.2.17. Introducing IPv6 capable network equipment into an agency gateway introduces

a significant number of new risks. Undergoing re-certification when new IPv6 equipment

is introduced will ensure that any IPv6 functionality that is not intended to be used cannot
be exploited by an attacker before appropriate ICT security mechanisms have been put in
place. Likewise, once agencies have completed the transition to a dual-stack environment or
completely to an IPv6 environment, re-certification will assist in ensuring that the associated
ICT security mechanisms for IPv6 are working effectively.

3.9.2.18. A Strategy for the Transition to IPv6 for Australian Government agencies can
be found on the Australian Government Information Management Office website at
http://www.finance.gov.au/e-government/infrastructure/internet-protocol-version-6.html.
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Virtual local area networks

Principle

Obijective

Context

Risks
R#333

R#334

R#335

R#336

R#337

R#338

R#339

Controls

C#526

September 2008

3.9.3.1. Virtual local area networks (VLANs) can be implemented in a secure manner when
correctly configured and administered, unused ports are disabled and VLAN trunking is
not used.

3.9.3.2. When VLANSs are implemented securely they can allow for multiple layer 3
networks to exist separately on a layer 2 switch, resulting in a network of computers
behaving as if it were a member of the same physical local area network, even if located
on separate segments.

Scope

3.9.3.3. This section covers information relating to the use of VLANs within
agency networks.

Exceptions for connectivity

3.9.3.4. A single network, managed in accordance with a single system security plan, for
which some separation is needed for administrative or similar reasons, can use VLANs to
achieve that separation.

3.9.3.5. VLANS can also be used to separate Internet Protocol telephony traffic from data
traffic at the same classification level.
Virtual local area networks

3.9.3.6. An attacker on one VLAN intercepts frames from a second VLAN, compromising the
confidentiality of the data on the second VLAN.

3.9.3.7. An attacker on one VLAN injects frames into a second VLAN, impacting the integrity
of the data on the second VLAN.

3.9.3.8. A common switch allows traffic to pass between two VLANSs of differing
classifications that share the switch, resulting in data leakage.

3.9.3.9. An administrator modifies the switch configuration which connects to networks of a
higher classification than the one from which the administrator is connecting, inadvertently
causing a data leak.

3.9.3.10. An attacker bypasses the physical security of a switch, gaining access to the data
it carries.

3.9.3.11. An attacker connects to an unused port on a switch and takes advantage of a switch
vulnerability to intercept VLAN traffic.

3.9.3.12. An attacker takes advantage of VLAN trunking vulnerabilities to bypass VLAN
filters, gaining the ability to communicate data across the VLAN.

[U,IC-HP,R-TS] Connectivity

3.9.3.13. Agencies using VLANSs to connect classified networks of the same classification
must accept the risks associated with the activity.
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[U,IC-HP,R] Connectivity

C#527 3.9.3.14. Agencies should not use VLANs between the network classifications as

indicated below:
I S S N BT
U X
IC X X X
R X X
P X X X
HP X
[U,1C-HP,R] Connectivity

C#528 3.9.3.15. Agencies must not use VLANs between the network classifications as
indicated below:

I S T S N
U X X X
IC X
R X X
P X
HP X X X

C#529 3.9.3.16. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Configuration and administration

C#530 3.9.3.17. Administrative access must only be permitted from the most highly classified
network connected to a switch, or for networks of the same classification, the most trusted
network as determined by the accreditation authority.

C#531 3.9.3.18. Staff members with administrative access or unsupervised physical access to the
switch must have a security clearance of at least the classification of the highest classified
network carried on the switch.

[U,IC-HP,R-TS] Physical security

C#532 3.9.3.19. The physical security of the switch must meet the requirements for the highest
classified network carried on the switch.
[U,IC-HP,R-S] Disabling Unused ports

C#533 3.9.3.20. Unused ports on the switches should be disabled.

C#534 3.9.3.21. This paragraph is intentionally blank.
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C#535

Rationale

September 2008

[U,IC-HP,R-TS] VLAN Trunking

3.9.3.22. VLAN trunking must not be used on switches managing VLANs of differing
classifications.

Connectivity

3.9.3.23. Limiting the sharing of a common switch between VLANSs of differing
classifications reduces the chance of data leaks that could occur due to VLAN vulnerabilities.

Configuration and administration

3.9.3.24. When administrative access is limited to originating from the most highly classified
network on a switch, the risk of a data spill is reduced.

Physical security

3.9.3.25. Classified network data is assured the appropriate physical security when a switch
carrying the network data meets the physical security requirements for the highest classified
network carried on the switch.

Disabling unused ports

3.9.3.26. Disabling unused ports on a switch will reduce the attack landscape from which
attacks could be launched.

Trunking

3.9.3.27. Disabling trunking on switches that carry VLANs of differing classifications will
reduce the risk of data leakage across the VLANs due to VLAN vulnerabilities.
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Wireless communications

Principle 3.9.4.1. Wireless communications using 802.11 standards can be secured by configuring
APs and clients to use appropriate cryptographic and authentication protocols.

Obijective 3.9.4.2. Wi-Fi Protected Access 2 (WPA2) and Extensible Authentication Protocol-
Transport Layer Security (EAP-TLS) are currently the most secure methods of ensuring the
integrity and confidentiality of information communicated using 802.11-based wireless
communications.

Context Scope
3.9.4.3. This section covers information on 802.11 wireless local area networks (WLANSs).
It does not cover other wireless communications. These communication methods are
covered in the Communications security chapter of this manual.

Risks Wireless communications

R#340 3.9.4.4. An attacker intercepts unencrypted WLAN transmissions, resulting in a loss of
confidentiality.

R#341 3.9.4.5. An attacker uses cryptographic attacks to gain unauthorised access to information
communicated by an encrypted WLAN.

R#342 3.9.4.6. An attacker uses authentication brute force attacks to gain unauthorised access
to information communicated by an encrypted WLAN.

R#343 3.9.4.7. An attacker establishes a rogue AP which an unaware target connects to,
compromising classified information.

R#344 3.9.4.8. An attacker performs a WLAN man-in-the-middle attack and monitors WLAN
communications.

R#345 3.9.4.9. An attacker supplies malicious or voluminous data to WLAN, causing a denial
of service.

R#346 3.9.4.10. An attacker supplies malicious data to a WLAN client or AP exploiting
vulnerabilities in the device and subverting communications carried by the device.

R#347 3.9.4.11. A system user connects to a WLAN using a compromised device, resulting in
unauthorised access to the WLAN.

R#348 3.9.4.12. An internal attacker uses their knowledge of encryption keys to decrypt WLAN
data, gaining access to classified information traversing the WLAN.

Controls [U,—,—] Providing wireless communications for public access

C#536 3.9.4.13. Agencies deploying a wireless network for public access should segregate the
public access network from other agency systems.
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C#537

C#538

C#539

C#540

C#541
C#542

C#543

C#544

Ci#545

September 2008

[-,1C-HP,R-TS] Considerations when using wireless communications

3.9.4.14. Agencies should address the following vulnerabilities if they choose to use wireless
communications for the transmission of classified information:

a. man-in-the-middle and rogue AP attacks

b. weak cryptography

c. unauthenticated system users brute-forcing authentication
d. availability requirements.

3.9.4.15. This paragraph is intentionally blank.

[-,1C-HP,R-TS] Wired Equivalent Privacy

3.9.4.16. Agencies must not use Wired Equivalent Privacy (WEP) for wireless deployments.

[-,IC-HP,R-TS] Wi-Fi Protected Access

3.9.4.17. Agencies should not use Wi-Fi Protected Access for wireless deployments.

[-,1C-HP,R-TS] Authentication
3.9.4.18. Agencies should use WPA2 with EAP-TLS for wireless deployments.

3.9.4.19. Agencies not using WPA2 with EAL-TLS should use an authentication protocol that
authenticates each end of the link.

[-,1C-HP,R-TS] Encryption

3.9.4.20. Agencies using wireless communications for the communication of classified
information must ensure that the information is protected by cryptography that meets
the assurance level mandated for the communication of information over unclassified
network infrastructure.

[-,1C-HP,R-TS] Documentation

3.9.4.21. Key generation, distribution and re-keying procedures should be documented
in a system security plan for the wireless network.

[-,1C-HP,R-TS] Agency controlled devices

3.9.4.22. Agencies must consider the risks of:

a. allowing non-agency accredited devices to connect to agency controlled wireless
infrastructure
or

b. allowing agency accredited devices to connect to non-agency controlled wireless
infrastructure.
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Guidance

[U,—-] 802.11 deployment

G#137 3.9.4.23. Agencies are recommended to implement the requirements for wireless networks
communicating classified information.
[-,1C-HP,R-TS] 802.11 deployment
G#138 3.9.4.24. Agencies are recommended to take steps to ensure the confidentiality, integrity
and authenticity of 802.11 management frames.
G#139 3.9.4.25. Agencies are recommended to not use pre-shared keys for wireless authentication.
G#140 3.9.4.26. If pre-shared keys are to be used, agencies are recommended to use random keys
of the maximum allowable length.
[U,IC-HP,R-TS] Radio frequency controls
G#141 3.9.4.27. Agencies are recommended to limit the effective range of communications outside
the agency’s area of control by:
a. minimising the output power level of wireless devices
and/or
b. radio frequency shielding.
Rationale Considerations when using wireless communications
3.9.4.28. Risks in wireless networks are equal to the sum of the risk of operating a wired
network plus the new risks introduced by weaknesses in wireless protocols.
Wired Equivalent Privacy
3.9.4.29. WEP has serious flaws which allow it to be trivially compromised. A WEP network
should be considered equivalent to an unprotected network and must not be deployed.
Authentication
3.9.4.30. Authenticating each end of a wireless link will prevent a range of man-in-the-middle
and rogue AP attacks.
3.9.4.31. The use of WPA2 with EAP-TLS and/or an evaluated virtual private network solution
will satisfy the requirement for mutual authentication and reduce the risk of off-line brute-
forcing of passwords when using pre-shared keys.
Availability
3.9.4.32. The risk of Denial-of-Service (DoS) attacks cannot effectively be reduced when the
radio frequency transmission medium is essentially open and susceptible to unintended
or intentional interference or jamming. Effective DoS attacks can also be performed on
the 802.11 protocol by exploiting unprotected management frames using inexpensive
commercial hardware.
3.9.4.33. WPA2 provides no protection for management frames and therefore does not
prevent spoofing or DoS attacks.
3.9.4.34. Availability is not currently addressed by the 802.11 standards in use at the time
of writing. The 802.11w Task Group has been established to address this. There are vendor-
specific solutions currently available.
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Examples 3.9.4.35. An agency with a PROTECTED network could create an UNCLASSIFIED wireless
network external to their gateway and allow system users to connect in through the gateway
with an evaluated virtual private network solution.

3.9.4.36. An agency could expand their internal PROTECTED network to include wireless
functionality if they deploy EAL2 traffic encryptors between their PROTECTED network and
the APs to ensure that all traffic reaching the APs is already encrypted to a sufficient degree
such that it could be handled as per the requirements for UNCLASSIFIED information when
communicated over the wireless network.
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Internet Protocol telephony

Principle

Obijective

Context

Risks
R#349

R#350

R#351

R#352

R#353

R#354

R#355

R#356

R#357

3.9.5.1. Internet Protocol telephony (IPT) calls can be protected from unauthorised access
by protecting IPT signalling and data, using local area network traffic separation, using call
authentication and authorisation, and appropriate setup procedures.

3.9.5.2. Ensuring IPT calls are protected from unauthorised access and the introduction
of IPT equipment is undertaken in a controlled manner will prevent the introduction of
additional attack vectors into the network.

Scope

3.9.5.3. This section covers information on IPT. Although IPT refers to the transport
of telephone calls over Internet Protocol networks, the scope of this section includes
connectivity to the public switched telephone network (PSTN) as well as remote sites.

3.9.5.4. Additional information relating to topics covered in this section can be found in the
Product security chapter, the Telephone and telephone systems section, the Gateway security
chapter and any section relating to the protection of data networks in this manual.

Exception for IPT gateways

3.9.5.5. Where a gateway connects between an analogue telephone network such as the
PSTN and a computer network, the Gateways section of this manual does not apply.

3.9.5.6. Where a gateway connects between an IPT network and an IPT network the
Gateways section of this manual still applies.

Internet Protocol telephony

3.9.5.7. An attacker eavesdrops on an IPT call, resulting in the disclosure of classified
discussions.

3.9.5.8. An attacker performs a DoS attack against an IPT system, resulting in a lack of
availability of communications.

3.9.5.9. An attacker monitors the usage of an IPT network, resulting in the disclosure of
information regarding the operational tempo of the agency.

3.9.5.10. An attacker masquerades as another staff member, resulting in the ability to socially
engineer classified information from other staff members.

3.9.5.11. An authorised staff member makes a classified phone call which traverses a network
of a lower classification, resulting in an ICT security incident.

3.9.5.12. An attacker propagates between voice and data networks when there is insufficient
separation, resulting in gaining an attacker vector into the data network.

3.9.5.13. An attacker exploits or abuses functionality of a softphone to gain access to the
voice network, resulting in the disclosure of classified communications.

3.9.5.14. An attacker exploits or abuses functionality of a softphone to gain access to the
data network, resulting in the disclosure of classified information.

3.9.5.15. An agency having deployed a converged architecture losses data network services
leading to a loss of voice network services.
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Controls [U,IC-HP,R-TS] IPT gateways

C#546 3.9.5.16. Agencies using IPT that have a requirement to implement a firewall within a
deployed gateway between computer networks should use an evaluated voice-aware
firewall that meets the same minimum level of assurance as specified for normal firewalls.

[U,IC-HP,R-TS] Protecting IPT signalling and data
C#547 3.9.5.17. Agencies should protect IPT signalling and data to ensure confidentiality, integrity,
availability, authenticity and non-replayability.

[U,IC-HP,R-TS] Establishment of secure IPT signalling and data

C#548 3.9.5.18. Agencies should ensure that IPT functions can only be established using the secure
signalling and data protocols.

[U,IC-HP,R] Local area network traffic separation

C#549 3.9.5.19. Agencies should either physically or logically separate the IPT traffic from other
data traffic.
C#550 3.9.5.20. This paragraph is intentionally blank.

[U,IC-P,R] Internet Protocol phone setup
C#551 3.9.5.21. Agencies should:
a. configure Internet Protocol phones to authenticate themselves to the call controller
upon registration

b. disable phone auto-registration and only allow a whitelist of authorised devices to
access the network

c. block unauthorised devices by default

d. disable all unused functionality such as speakerphones, universal serial bus ports,
management interfaces etc.

C#552 3.9.5.22. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Call authentication and authorisation

C#553 3.9.5.23. Authentication and authorisation should be used for all actions on the IPT
network, including:

a. call setup
b. changing settings
c. checking voice mail.

C#554 3.9.5.24. An encrypted and non-replayable two-way authentication scheme should be used
for call authentication and authorisation.

C#555 3.9.5.25. Authentication should be enforced for:

a. registering a new phone
b. changing phone users
c. changing settings

d. accessing voice mail.
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C#556

C#557

C#558

Cit559

Guidance

G#142

G#143

G#144

G#145

G#146

G#147

[U,IC-HP,R] Phone to workstation connections

3.9.5.26. Agencies should not connect workstations to Internet Protocol phones unless the
workstation and/or the phone, as appropriate for the configuration, uses VLANs or similar
mechanisms to maintain separation between IPT and other data traffic.

3.9.5.27. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Lobby and shared area phones

3.9.5.28. Where an agency uses an Internet Protocol phone in a lobby or shared area they
should limit the phone’s:

a. ability to access data networks

b. functionality for voice mail and directory services.

[U,IC-HP,R-TS] Softphone usage

3.9.5.29. Agencies should not use software phones.

3.9.5.30. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Lobby and shared areas

3.9.5.31. Agencies are recommended to use traditional analog phones in lobby and
shared areas.

[U,1C-P,R] Softphone usage

3.9.5.32. Agencies using softphones are recommended to have separate dedicated network
interface cards on the host for IPT network access.

3.9.5.33. Agencies using softphones are recommended to install a host-based firewall on
workstations utilising softphones that only allows traffic to and from the minimum number
of Real-time Transport Protocol (RTP) ports required.

[U,IC-HP,R-TS] Workstations using softphones

3.9.5.34. Agencies are recommended to use access control software to control universal
serial bus ports on workstations using softphones by utilising the specific vendor and
product identifier of the authorised phone.

[U,IC-HP,R-TS] Risk reduction

3.9.5.35. Agencies are recommended to plan a risk reduction strategy for DoS attacks,
including:

a. how to diagnose the source of the denial of service

b. what actions can be taken to clear the denial of service condition

c. how voice capability could be maintained during an attack.
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G#148

Rationale

September 2008

3.9.5.36. A risk reduction strategy for DoS attacks may include monitoring and use of:

router and switch logging and flow data

S &

. packet captures

proxy and call manager logs and access control lists

a o

. IPT-aware firewalls and voice gateways
e. network redundancy

f. load balancing

g. PSTN failover.

Internet Protocol telephony

3.9.5.37. Voice data in an IPT network consists of Internet Protocol packets and should not
be treated any differently to other data. As such, in accordance with the principles of least-
privilege and security-in-depth, hardening can be applied to handsets, software, servers and
gateways. For example a Session Initiation Protocol server could:
* have a fully patched software and operating system

only required services running
+ use encrypted non-replayable authentication

+ apply network restrictions that only allow secure Session Initiation Protocol and secure
RTP traffic from phones on a VLAN to reach the server.

IPT gateways

3.9.5.38. The use of a voice-aware firewall ensures only voice traffic (e.g. signalling and data)
is allowed for a given call and that session state is maintained throughout the transaction.

Protecting IPT signalling and data

3.9.5.39. IPT voice and signalling data is more vulnerable to eavesdropping and can be easily
protected with encryption. This control helps protect against denial of service, man-in-the-
middle and call spoofing attacks made possible by inherent weaknesses in the IPT protocols.

3.9.5.40. When protecting IPT signalling and data, voice control signalling can be protected
using Transport Layer Security (TLS) and the ‘sips://’ identifier to force the encryption of all
legs of the connection. Similar protections are available for RTP and the Real-time Control
Protocol.

Local area network traffic separation

3.9.5.41. Availability and quality of service are the main drivers for logical and/or physical
separation.

Call authentication and authorisation

3.9.5.42. This control ensures server to the client and the client to the server authentication.
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Examples

Softphone usage

3.9.5.43. Softphones can introduce additional attack vectors into the network as they are
exposed to threats from the data network via the workstation and can subsequently be used
to gain access to the voice network.

3.9.5.44. Softphones typically require workstation to workstation communication on
(potentially) a number of randomly assigned ports to facilitate RTP data exchange. This
presents a risk as workstations generally should be separated using host-based firewalls that
deny all connections between workstations to make malicious code propagation inside the
network difficult.

Workstations using softphones

3.9.5.45. Adding softphones to a whitelist of allowed universal serial bus devices on a
workstation will assist with restricting access to only authorised devices, and allowing the
standard operating environment to maintain defences against removable media storage and
other unauthorised universal serial bus devices.

Risk reduction

3.9.5.46. Telephony is considered critical for any business and is therefore especially
vulnerable to a DoS attack. The guidance provided will assist in protecting against IPT DoS
attacks, signalling floods, established call teardown and RTP data floods.

3.9.5.47. A PROTECTED data network could have a PROTECTED IPT network run over it
with appropriate logical separation. The IPT network can connect to the UNCLASSIFIED
PSTN and staff members mould converse with external clients at the UNCLASSIFIED level
if there is appropriate education and a sufficient notification that an external call is being
made. Alternatively, internal staff members could communicate at the PROTECTED level
providing policy and controls were in place to ensure all voice data was contained within the
PROTECTED network.

3.9.5.48. An agency running a closed PROTECTED data network could have a number of
remote sites connected via the WAN. As each Internet connected WAN link is protected by
a virtual private network solution certified at Common Criteria Evaluation Assurance Level 2,
the agency could use an IPT network to connect to each of the remote sites.

PART 3 CHAPTER 9 - NETWORK SECURITY September 2008

3-158



Electronic mail

Principle

Obijective

Context

Risks
R#358

R#359

R#360

R#361

R#362

R#363

R#364

R#365

R#366

September 2008

3.9.6.1. Configuring email servers in a secure manner and enforcing protective markings can
be used to maintain the integrity of electronic mail infrastructure.

3.9.6.2. Appropriately hardening and configuring email servers and network infrastructure
processing electronic mail will ensure that the infrastructure is not exploited for
malicious purposes.

Scope

3.9.6.3. This section covers information on email infrastructure security.

Exceptions for receiving unmarked email messages

3.9.6.4. Where an agency receives unmarked non-government email as part of its business
practice the application of protective markings can be automated by a system.

Electronic mail

3.9.6.5. An attacker sends excessive amounts of email data to an agency email server,
causing a denial of service against the server.

3.9.6.6. An attacker sends an email that contains a malicious payload to an agency staff
member. The email gateway does not check the attachment for malicious code. The staff
member opens the email, resulting in workstation infection.

3.9.6.7. An attacker intercepts an agency email without transport encryption, resulting in
classified information being exposed.

3.9.6.8. An attacker spoofs an agency email address, causing the recipient to perform actions
as if the agency had sent the email.

3.9.6.9. An attacker sends an email via an alternate email gateway with poorly maintained
content filters, resulting in malicious code being delivered to an agency staff member.

3.9.6.10. A system forwards an email that contains a protective marking which exceeds
the classification of the path over which the email would be communicated, resulting in a
data spill.

3.9.6.11. A system accepts an email that contains a protective marking which exceeds the
classification of the system, resulting in a data spill on that system.

3.9.6.12. An agency does not quarantine outgoing email attachments it cannot scan,
resulting in classified information being released from the agency.

3.9.6.13. An agency does not quarantine incoming email attachments it cannot scan,
resulting in malicious code being delivered to an agency staff member.
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Controls

C#560

C#561

C#562

C#563

C#564

C#565

C#566

[U,IC-HP,R-TS] Email security documentation

3.9.6.14. Agencies must develop and maintain a set of email policies, plans and procedures,
derived from a risk assessment, covering topics such as:

integrity of the email’s content

c @

. authentication of the source

non-repudiation of the message

a o

. verification of delivery
e. confidentiality of the email’s content

f. retention of logs and/or the email’s content.

[U,IC-HP,R-TS] Blocking emails
3.9.6.15. Agencies should block:

a. inbound and outbound email, including any attachments, that contain:

1) malicious code

2) content in conflict with the agency’s email policy

3) content that cannot be identified

4) encrypted content, when that content cannot be inspected for malicious code or
authenticated as originating from a trusted source

b. emails addressed to internal email aliases with source addresses located from outside
the domain

c. all emails arriving via an external connection where the source address uses an internal
agency domain name.

[U,IC-HP,R-TS] Blocking of unmarked emails

3.9.6.16. Agencies should prevent system users from sending unmarked emails by blocking
the email at the workstation and/or the email server.

[U,IC-HP,R-TS] Blocking of outbound emails

3.9.6.17. Agencies must configure systems to block any outbound emails with a valid
protective marking indicating that the content of the email exceeds the classification of
the path over which the email would be communicated.

3.9.6.18. Agencies should configure systems to:
a. block any emails with missing or invalid markings

b. log every occurrence of a blocked email

c. notify the sender of any blocked emails.

[U,IC-HP,R-TS] Blocking of inbound emails

3.9.6.19. Agencies should configure email systems to reject and log inbound emails with
protective markings indicating that the content of the email exceeds the ICT security
accreditation of the receiving system.

[U,IC-HP,R-TS] Automatic forwarding of emails

3.9.6.20. Agencies must ensure that the requirements for blocking unmarked and outbound
emails are also applied to automatically forwarded emails.
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C#567

C#568

C#569
Ci#1570

C#571

C#572

Cit573

C#574
Guidance

G#149

G#150

G#151

G#152

September 2008

[U,IC-HP,R-TS] Email servers

3.9.6.21. Agencies should disable open email relaying so that email servers will only relay
messages destined for the agency’s domain(s) and those originating from within the domain.

[U,IC-HP,R-TS] Email server maintenance activities

3.9.6.22. Agencies should perform regular email server auditing, security reviews and
vulnerability analysis activities.

[U,IC-HP,R-TS] Centralised email gateway

3.9.6.23. Agencies should route email through a centralised gateway.

3.9.6.24. Where backup or alternative gateways are in place, additional gateways should be
maintained at the same standard as the primary gateway.

3.9.6.25. Where an agency has system users or systems that send email from outside the
agency’s network, a secure channel should be configured to allow email to be sent via the
centralised gateway.

[U,IC-HP,R-TS] Email server transport encryption

3.9.6.26. Agencies should enable opportunistic TLS encryption on incoming and outgoing
email connections on email servers.

[U,IC-HP,R-TS] Email server transport authentication

3.9.6.27. Agencies should implement TLS authentication between email servers where

significant volumes of information is passed via email to other agencies.

[U,IC-HP,R-TS] Sender Policy Framework

3.9.6.28. Agencies should implement the email Sender Policy Framework (SPF) following the
recommendations in request for comments (RFC) 4408.

[-—-] Blocking of outbound emails

3.9.6.29. Agencies may remove protective markings from emails destined for private citizens

and businesses once they have been approved for release from the agency’s gateway.

[U,IC-HP,R-TS] Blocking of inbound emails

3.9.6.30. Agencies are recommended to notify the intended recipient of any blocked emails.

[U,IC-HP,R-TS] Undeliverable messages

3.9.6.31. It is recommended that agencies only send undeliverable or bounce emails to
senders that can be verified via SPF or other trusted means.

[U,IC-HP,R-TS] DomainKeys Identified Mail

3.9.6.32. Agencies are recommended to use DomainKeys Identified Mail (DKIM) in
conjunction with SPF.
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G#153

G#154

Rationale

3.9.6.33. Agencies are recommended to consider verifying DKIM signatures on emails
received, taking into account that email distribution list software typically invalidates
DKIM signatures.

3.9.6.6.34. Where agencies operate email distribution list software that is used by external
senders, they are recommended to configure the software so that is does not break the
validity of the sender’s DKIM signature.

Blocking of outbound emails

3.9.6.35. Blocking an outbound email with a valid protective marking that indicates the email
exceeds the classification of the path over which it would be communicated, stops data spills
that could occur due to interception or storage of the email at any point along the path.

Blocking of inbound emails

3.9.6.36. Blocking an inbound email with a valid protective marking that indicates the email
or its attachment exceeds the classification the receiving system is accredited to process will
prevent a data spill from occurring on the receiving system.

Centralised email gateway

3.9.6.37. Without a centralised gateway it is exceptionally difficult do deploy SPF, DKIM and
outbound email protective markings verification.

3.9.6.38. Attackers will almost invariably avoid using the primary email server when sending
malicious emails. This is because the backup or alternative gateways are often poorly
maintained in terms of out-of-date blacklists and content filtering.

Email server transport encryption

3.9.6.39. Email can be intercepted anywhere between the originating email server and the
destination email server. Enabling TLS on the originating and accepting email server will
defeat passive attacks on the network, with the exception of cryptanalysis against email
traffic. TLS encryption between email servers will not interfere with email content filtering
schemes. Email servers will remain compatible with other email servers as RFC 3207
specifies the encryption as opportunistic.

Sender Policy Framework

3.9.6.40. SPF aids in the detection of spoofed email server address domains. The SPF record
specifies a list of Internet Protocol addresses and/or domains that are allowed to send

mail from a specific domain. If the email server that sent the email is not in the list, the
verification fails (there are a number of different fail types available).

3.9.6.41. Undeliverable or bounce emails are commonly sent by email servers to the original
sender when the email cannot be delivered, usually because the destination address is
invalid. Due to the common spamming practice of spoofing sender addresses, this often
results in a large amount of bounce emails being sent to an innocent third party. Only
sending bounces to senders that can be verified via SPF or other trusted means avoids
contributing to this problem and allows other government agencies and trusted parties

to receive legitimate bounce messages.
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Receiving unmarked emails

3.9.6.42. Blocking an unmarked email effectively stops the recipient from facilitating a data
spill due to uncertainty of the email classification.

DomainKeys Identified Mail

3.9.6.43. DKIM enables a method of determining spoofed email content. The DKIM record
specifies a public key that will sign the content of the message. If the signed digest in the
email header doesn’t match the signed content of the email the verification fails.

References  3.9.6.44. Further information on electronic mail security is available from the documents:

RFC 3207, SMTP service extension for secure SMTP over Transport Layer Security
RFC 4408, Sender Policy Framework

RFC 4686, Analysis of threats motivating DomainKeys Identified Mail

RFC 4871, DomainKeys Identified Mail signatures.

3.9.6.45. Further information on email server security can be obtained from NIST publication
SP 800-45 v2, Guidelines on electronic mail security.
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Intrusion detection and prevention

Principle 3.9.7.1. Intrusion detection and prevention can be achieved by the development of intrusion
detection strategies including the deployment of intrusion detection systems (IDSs) and
host-based anti-virus measures.

Obijective 3.9.7.2. The development of an intrusion detection strategy and deployment of IDSs will
assist in detecting, terminating and preventing subsequent intrusions into networks.

Context Scope
3.9.7.3. This section covers information relating to detection and prevention of malicious
code propagating through networks as well as the detection and prevention of unusual or
malicious activities.

Methods of infections or delivery
3.9.7.4. Malicious code can spread through a system from a number of sources including:
+ files containing macro viruses or worms
+email attachments and Web downloads with malicious active content
executable code in the form of applications
+ security weaknesses in a system or network
+ contact with an infected system or media.

Risks Intrusion detection and prevention

R#367 3.9.7.5. An agency deploys IDSs inappropriately or in an inappropriate location, resulting in
a false sense of security in their network.

R#368 3.9.7.6. An agency does not sufficiently monitor or maintain deployed IDSs, subsequently
failing to notice intrusion attempts.

R#369 3.9.7.7. An attacker implants a virus into a system with no protection mechanism present,
subsequently subverting the system.

R#370 3.9.7.8. A system user disables a host-based protection mechanism, allowing an attacker
to subvert the system.

R#371 3.9.7.9. An attacker infects a system by modifying a virus to bypass signature-based
detection mechanisms.

R#372 3.9.7.10. An attacker gains the ability to subvert a system by creating a virus to exploit
a recently released vulnerability that has not been patched by the owner of the system.
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Controls [U,IC-HPR] Intrusion detection strategy
C#575 3.9.7.11. Agencies should develop, implement and maintain an intrusion detection strategy,
based on the results of a risk assessment, that includes:
a. appropriate intrusion detection mechanisms, including network-based IDSs and
host-based IDSs as necessary
b. the audit analysis of event logs, including IDS logs
c. a periodic audit of intrusion detection procedures
d. ICT security awareness and training programs

e. a documented ICT security incident response procedure.

C#576 3.9.7.12. This paragraph is intentionally blank.

[U,IC-HP,R-TS] IDSs on Internet gateways

C#s577 3.9.7.13. Agencies should deploy IDSs in all gateways between the agency’s networks and
uncontrolled public networks.

[U,IC-HP,R-TS] Signature-based intrusion detection

C#578 3.9.7.14. When signature-based intrusion detection is used, agencies should keep the
signatures up to date.

[U,IC-HP,R-TS] Malicious code counter-measures
C#s79 3.9.7.15. Agencies must:
a. develop and maintain a set of policies, plans and procedures, derived from a risk
assessment, covering how to:

1) minimise the likelihood of malicious code being introduced into a system
2) prevent all unauthorised code from executing on an agency network
3) detect any malicious code installed on a system

b. make their system users aware of the agency’s policies, plans and procedures

c. ensure that all instances of detected malicious code outbreaks are handled according
to the procedures.

Guidance [U,IC-HP,R-TS] IDSs on Internet gateways

G#155 3.9.7.16. Agencies are recommended to locate IDSs within the gateway environment,
immediately inside the outermost firewall.
[U,IC-HP,R-TS] IDSs on other gateways

G#156 3.9.7.17. Agencies are recommended to deploy IDSs at all gateways between the agency’s
networks and any network not managed by the agency.
[U,IC-HP,R-TS] Configuring the IDS

G#157 3.9.7.18. In addition to agency defined configuration requirements, agencies are
recommended to ensure that IDSs located inside a firewall be configured to generate a log
entry, and an alert if desired, for any information flows that contravene any rule within the
firewall rule set.
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G#158

G#159

G#160

G#161

Rationale

[U,IC-HP,R-TS] Event management and correlation
3.9.7.19. Agencies are recommended to deploy tools for:

a. the management and archival of security event information

b. the correlation of events of interest across all agency networks.

[U,IC-HP,R-TS] Anti-virus scanners
3.9.7.20. Agencies are recommended to ensure that for all servers and workstations:

a. they install agency approved anti-virus scanners
b. that system users do not have the ability to disable the scanner
c. they check vendor virus pattern signatures for updates daily

d. they apply virus pattern signature updates as soon as possible after vendors make
them available

e. they regularly scan all disks.

[U,IC-HP,R-TS] Host-based IDSs

3.9.7.21. Agencies are recommended to install host-based IDSs on high risk servers.

[U,IC-HP,R-TS] Active content blocking

3.9.7.22. Agencies are recommended to use:

a. filters to block:

1) unwanted content
2) exploits against applications that cannot be patched

b. settings within the applications to disable unwanted functionality

c. digital signatures to restrict active content to trusted sources only.

IDSs on Internet gateways and other gateways

3.9.7.23. If the firewall is configured to block all traffic on a particular range of port numbers,
then the IDS should inspect traffic for these port numbers and alert if they are detected.

Malicious code counter-measures

3.9.7.24. Implementing policies and procedures for preventing and dealing with malicious
code outbreaks that enables agencies to provide consistent incident response, as well

as giving clear directions to system users about what to do in the case of an ICT

security incident.

Anti-virus scanners

3.9.7.25. Anti-virus scanners, while important, can be defeated by malicious code that has yet
to be identified by anti-virus vendors. This can include targeted attacks, where a new virus

is engineered or an existing one modified to defeat the signature-based detection schemes
used by most anti-virus scanners.

3.9.7.26. The use of anti-virus scanners, while adding value to the defence of workstations,
cannot be relied solely upon to protect the workstation. As such agencies can deploy
appropriately hardened standard operating environments to assist with the protection

of workstations against a broader range of risks.
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Host-based IDSs

3.9.7.27. Host-based IDSs use behaviour-based detection schemes and can therefore detect
malicious code that has yet to be identified by anti-virus vendors.

Active content blocking

3.9.7.28. Filtering unnecessary content and disabling unwanted functionality reduces the
number of possible entry points that an attacker can exploit.

References  3.9.7.29. Additional information relating to intrusion detection and audit analysis is
contained in:

+ AS/NZS ISO/IEC 27001:2005, A.15.3, Information systems audit considerations

* HB 171:2003, Guidelines for the management of IT evidence.
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Access and event logging

Principle 3.9.8.1. Event logging is to be correctly configured in order to provide a sufficient level of
detail on actions conducted on a system. Additionally, logged information needs to be
stored appropriately.

Obijective 3.9.8.2. Appropriate access and event logging allows for more accurate and effective auditing
to be conducted upon a system.

Context Scope
3.9.8.3. This section covers information covering the automatic logging of information
relating to network activities. Information regarding manual logging of system management
activities can be found in the Privileged access section of this manual.

Risks Access and event logging

R#373 3.9.8.4. A system user with a privileged account on a system abuses the use of their
privileges, breaching the agency’s ICT security policy.

R#374 3.9.8.5. A legitimate system user intentionally or inadvertently violates their ICT security
policy, reducing the security posture of the system.

R#375 3.9.8.6. A system user performs a malicious act on a system, which goes undetected and
unhindered, leading to unauthorised information leakage or damage to the system or data
it contains.

R#376 3.9.8.7. An attacker performs an ICT security breach of a system that cannot be properly
investigated due to a lack of sufficient event logging.

R#377 3.9.8.8. An attacker modifies event logs to cover their actions, resulting in their presence
remaining undetected or the full extent of their actions never being discovered.

R#378 3.9.8.9. A privileged user with malicious intent modifies event logs in order to hide abuse
of those privileges, resulting in the abuse remaining undetected.

Controls [U,IC-HP,R-TS] Logging requirements

C#580 3.9.8.10. Agencies must develop and document logging requirements reflecting the
overall audit objectives derived from their ICT security policy and security risk management
plan, covering:

a. the logging facility, including:
1) log server availability requirements
2) the reliable delivery of log information to the log server
b. the list of events associated with a system or software component to be logged
c. event log protection and archival requirements.
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C#3581

C#582
C#583
C#584

C#585

C#586

C#587

September 2008

[U,IC-HP,R-TS] Event logs for software components

3.9.8.11. The types of events and information to be recorded should be based on a
risk assessment.

3.9.8.12. This paragraph is intentionally blank.
3.9.8.13. This paragraph is intentionally blank.
3.9.8.14. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Event log facility

3.9.8.15. For each event identified as needing to be logged, agencies must ensure that the
log facility records at least the following details, where applicable:

a.
b.
c. event description
d.

e.
f.

[U,IC-HP,R-TS] Event log protection and archival

date and time of the event

relevant system user(s) or process

success or failure of the event
event source (e.g. application name)

terminal location/identification.

3.9.8.16. Event logs must be:

a. protected from modification and unauthorised access

b. archived and retained for future access

c. protected from whole or partial loss within the defined retention period.

3.9.8.17. This paragraph is intentionally blank.
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Guidance

[U,IC-HP,R-TS] Event logs for software components

G#162 3.9.8.18. Agencies are recommended to log the events listed in the table below for specific
software components:
Database + System user access to the database.
Attempted access that is denied.
Changes to system user roles or database rights.
Addition of new system users, especially privileged users.
Modifications to the data.
Modifications to the format of the database.
Email system + All email sent to an external system.
Multilevel network + Downgrade of classification of data.
* Any attempt to release data to a system with a lower classification.
Network/operating system  + Successful and failed attempts to logon and logoff.
Changes to system administrator and system user accounts.
+ Failed attempts to access data and system resources.
Attempts to use special privileges.
* Use of special privileges.
System user or group management.
+ Changes to the security policy.
Service failures and restarts.
+ System startup and shutdown.
Changes to system configuration data.
Access to sensitive data and processes.
Data export operations.
Web application + System user access to the Web application.
Attempted access that is denied.
System user access to the Web documents.
Search engine queries initiated by system users.
[U,IC-HP,R-TS] Event log facility
G#163 3.9.8.19. Agencies are recommended to establish an accurate time source and use it
consistently throughout their systems to assist with the correlation of logged events across
multiple systems.
[U,IC-HP,R-TS] Event log protection and archival
G#164 3.9.8.20. Agencies are recommended to ensure that:
a. systems are configured to save event logs to a separate secure log server
b. event log data be archived in a manner that maintains its integrity.
G#165 3.9.8.21. Agencies are recommended to seek advice to determine if their access and event
logs are subject to the Archives Act 1983.
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Rationale

References

September 2008

Access and event logging

3.9.8.22. Event logging can help raise the security posture of a system by increasing the
accountability for all system user actions.

3.9.8.23. Event logging can increase the chances that malicious behaviour will be detected
by logging the actions of a malicious party.

3.9.8.24. Well configured event logging allows for easier and more effective auditing if an
ICT security incident occurs.

Logging requirements

3.9.8.25. Identifying logging requirements based on a risk assessment ensures that important
system components are properly identified and necessary security measures, event logging
in this case, are applied.

Event log facility

3.9.8.26. The act of logging events is not enough in itself. For each event logged, sufficient
detail needs to be recorded in order for the logs to be useful when reviewed.

Event log protection and archival

3.9.8.27. Effective log protection and storage (possibly involving the use of a dedicated event
logging server) will help ensure the integrity and availability of the collected logs when they
are audited.

3.9.8.28. Additional information relating to event logging is contained in
AS/NZS ISO/IEC 27001:2005, A.10.10, Monitoring.
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Multifunction devices

Principle

Obijective

Context

Risks
R#379

R#380

Controls

C#588

C#589

C#590

3.9.9.1. Networked multifunction devices (MFDs) can be prevented from spilling information
onto an attached network by controlling their usage based on the ICT security accreditation
of the attached network.

3.9.9.2. Ensuring staff members are aware of the classification of information that a MFD
can process, as well as implementing appropriate usage controls, will ensure a classified data
spill does not occur on an attached network.

Scope

3.9.9.3. This section covers information on multifunction devices that communicate
information over computer networks. Information on multifunction devices communicating
information over telephone networks can be found in the Fax and multifunction devices
section of this manual.

3.9.9.4. Additional information on the lifecycle of a MFD including selecting, acquiring,
installing, configuring, classifying, maintaining, repairing, sanitising and disposal can be
found in the Product security chapter of this manual.

Multifunction devices
3.9.9.5. A system user assumes that, because the capability exists, it is acceptable to fax
a classified document from their workstation.

3.9.9.6. A staff member scans classified information on a MFD and sends it across an
attached network that is accredited at a lower level than that of the scanned document
resulting in a data spill.

[U,IC-HP,R-TS] Policies, plans and procedures

3.9.9.7. Agencies deploying MFDs must develop a set of policies, plans and procedures
governing the use of the equipment.

[U,IC-HP,R-TS] Copying documents on networked MFDs

3.9.9.8. Agencies must not permit network connected MFDs to be used to copy documents
classified above the level of the connected network.

[U,IC-HP,R-TS] Communicating information using networked MFDs

3.9.9.9. Where network connected MFDs have the ability to communicate information via

a gateway to another network, agencies must ensure that:

a. each MFD applies user identification, authentication and audit functions for all
information communicated by system users from that device

b. these mechanisms are of similar strength to those specified for workstations on that
network

c. the gateway can identify and filter the information in accordance with the requirements
for the export of data.
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Rationale

September 2008

Copying documents on networked MFDs

3.9.9.10. As networked MFDs are capable of sending scanned or copied documents across
a connected network, staff members need to be aware that if they scan or copy documents
at a level higher than that of the network the device is connected to they could be causing
a classified data spill onto the connected network.

Communicating information using networked MFDs

3.9.9.11. As network connected MFDs are considered to be device that resides on a computer
network they need to be able to process the same level of information that the network is
capable of processing.
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Peripheral switches

Principle 3.9.10.1. Peripheral switches of appropriate assurance levels can prevent unintended
connections occurring when connecting two systems to a peripheral switch.

Objective 3.9.10.2. Peripheral switches with higher levels of assurance have undergone more scrutiny
and testing to ensure they do not leak information between connected systems.

Context Scope

3.9.10.3. This section covers information relating specifically to the use of keyboard/video/
mouse switches.

Peripheral switches with more than two connections

3.9.10.4. If the peripheral switch has more than two systems connected then the level of
assurance needed is determined by the highest and lowest of the classifications involved.

Risks Peripheral switches

R#381 3.9.10.5. Classified information is communicated between systems connected to a peripheral
switch, resulting in a data spillage onto the less classified system.

Controls [-,P,R] Assurance requirements

C#591 3.9.10.6. Agencies accessing a protected or restricted network and an unclassified network
via a peripheral switch should use an evaluated product with an Evaluation Assurance
Level (EAL) of EAL2.

C#592 3.9.10.7. This paragraph is intentionally blank.
C#593 3.9.10.8. This paragraph is intentionally blank.

[-,1C-HP,R-TS] Assurance requirements

C#594 3.9.10.9. Agencies accessing a network containing Australian Eyes Only or Australian
Government Access Only information and a network of the same classification that is not
accredited to process the same caveat should use an evaluated product with an EAL2 level
of assurance.

Guidance [-,1C-P,R] Assurance requirements

G#166 3.9.10.10. Agencies accessing a classified network and a less classified or unclassified
network via a peripheral switch are recommended to use an evaluated product with
an EAL2 level of assurance as indicated in the table below.

I R T N
IC

EAL2 EAL2
R EAL2
P EAL2 EAL2
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Rationale Peripheral switches

3.9.10.11. Using the highest and lowest of the system classifications involved to determine
the assurance level ensures the most stringent assurance level is used.
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Gateway security

Cross domain solutions

Principle

Obijective

Context

September 2008

3.10.1.1. Cross domain solutions (CDSs) can be used in a secure manner by understanding
security risks involved in using the technology and applying appropriate risk reduction
strategies to protect all connected domains.

3.10.1.2. By ensuring appropriate security mechanisms are implemented agencies can utilise
the operational benefits of CDS technology.

Scope

3.10.1.3. This section covers information on CDSs implemented by software mechanisms.
Physical and hardware mechanisms that provide CDS functionality (e.g. peripheral switches,
diodes and physical data transfer) are not included as they are covered in other sections of
this manual.

3.10.1.4. Additional information relating to topics covered in this section can be found in the
following sections of this manual:
* Accreditation fundamentals
* ICT security audits
Servers and server rooms
+ Workstations
* Network infrastructure
Identification and authentication
+  Gateways

*+ Access and event logging.

Types of cross domain solutions

3.10.1.5. The types of CDSs that can be deployed are access CDS, multilevel CDS and
transfer CDS. Definitions for these terms can be found in the glossary of this manual along
with those for cross domain solutions, domain owner and security domain.

Gateway controls and guidance

3.10.1.6. The requirements in this manual for gateways apply to all connections between
domains and the CDS.

Logging and auditing controls and guidance

3.10.1.7. The requirements in this manual for event logging, user logs, system management
logs and auditing apply to the CDS and the connected domains.
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Certification and accreditation of CDS

3.10.1.8. The requirements in this manual for information and communications technology
(ICT) security accreditation and gateway certification apply to the CDS and the connected
domains.

Applying the controls

3.10.1.9. For the purposes of this section, the CDS assumes the highest classification of the
connected domains.

Risks Cross domain solutions

R#382 3.10.1.10. An attacker communicates malicious code to the CDS that releases unauthorised
data from a higher security domain and/or grants greater access to the CDS functions.

R#383 3.10.1.11. A domain connected through the CDS is also connected through another CDS to
a further domain (in a cascaded connection) that:
a. exposes vulnerabilities in the first CDS network
b. increases the opportunity for malicious attack
c. increases the likelihood of unauthorised release of data from a higher security domain.

R#384 3.10.1.12. An attacker sends manipulated packets to the CDS to release unauthorised data
from a higher security domain.

R#385 3.10.1.13. This paragraph is intentionally blank.

R#386 3.10.1.14. An attacker hides unauthorised data within legitimate data to release the
unauthorised data from a higher security domain.

R#387 3.10.1.15. An attacker masquerades unauthorised data as legitimate data to release the
unauthorised data from a higher security domain.

R#388 3.10.1.16. An attacker releases unauthorised data from a higher security domain through
the aggregation of legitimate data.

R#389 3.10.1.17. An attacker hides malicious code within legitimate data to attack the CDS.

R#390 3.10.1.18. An attacker masquerades malicious code as legitimate data to launch an attack
on the CDS.

R#391 3.10.1.19. This paragraph is intentionally blank.

R#392 3.10.1.20. An attacker gains unauthorised control of the CDS and invokes a data spill from
a higher security domain.

R#393 3.10.1.21. An attacker modifies CDS hardware and/or software, allowing uncontrolled data
transfer between domains.

R#394 3.10.1.22. An attacker gains access to the CDS over a domain network and reconfigures the
filter and/or network architecture to launch an attack.

R#395 3.10.1.23. An attacker gains access to the CDS administration network and reconfigures the
filter and/or network architecture to introduce vulnerabilities.

R#396 3.10.1.24. An attacker exploits native access to the CDS administration processes to
reconfigure the filter and/or network architecture to make it less secure.
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R#397 3.10.1.25. An attacker or system user labels data with an inappropriate security marking,
causing unauthorised data release from a higher security domain.

R#398 3.10.1.26. An attacker compromises an automatic labelling mechanism that causes data to
be labelled with inappropriate security markings and invokes a data spill from a higher
security domain.

R#399 3.10.1.27. An attacker exploits poor quarantine measures in the CDS hardware and/or
software to transfer malicious code between domains.

R# 400 3.10.1.28. A developer accidentally or deliberately introduces a vulnerability to the
CDS hardware and/or software that invokes a data spill from a higher security domain.

R#401 3.10.1.29. A developer accidentally or deliberately introduces a vulnerability to the
CDS hardware and/or software that gives an attacker greater access to the CDS.

R# 402 3.10.1.30. This paragraph is intentionally blank.
R#403 3.10.1.31. This paragraph is intentionally blank.
R# 404 3.10.1.32. An administrator accidentally misconfigures the CDS accounts and compromises

system user access to the domains.

R# 405 3.10.1.33. A system user accidentally misconfigures a CDS account and compromises access
to the domains.

R#406 3.10.1.34. The CDS hardware is accidentally installed incorrectly and compromises system
user access to the domains.

R#407 3.10.1.35. The CDS application and/or operating system software is accidentally
misconfigured and compromises system user access to the domains.

R# 408 3.10.1.36. An attacker installs network monitoring software on the CDS and captures
unauthorised data as it is processed.

R#409 3.10.1.37. An attacker uses network monitoring software on a domain network to capture
unauthorised data at the CDS interfaces.

R#410 3.10.1.38. This paragraph is intentionally blank.

R#411 3.10.1.39. An attacker flooding the data channels to the CDS causes a Denial-of-Service
(DoS) attack.

R#412 3.10.1.40. An attacker sends malformed data packets to the CDS and causes a DoS attack.

R#413 3.10.1.41. The CDS has inadequate backup and restore mechanisms and a routine fault
causes a DoS attack.

R#414 3.10.1.42. A system user of an access CDS or multilevel CDS accidentally enters higher
security information on a lower security domain interface.

R#415 3.10.1.43. An attacker masquerades as an authorised higher security domain system user
within a multilevel CDS to obtain unauthorised data.

Controls [U,IC-HP,R-TS] Applying the controls
C#595 3.10.1.44. Agencies must apply controls for the highest classified domain connected to
the CDS.
C#596 3.10.1.45. This paragraph is intentionally blank.
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C#597 3.10.1.46. This paragraph is intentionally blank.
[U,IC-HP,R-TS] Security risk assessment

C#598 3.10.1.47. Agencies must perform a security risk assessment on the specific CDS installation
network and configuration prior to implementing a CDS.

C#599 3.10.1.48. Agencies must consider the specific threats to Australian Eyes Only (AUSTEO),
Australian Government Access Only (AGAQ) and other caveated (e.g. communities of
interest) information when considering a CDS and in the security risk assessment.
[U,IC-P,R] Risk reduction

C#600 3.10.1.49. Agencies should seek to reduce risks resulting from the security risk assessment.

C#601 3.10.1.50. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Risk transfer

C#602 3.10.1.51. All domain owners connected through the CDS must understand and accept the
structure and security risks of the other domains.

C#603 3.10.1.52. All domain owners connected through the CDS should:

a. obtain certification and accreditation details of the other system owners
b. review the details to determine the security characteristics of the domain
c. identify any additional security controls necessary to effectively manage the connection.

C#604 3.10.1.53. All domain owners connected through the CDS must understand and accept
all security risks associated with cascaded connections in other domains to at least one
connection removed (e.g. domain A could connect to domain B through the CDS under
consideration while domain B is also connected to domain C through another connection).

C#605 3.10.1.54. All domain owners connected through the CDS must accept any unmitigated risks
of the CDS or CDS network.

C#606 3.10.1.55. Agencies must consider the nationality requirements placed on AUSTEO and
AGAO caveats when accepting connections to other domains.

[U,1C-HP,R-C] Information stakeholders

C#607 3.10.1.56. Once connectivity is established, domain owners should become information
stakeholders for all connected domains.

C#608 3.10.1.57. This paragraph is intentionally blank.

[U,IC-HP,R-C] User training

C#609 3.10.1.58. All system users should be trained on the secure use and risks of the CDS before
being granted access.

C#610 3.10.1.59. This paragraph is intentionally blank.

[U,IC-HP,R-TS] CDS administration

C#611 3.10.1.60. Agencies must limit access to CDS administration functions to a small group
of trusted staff members.
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C#612 3.10.1.61. Agencies must ensure that administrators are fully trained to manage the CDS.

C#613 3.10.1.62. Agencies must ensure that all system administrators of a CDS that processes
AUSTEO or AGAO information meet the nationality requirements for these caveats.
[U,IC-P,R] CDS administration

C#614 3.10.1.63. Agencies should not administer the CDS from domain networks.

C#615 3.10.1.64. This paragraph is intentionally blank.

[U,IC-HP,R-C] CDS administration

C#616 3.10.1.65. Agencies should separate roles for CDS configuration (e.g. separate network and
security policy configuration roles).

Ci#617 3.10.1.66. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Physical protection
C#618 3.10.1.67. Agencies must afford workstations, servers and communications equipment the

level of protection specified for the most sensitive information they will have access to.

[U,IC-HP,R-TS] User authentication

C#619 3.10.1.68. Agencies must authenticate system users to all classified domain networks
accessed through a CDS.

C#620 3.10.1.69. Agencies must ensure that the use of the CDS is limited to authorised
system users.

C#621 3.10.1.70. Agencies must provide a mechanism to identify system users by nationality and
protect caveated information, such as AUSTEO and AGAO, from system users who don’t
meet the requirements for these caveats.

[U,IC-HP,R-TS] Hardware authentication

C#622 3.10.1.71. Agencies should authenticate hardware (e.g. by media access control address)
to domain networks accessed through a CDS.

[U,IC-HP,R-TS] Configuration control

C#623 3.10.1.72. Agencies must have the CDS recertified after any security relevant changes
are made.

[U,IC-HP,R-C] Configuration control
C#624 3.10.1.73. Agencies should limit changes to the CDS after installation.

C#625 3.10.1.74. This paragraph is intentionally blank.

Guidance [U,IC-HP,R-TS] User authentication

G#167 3.10.1.75. Agencies are recommended to use multi-factor authentication for access to
domain networks and the CDS.
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[U,IC-P,R] Product selection

G#168 3.10.1.76. Agencies are recommended to consult with DSD on the security and applicability
of a proposed CDS.

Rationale DSD consultation on CDS technology

3.10.1.77. A large number of CDS risks relate to the CDS technology. Through consulting
with DSD on the security and application of a CDS, agencies will have a full picture of the
risk for the CDS technology. This will assist in understanding the risks of the CDS network
and implementing appropriate risk reduction measures.

CDS network architecture

3.10.1.78. A CDS is part of a network architecture and as such security risks in the connected
domain networks also exist for the CDS. These risks are managed through implementation
of the requirements identified in this manual.

Transferring risk across agency boundaries

3.10.1.79. A CDS could connect networks with different domain owners including across
agency boundaries. As a result, all domain owners must understand and accept the risks
of all other networks before a CDS is implemented. The domain owners also become
stakeholders of the information in all the connected domains to maintain visibility of any
changes in the level of risk of the networks.

Installed configuration of the CDS

3.10.1.80. Not all risks in the CDS network can be reduced by the CDS technology

and therefore require reduction by the agency during implementation. Additionally,
vulnerabilities can be introduced if CDS are not installed and configured securely.
Independent assessment of the installed configuration will assess both these measures.

3.10.1.81. This paragraph is intentionally blank.

Role separation

3.10.1.82. Application of role separation in administration activities protect against risks
posed by a malicious system user with extensive access to the CDS.

User and workstation authentication

3.10.1.83. Authentication to domain networks and CDS reduce the risk of unauthorised
access and provide audit capability to support the investigation of ICT security incidents.

Hiding versus. masquerading information

3.10.1.84. Hiding and masquerading unauthorised information or malicious code within
legitimate data differ, as hiding involves embedding the unauthorised content in the
legitimate data while masquerading does not involve any legitimate data but rather makes
the unauthorised content appear to be legitimate.
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Gateways

Principle 3.10.2.1. Gateways connecting agency networks to other agency networks, or to uncontrolled
public networks, need appropriate protection for connected networks, data flow controls,
physical protection and management by the appropriate information owners.

Objective 3.10.2.2. The deployment of a controlled gateway can be used to ensure that only allowable
information is transferred between the gateway and the connected networks. This can be
used to preserve need-to-know requirements and to prevent malicious activities propagating
from one network connected to another.

Context Scope

3.10.2.3. This section covers information on all types of gateways. It is tailored towards
discrete products, such as firewalls and diodes, which create a gateway connection.

3.10.2.4. Specific information on software-based gateways that combine many functions of
the discrete components can be found in the Cross domain solutions section of this manual.

Deploying gateways

3.10.2.5. While this section provides a baseline for agencies deploying gateways,
they will need to consult additional sections of this manual depending on the type of
gateway deployed.

3.10.2.6. For network devices used to control data flow in bi-directional gateways the
Firewalls section of this manual will need to be consulted while the Diodes section will need
to be consulted for one-way gateways. Additionally, for both types of gateways the Data
import and Data export sections will need to be consulted for requirements on appropriately
controlling data flows.

3.10.2.7. The requirements in this manual for content filtering, data import and data export
apply to all types of gateways.

3.10.2.8. This paragraph is intentionally blank.

3.10.2.9. This paragraph is intentionally blank.

Risks Gateways

R#416 3.10.2.10. The owner of the lesser classified network managing shared components in a
gateway, being unaware of the proper configuration to appropriately control data flow from
the higher classified network, causes a data spill.

R#417 3.10.2.11. A staff member maliciously or inadvertently interferes with a gateway component,
stopping all data from flowing across the gateway.

R#418 3.10.2.12. An attacker installs a device on the gateway to gain unauthorised access to
classified data.

R#419 3.10.2.13. An attacker bypasses gateway controls by using an alternative communications
route to access an agency network.

R#420 3.10.2.14. An attacker attempts network intrusion over a period of time, which goes
undetected, leading to eventual subversion of the agency network.
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R#421 3.10.2.15. An agency incorrectly configures a gateway, allowing data from a higher classified
network to flow to a network of lesser classification, resulting in a data spill.

R#422 3.10.2.16. An agency fails to appropriately filter communications across a message gateway,
allowing unauthorised access to sensitive information.

R#423 3.10.2.17. An agency cascading connections to form a path between networks fails to
address the assurance requirements of the whole path, resulting in data from the most
highly classified network spilling onto the least classified network.

R#424 3.10.2.18. An attacker subverts security in a network that is externally accessible and
subsequently uses this unauthorised level of access to launch further attacks against the
internal networks.

Controls

C#626 3.10.2.19. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Gateways involving cascaded connections

C#627 3.10.2.20. When agencies have cascaded connections between networks involving multiple
gateways they must ensure that the assurance levels specified for network devices between
the lowest and highest classified networks are met by at least one of the gateways within the
cascaded connection.

[U,IC-HP,R-TS] Gateways
C#628 3.10.2.21. Agencies must ensure that:
a. all agency networks are protected from other networks by gateways
b. all gateways contain an appropriate network device to control data flow
c. all data flows are appropriately controlled
d. all gateway components are physically located within an appropriately secured server
room.

C#629 3.10.2.22. For gateways between networks of different classifications, any shared
components must be managed by the information owners of the more highly
classified network.

[U,IC,R] Gateways
C#630 3.10.2.23. Agencies should ensure that gateways:
a. are the only communications paths into and out of internal networks
b. by default, deny all connections into and out of the network
c. allow only explicitly authorised connections
d. are managed via a secure path isolated from all connected networks
e. provide sufficient audit capability to detect gateway security breaches and attempted
network intrusions
f. provide real-time alarms.
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C#631

C#632
C#633
C#634
C#635
C#636

C#637

Guidance

G#169
G#170

Rationale

Gateways

September 2008

[-,P-HP,C-TS] Gateways
3.10.2.24. Agencies must ensure that gateways:

. are the only communications paths into and out of internal networks

a
b. by default, deny all connections into and out of the network

o

allow only explicitly authorised connections
d. are managed via a secure path isolated from all connected networks

e. provide sufficient audit capability to detect gateway security breaches and attempted
network intrusions

f. provide real-time alarms.

3.10.2.25. This paragraph is intentionally blank.
3.10.2.26. This paragraph is intentionally blank.
3.10.2.27. This paragraph is intentionally blank.
3.10.2.28. This paragraph is intentionally blank.

3.10.2.29. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Demilitarised zones

3.10.2.30. Agencies should use demilitarised zones to separate externally accessible systems,
such as Web servers, from both uncontrolled public networks and internal networks.

3.10.2.31. This paragraph is intentionally blank.

3.10.2.32. This paragraph is intentionally blank.

Gateways involving cascaded connections

3.10.2.33. Protecting a cascaded connection path with the minimum assurance requirement
of a direct connection between the most and least classified networks ensures the
appropriate level of assurance to reduce the risks of the extended connection.

3.10.2.34. Physically locating all gateway components inside a server room will reduce the
risk of unauthorised access to the device.

3.10.2.35. Requiring the owner of the higher classification of connected networks to manage
any shared gateway components ensures the appropriate knowledge of information handling
requirements.

3.10.2.36. Providing a sufficient audit capability will help to detect gateway security breaches
and attempted network intrusions, allowing the agency to take appropriate measures to
reduce the risk of future attempts.

3.10.2.37. Providing real-time alarms will allow network security staff members to halt ICT
security breaches and network intrusions as they occur.

3.10.2.38. This paragraph is intentionally blank.
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Examples 3.10.2.39. An agency has an X-IN-CONFIDENCE internal network with a gateway to the
Internet, labelled as gateway A in the diagram below. Within the internal network is a
protected enclave, PROTECTED from the X-IN-CONFIDENCE network by gateway B.
Gateway A needs an EAL2 firewall as a minimum. Gateway B needs an EAL3 firewall as a
minimum. However, a direct connection between a PROTECTED network and the Internet
would need an EAL4 firewall, therefore a firewall of this assurance level must be included at
either gateway A or gateway B.

X-IN-CONFIDENCE
Network

* PROTECTED
Gateway A Gateway B OTEC

- Enclave
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Firewalls

Principle

Obijective

Context

Risks
R#425

R#426

Controls

C#638

September 2008

3.10.3.1. The protection of networks connected to a bi-directional gateway can be achieved
through the use of firewalls and traffic flow filters.

3.10.3.2. Firewalls with higher levels of assurance gained through formal evaluation
processes have demonstrated a greater capacity to protect connected networks and to
control data flow through a bi-directional gateway.

Scope

3.10.3.3. This section covers information relating to filtering requirements for bi-direction
gateways between networks of allowable classification levels achieved through discrete
components.

3.10.3.4. This paragraph is intentionally blank.

3.10.3.5. When a control specifies a requirement for a diode or filter the appropriate
information can be found within the Diodes and Content filter sections of this chapter.
Additional information that also applies to topics covered in the section can be found
in the Gateways, Data import and Data export sections of this chapter.

Inter-connecting networks within an agency

3.10.3.6. When connecting networks accredited to the same classification and a set of
caveats within an agency the requirements of this section do not apply.

3.10.3.7. When connecting networks accredited with different classifications or caveats
within an agency the information in this section still applies.

Firewalls

3.10.3.8. An attacker on a less secure network (e.g. the Internet) launches a malicious attack
on a more sensitive network that results in a data spill or denial of service.

3.10.3.9. An agency deploys a firewall that provides an inappropriate level of assurance
for the classification of the networks that it connects to resulting in unintended network
traffic flow.

[U,IC-HP,R-TS] Selecting a traffic flow filter

3.10.3.10. When selecting a traffic flow filter, agencies should use one or more of the
following, in the order of preference as shown:

a. a firewall
b. a proxy
or

c. arouter with appropriate access control lists configured.
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[U,IC-P,R] Firewall assurance levels

C#639 3.10.3.11. Agencies must use devices that meet the minimum requirement and/or evaluated

assurance level (EAL) as shown in the following table.
Is connected to a network that is Your gateway requires

UNCLASSIFIED * UNCLASSIFIED a traffic flow filter
non-national security
or
national security

X-IN-CONFIDENCE -+ UNCLASSIFIED an EAL2 firewall
non-national security a traffic flow filter
or

+ national security

RESTRICTED + UNCLASSIFIED an EAL2 firewall
or
X-IN-CONFIDENCE
PROTECTED a traffic flow filter
HIGHLY PROTECTED
or

+ national security

PROTECTED + UNCLASSIFIED an EAL4 firewall
X-IN-CONFIDENCE an EAL3 firewall
or
RESTRICTED
PROTECTED an EAL2 firewall
HIGHLY PROTECTED an EAL1 firewall
CONFIDENTIAL
SECRET
or
TOP SECRET

C#640 3.10.3.12. This paragraph is intentionally blank.

[-,IC-HP,R-TS] Firewall assurance levels for AUSTEO and AGAO networks

C#641 3.10.3.13. Agencies must use a firewall of at least an EAL4 assurance level between an
AUSTEO or AGAO network and a foreign network in addition to the minimum assurance
levels for firewalls between networks of different classifications.

C#642 3.10.3.14. Agencies should use a firewall of at least an EAL2 assurance level between an
AUSTEO or AGAO network and another Australian controlled network in addition to the
minimum assurance levels for firewalls between networks of different classifications.
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Guidance [U,IC-HP,R-TS] Connecting networks within an agency

G#171 3.10.3.15. If connecting networks within an agency that have the same classification and are
accredited for the same set of caveats, no gateway controls are mandated, however agencies
are recommended to use at least a traffic flow filter.

Rationale Firewall assurance levels

3.10.3.16. A firewall provides greater degree of control over filtering requirements than
a proxy, which provides greater degree of control than a router.

3.10.3.17. Using firewalls of higher assurance levels for higher classified networks provides
an appropriate level of assurance to agencies that the specified security functionality of the
product will operate as claimed.

3.10.3.18. Data transfer controls will help to manage data flow from both the exporting and
importing network’s perspective.

Examples 3.10.3.19. A gateway exists between an agency’s X-IN-CONFIDENCE network and another
agency’s PROTECTED network. Since the PROTECTED network is relatively secure, the
owner of the X-IN-CONFIDENCE network needs only a traffic flow filter to control the
flow of data from it into the PROTECTED network. The other agency however, needs
an EAL3 firewall to control data flowing into its PROTECTED network from the
X-IN-CONFIDENCE network.

X-IN-CONFIDENCE Network PROTECTED Network

Gateway with Gateway with
Traffic Filter EAL3 Firewall
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Diodes

Principle 3.10.4.1. The prevention of information spills from a more sensitive network connected to
a less sensitive network via a one-way gateway can be achieved through the use of diodes.

Obijective 3.10.4.2. Diodes with higher levels of assurance gained through formal evaluation processes
have demonstrated a greater capacity to protect connected networks and to control data flow
through a one-way gateway.

Context Scope
3.10.4.3. This section covers information relating to filtering requirements for one-way
gateways used to facilitate data transfers. Additional information that also applies to topics
covered in the section can be found in the Gateways, Content filtering, Data import and Data
export sections of this chapter.

Risks Diodes

R#427 3.10.4.4. An attacker communicates malicious code to the more highly classified network
that releases unauthorised data to the less sensitive network.

R#428 3.10.4.5. An agency deploys a diode that does not give an appropriate level of assurance
for the classification of the networks that it connects to resulting in unintended network
traffic flow.

Controls [U,IC-P,R] Assurance requirements

C#643 3.10.4.6. For controlling the data flow of one-way gateways of different classifications,
where the highest classification is PROTECTED or RESTRICTED, agencies should use
a diode evaluated to at least an EAL2 assurance level.

C#644 3.10.4.7. This paragraph is intentionally blank.

C#645 3.10.4.8. This paragraph is intentionally blank.

[-,1C-HP,R-TS] Diode assurance levels for AUSTEO and AGAO networks

C#646 3.10.4.9. Agencies must use a diode of at least an EAL4 assurance level between an AUSTEO
or AGAO network and a foreign network in addition to the minimum assurance levels for
diodes between networks of different classifications.

Ci#647 3.10.4.10. Agencies should use a diode of at least an EAL2 assurance level between an
AUSTEO or AGAO network and another Australian controlled network in addition to the
minimum assurance levels for diodes between networks of different classifications.
[U,IC-HP,R-TS] Volume checking

C#648 3.10.4.11. Agencies deploying a diode to control data flow within a one-way gateway should
monitor the volume of the data being transferred.

Rationale Diodes
3.10.4.12. A diode enforces one-way flow of network traffic thus requiring separate paths
for incoming and outgoing data. As such, it is much more difficult for an attacker to use the
same path to both launch an attack and release the information.
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Diode assurance levels

3.10.4.13. Using diodes of higher assurance levels for higher classified networks provides
an appropriate level of assurance to agencies that the specified security functionality of the
product will operate as claimed.

Volume checking

3.10.4.14. Monitoring the volume of data being transferred across a diode will ensure that
it conforms to expectations. It can also alert the agency to potential malicious activity if the
volume of data suddenly changes from the norm.
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Content filtering

Principle 3.10.5.1. The control of the flow of data within a gateway can be achieved by using a content
filter that is capable of limiting transfers by file type and content.

Obijective 3.10.5.2. Limiting the types of files that can be communicated though a gateway and
the content of such files assists in ensuring only explicitly approved content can be
communicated.

Context Scope
3.10.5.3. This section covers information relating to the use of content filters within
bi-directional or one-way gateways.

Risks Content filtering

R#429 3.10.5.4. An attacker sends a malicious email attachment that compromises the
receiving host.

R#430 3.10.5.5. An attacker subverts a host by obfuscating a malicious payload and reads
classified information.

R#431 3.10.5.6. An attacker sends a malicious email attachment that subverts the email proxy
software and reads other email passing through the proxy.

R#432 3.10.5.7. An attacker sends a malicious payload to a Web service that compromises the
Web server and queries the database for classified information.

R#433 3.10.5.8. A website with a malicious payload is accessed by a system user inside an agency,
compromising the internal network.

R#434 3.10.5.9. An attacker sends malformed queries to a server, compromising integrity and
causing a denial of service.

R#435 3.10.5.10. An attacker or staff member sends correctly formatted, but out-of-scope data to
a server, compromising integrity and causing a denial of service.

R#436 3.10.5.11. A staff member accidentally or deliberately sends classified information to
a system of lower classification, compromising confidentiality.

R#437 3.10.5.12. A staff member sends a document with classified metadata to a less classified
system, compromising confidentiality.

R#438 3.10.5.13. A staff member sends inappropriate material to other staff members or external
parties and provokes legal or ethical consequences.

R#439 3.10.5.14. A staff member purposely or inadvertently accesses a website that contains
inappropriate material, provoking legal or ethical consequences.

R#440 3.10.5.15. An external party sends inappropriate material, or spam email, to a staff member,
disturbing the staff member.

Controls [U,IC-PR] Limiting transfers by file type

C#649 3.10.5.16. Agencies should strictly define and limit the types of files that can be transferred
based on business requirements and the results of a risk assessment.
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C#650
C#651

C#652

Guidance

G#172

Rationale

September 2008

3.10.5.17. This paragraph is intentionally blank.

3.10.5.18. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Blocking suspicious data

3.10.5.19. Agencies must block or drop any data identified by a data filter as suspicious until
reviewed and approved for transfer by a trusted source other than the originator.

[U,IC-HP,R-TS] Content filtering strategies

3.10.5.20. Other content filtering strategies an agency may employ include:

a. offensive language modification in chat applications

s

a o

blocking emails being sent which contain content and/or attachments with ‘dirty words’
blocking DoS attacks

blocking hate websites

e. blocking gambling websites

bual

blocking pornographic images

g. blocking password-protected compressed files.

Content filtering

3.10.5.21. The table below identifies some filtering techniques used to control data transfer.

Anti-virus scan
Data format check

Data range check

Data type check

File extension check

Keyword search

Metadata check

Protective marking
check

Visual inspection

Scans the data for viruses and other malicious code.
Inspects data to ensure that it conforms to expected/permitted format(s).

Checks the data within each field to ensure that it falls within the expected/
permitted range.

Inspects each file header to determine the file type.

Checks file extensions to ensure that they are permitted.

Searches data for keywords or ‘dirty words’ that could indicate the presence
of classified or inappropriate material.

Inspects files for metadata that should be removed prior to release.

Validates the protective marking of the data to ensure that it complies with
the permitted classifications and caveats.

The manual inspection of data for over-classified information and other
suspicious content that an automated system could miss, which is particularly
important for the transfer of image files.
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Limiting transfers by file types

3.10.5.22. The level of risk will be effected by the degree of assurance agencies can place

in the ability of their data transfer filters to:

+confirm the file type by examination of the contents of the file
+confirm the absence of malicious content

+confirm the absence of inappropriate content

+ confirm the classification of the content

handle compressed files appropriately.

3.10.5.23. Reducing allowed file types reduces the number of potential vulnerabilities

available for an attacker to exploit.
3.10.5.24. This paragraph is intentionally blank.

3.10.5.25. This paragraph is intentionally blank.

Blocking suspicious data

3.10.5.26. The definition of suspicious content will depend on the system’s risk profile and

what is considered normal traffic.
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Data import

Principle

Obijective

Context

Risks
R#441

R#442

R#443

R#444

R#445

Controls

C#653

September 2008

3.10.6.1. The import of data to a network needs appropriate scanning for malicious content,
authority to undertake the transfer and accountability for the data being imported.

3.10.6.2. When the importation of data is handled correctly and in a secure manner,
including scanning and appropriate approvals, the risk of infection by malicious code
is reduced.

Scope

3.10.6.3. This section covers information on the movement of data onto a system or network
including the retrieval of data onto the network using an electronic connection.

Exceptions for data import

3.10.6.4. Malicious content can be imported to isolated systems specifically designed for the
storage, analysis and/or transmission of such content.

3.10.6.5. Where the type of data cannot be effectively scanned, and the source and/or
content of the data is strictly limited to known safe states, the accreditation authority can
choose to approve the importation of unscanned data.

Data import

3.10.6.6. An agency incorrectly implements a gateway, increasing the chance a system could
suffer from malicious infection or attack.

3.10.6.7. A staff member downloads an infected executable, allowing adversaries to gain
access to systems.

3.10.6.8. A staff member inadvertently imports data with protective markings of a
classification higher than for which the receiving network is approved, causing a data spill.

3.10.6.9. A staff member mistakenly believes data to be of a classification which is permitted
by the receiving network and imports the data without consulting a trusted source, resulting
in a data spill.

3.10.6.10. An attacker uploads malicious code to the agency system, giving them access to
classified information and the opportunity to conduct a DoS attack.

[U,IC-HP,R-TS] System user responsibilities

3.10.6.11. Agencies must ensure that system users:

a. are held accountable for the data they import

b. are instructed to perform a protective marking check, a visual inspection and a metadata
check if relevant.
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C#654

C#655

C#656

C#657

C#658
C#659
C#660

Guidance

G#173

Rationale

Examples

[U,IC-P,R] Data transfer authorisation
3.10.6.12. Agencies should ensure that data imports are either:

a. performed in accordance with processes and/or procedures approved by the
accreditation authority

or

b. individually approved by the information technology security adviser.

3.10.6.13. This paragraph is intentionally blank.

[U,—,—] Data import

3.10.6.14. Agencies importing data to an UNCLASSIFIED system should ensure that the data

is scanned for malicious and active content.

[-,1C-HP,R] Data import

3.10.6.15. Agencies importing data to a classified system must ensure that the data is

scanned for malicious and active content.
3.10.6.16. This paragraph is intentionally blank.
3.10.6.17. This paragraph is intentionally blank.

3.10.6.18. This paragraph is intentionally blank.

3.10.6.19. This paragraph is intentionally blank.

Data import

3.10.6.20. Scanning imported data for malicious content reduces the risk of a system or
network being infected, thus allowing the continued confidentiality, integrity and availability

of the system or network.
3.10.6.21. This paragraph is intentionally blank.
3.10.6.22. This paragraph is intentionally blank.

3.10.6.23. This paragraph is intentionally blank.

3.10.6.24. This paragraph is intentionally blank.
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Data export

Principle

Obijective

Context

Risks
R#446

R#447

R#448

R#449

R#450

R#451

Controls

C#661

C#662

September 2008

3.10.7.1. The export of data from a network needs appropriate scanning for content not
approved for release, authority to undertake the transfer and accountability for the data
being exported.

3.10.7.2. When data export is handled correctly and in a secure manner, including
appropriate scanning and approvals for release, the risk of data spills and unauthorised
access is reduced.

Scope

3.10.7.3. This section covers information on the movement of data off of a system or
network including pushing of data onto another network using an electronic connection.

Data export

3.10.7.4. An agency does not use protective marking checks when transferring data, resulting
in export of more highly classified data than that which the receiving network is approved to
process causing a data spill.

3.10.7.5. An agency operating a higher classified enclave on their network does not enforce
classified information checks on data that is exported from the enclave, resulting in data
spills from the enclave onto the network.

3.10.7.6. An employee mistakenly believes data to be of a classification which is permitted
by the receiving network and exports the data without consulting a trusted source, resulting
in a data spill.

3.10.7.7. A person or system maliciously or inadvertently modifies data in transit that has
not been digitally signed, causing a loss of data integrity.

3.10.7.8. An agency fails to audit their event logs, resulting in them being unaware of unsafe
exporting practices by staff members.

3.10.7.9. An agency staff member or application exports data with the caveat of AUSTEO
or AGAO onto a foreign system, resulting in a data spill.

[U,IC-HP,R-TS] System user responsibilities

3.10.7.10. Agencies must ensure that system users:

a. are held accountable for the data they export

b. are instructed to perform a protective marking check, a visual inspection and a metadata
check if relevant.

[U,IC-HPR] Data transfer authorisation

3.10.7.11. Agencies should ensure that data exports are either:

a. performed in accordance with processes and/or procedures approved by the
accreditation authority

or

b. individually approved by the information technology security adviser.
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C#663
C#664
C#665
C#666

C#667

C#668
C#669
C#670
C#671
C#672
C#673
C#674
C#675
C#676
C#677

C#678

Rationale

3.10.7.12.
3.10.7.13.
3.10.7.14.
3.10.7.15.

This paragraph is intentionally blank.
This paragraph is intentionally blank.
This paragraph is intentionally blank.

This paragraph is intentionally blank.

[U,IC-P,R] Export of data

3.10.7.16. Agencies should restrict the export of data to a less classified system by filtering
data using at least protective marking checks.

3.10.7.17.
3.10.7.18.
3.10.7.19.
3.10.7.20.
3.10.7.21.
3.10.7.22.
3.10.7.23.
3.10.7.24.
3.10.7.25.
3.10.7.26.

[-,IC-HP,R-TS] Preventing export of AUSTEO/AGAO data to foreign systems
3.10.7.27.

a. ensure that keyword searches are performed on all textual data

This paragraph is intentionally blank.
This paragraph is intentionally blank.
This paragraph is intentionally blank.
This paragraph is intentionally blank.

This paragraph is intentionally blank.

This paragraph is intentionally blank.

This paragraph is intentionally blank.
This paragraph is intentionally blank.
This paragraph is intentionally blank.

This paragraph is intentionally blank.

Agencies must:

b. ensure any identified data is quarantined until reviewed and approved for release by
a trusted source other than the originator

c. develop procedures to prevent AUSTEO or AGAO information in both textual and
non-textual formats from being exported

d. implement data filtering performed by a product with at least an EAL2 level of assurance

that has been specifically evaluated for that purpose.

Export of data

3.10.7.28. In order to ensure the continued integrity and confidentiality of data on an
agency network, data must pass through a series of checks before it is exported onto lower
classified systems.

3.10.7.29. Filtering content based on protective markings is an adequate method to protect
the confidentiality of low classified material.

3.10.7.30.
3.10.7.31.

This paragraph is intentionally blank.

This paragraph is intentionally blank.
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3.10.7.32. This paragraph is intentionally blank.
3.10.7.33. This paragraph is intentionally blank.
3.10.7.34. This paragraph is intentionally blank.

Preventing export of AUSTEO/AGAO data to foreign systems

3.10.7.35. In order to reduce the risk of spilling data with the caveat of AUSTEO or AGAO
onto foreign systems, it is important that procedures are developed to detect AUSTEO and
AGAO data and to prevent it from crossing into foreign systems.
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Working off-site security

Portable electronic devices and laptops

Principle

Obijective

Context

September 2008

3.11.1.1. Portable electronic devices (PEDs) and laptops can be used in a secure manner
through proper configuration and having appropriate measures in place to protect systems,
information and networks associated with their use.

3.11.1.2. Ensuring appropriate measures are applied to devices and systems associated with
PED and laptop use will reduce the likelihood of a device being used as an attack vector
against associated systems.

Scope
3.11.1.3. This section covers information on PEDs and laptops. PEDs are defined as portable
devices that can process, store or communicate information electronically.

3.11.1.4. PEDs include, but are not limited to:

personal digital assistants
+ mobile phones and smartphones
+  two-way email devices

digital cameras

+ digital audio players / recorders.
3.11.1.5. PEDs can also comprise a number of functions to act as a converged device.

3.11.1.6. Additional information relating to PEDs and laptops can be found in the following
chapters and sections of this manual:
* ICT security accreditation
* Product security
Media security
+ Cryptographic security
* Radio frequency and infrared communications

Wireless networks.

Classification of components

3.11.1.7. PEDs and laptops can consist of multiple functions, each potentially processing
information of differing classification levels. In such cases, each function will need to
meet requirements specified in this manual based on the classification of the information
processed by a particular function.

3.11.1.8. For example, a personal digital assistant could have a data component such as
mobile email and/or calendaring functions approved to process and store information up
to the classification of RESTRICTED while having a voice function, such as a mobile phone,
which is only approved to process information at the UNCLASSIFIED level.
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Certification and accreditation

3.11.1.9. For the purposes of certification and accreditation, PEDs and laptops are considered
to form part of a system either individually or grouped by functional requirements.

Risks Portable electronic devices and laptops

R#452 3.11.1.10. An attacker gains access to classified information stored on a PED or laptop,
resulting in a compromise of the information.

R#453 3.11.1.11. An attacker oversees information while a PED or laptop is in use or overhears
a conversation while voice calls are being made in an unsecured environment, resulting in
a compromise of classified information.

R#454 3.11.1.12. An attacker gains access to networked resources through a compromised PED
or laptop and compromises classified information.

R#455 3.11.1.13. An attacker gains access to networked resources through a wireless connection
on a PED or laptop and compromises classified information.

R#456 3.11.1.14. An attacker exploits weak cryptographic algorithms used by a PED or laptop
thereby capturing classified information.

R#457 3.11.1.15. An attacker steals or a staff member accidentally loses a PED or laptop, thus losing
control over a device containing classified information.

R#458 3.11.1.16. A repairer gains access to classified information left on a PED or laptop when
returned for repair.

R#459 3.11.1.17. An attacker compromises an uncontrolled wireless device and subsequently uses
it for clandestine information collection.

Controls [-,IC-P,R] Using PEDs and laptops in areas processing classified information

C#679 3.11.1.18. Agencies should develop policies governing if, and how, PEDs and laptops can
be used in areas accredited to process classified information.

C#680 3.11.1.19. This paragraph is intentionally blank.
[-,1C-HP,R-TS] Using PEDs and laptops with Bluetooth-enable peripherals

C#681 3.11.1.20. Agency staff members using PEDs and laptops capable of conducting phone
conversations while using Bluetooth-enabled peripherals must not conduct classified
conversations while Bluetooth functionality is enabled.
[-,1C-HP,R-TS] Configuration

C#682 3.11.1.21. PEDs and laptops with Bluetooth serial port connections must not have the port
enabled if the device is to hold classified information.
[U,IC-HP,R-TS] Recording facilities

C#683 3.11.1.22. PEDs with recording facilities must not be allowed into controlled areas without
prior approval from the information technology security adviser.

C#684 3.11.1.23. This paragraph is intentionally blank.
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C#685

C#686
C#687
C#688
C#689

C#690
C#691

C#692

C#693

C#694

C#695

C#696

C#697

C#698

C#699

C#700

September 2008

[-,1C-HP,R-TS] Information storage

3.11.1.24. Agencies must store PEDs and laptops containing classified information in
accordance with the requirements for storing classified equipment as specified within the
Australian Government Protective Security Manual (PSM).

3.11.1.25. Agencies should encrypt information on all PEDs and laptops.
3.11.1.26. This paragraph is intentionally blank.
3.11.1.27. This paragraph is intentionally blank.

3.11.1.28. This paragraph is intentionally blank.

[U,1C-P,R] Supervision
3.11.1.29. PEDs and laptops should be kept under continual direct supervision when in use.

3.11.1.30. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Labelling

3.11.1.31. Agencies should put a label warning against unauthorised use on all PEDs
and laptops.

[-,P,R] Non-agency owned PEDs and laptops

3.11.1.32. Agencies should not allow PEDs and laptops not directly owned or controlled
by the agency to be used with their systems.

3.11.1.33. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Non-agency owned PEDs and laptops

3.11.1.34. If non-agency owned PEDs and laptops are used, owners and system users must
be made aware of any actions that might need to be taken as a result of information and
communications technology security incidents.

3.11.1.35. If non-agency owned PEDs and laptops are used they should be managed,
accounted for and accredited in the same manner as agency owned devices.
[U,IC-HP,R-TS] Unaccredited devices

3.11.1.36. Agencies should not allow unaccredited PEDs and laptops to connect to agency

systems or store agency information.

[U,IC-P,R] Connection of PEDs and laptops to non-agency controlled networks

3.11.1.37. Agencies allowing PEDs and laptops to be temporarily connected to a non-agency
controlled network should ensure that a firewall is used to protect the device from any
potential threats originating from the non-agency controlled network.

3.11.1.38. This paragraph is intentionally blank.

[U,IC-P,R] Emergency destruction

3.11.1.39. Agencies should develop an emergency destruction plan for any PEDs and laptops
used in situations where there is a higher probability of loss or compromise.
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C#701 3.11.1.40. This paragraph is intentionally blank.

C#702 3.11.1.41. This paragraph is intentionally blank.

Guidance [U,IC-HP,R-TS] Requirement for use

G#174 3.11.1.42. Agencies are recommended to ensure that if they are deploying PEDs or laptops
for business purposes they:
a. have a policy and associated procedures for the use of the device and associated services
b. ensure that agency staff members acknowledge the policy and associated procedures

before they are allowed to use the device and associated services

c. have a policy and procedure governing connections to their agency systems.
[U,IC-HP,R-TS] Selecting PEDs and laptops

G#175 3.11.1.43. Agencies are recommended to use approved products where possible.
[U,1C,-] Non-agency owned PEDs and laptops

G#176 3.11.1.44. Agencies are recommended to ensure that PEDs and laptops not directly owned
or controlled by the agency are not approved for use with their systems.
[U,IC-HP,R-TS] Training

G#177 3.11.1.45. Agencies are recommended to train staff members in the use of PEDs and laptops
and their associated services, including security requirements, before they are permitted to
use them.
[U,1C-HP,R-TS] Recording facilities

G#178 3.11.1.46. Agencies are recommended to ensure that PEDs and laptops with the ability to
record audio and/or capture still or video images have these facilities disabled.
[-,1C-HP,R-TS] Operation

G#179 3.11.1.47. Agencies are recommended to ensure that PEDs and laptops containing classified
information are operated in physically protected areas.
[U,IC-HP,R-TS] Labelling

G#180 3.11.1.48. Agencies are recommended to use soft labelling for PEDs and laptops where
possible to reduce their attractiveness value.

G#181 3.11.1.49. Agencies may affix an additional label to PEDs and laptops asking finders of
lost devices to hand the equipment in to any Australian police station or, if overseas, an
Australian embassy, consulate or high commission.
[U,IC-P,R] Emergency destruction

G#182 3.11.1.50. Agencies are recommended to develop an emergency destruction plan for PEDs
and laptops.

Rationale Mobile computing and personal communication devices
3.11.1.51. PEDs and laptops by their nature and mode of use increase the risk of information
loss and/or leakage and allow a possible access point to agency systems.
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Examples

September 2008

3.11.1.52. PEDs usually have lower processing power than traditional systems and therefore
the implementation and execution of security features could make them more susceptible
to compromise.

Information storage

3.11.1.53. All PEDs and laptops have the potential to store classified information and
therefore need protection against loss or compromise. As such even if the intent of the
agency is not to reduce the storage or physical transfer requirements of the device using
a product that has undergone a Defence Signals Directorate (DSD) cryptographic
evaluation they still should use a product that implements a DSD approved cryptographic
algorithm (DACA).

Handling requirements

3.11.1.54. Some storage requirements for PEDs and laptops can be reduced when the device
is at rest with the use of encryption products.

Non-agency owned PEDs and laptops

3.11.1.55. Non-agency owned PEDs and laptops might need to be confiscated, examined,
sanitised and/or destroyed in the case of an information and communications technology
security incident.

3.11.1.56. An agency using RESTRICTED laptops for training purposes chooses to install
a non-evaluated open source encryption product using a DACA to meet the requirement
for encryption of information on PEDs and laptops. As such, during non-operational hours
the agency stores the devices as per the PSM requirements for the storage of
RESTRICTED assets.

3.11.1.57. An agency using X-IN-CONFIDENCE laptops chooses to install a non-evaluated
open source encryption product using a DACA to meet the requirement for encryption

of information on PEDs and laptops. As a product implementing a DACA is approved for
lowering the storage and physical transfer requirements of X-IN-CONFIDENCE assets to that
of UNCLASSIFIED assets, the agency stores the devices during non-operational hours as per
the PSM requirements for the storage of UNCLASSIFIED assets.

3.11.1.58. An agency using PROTECTED laptops for remote workers chooses to install

an encryption product that has been certified at an assurance level of EAL2 through

the Common Criteria and has completed a DSD cryptographic evaluation. As a result,
remote workers can store and physical transfer their laptops as per the PSM requirements
for UNCLASSIFIED assets when it is unpowered or the encryption mechanism is
unauthenticated to.
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Remote access

Principle 3.11.2.1. Remote access can provide a means for remote workers to access agency systems
from outside the physical confines of a controlled facility as long as extra controls on
privately owned devices, authentication measures, system security and physical security are
implemented.

Obijective 3.11.2.2. The implementation of extra system and physical security controls for remote
workers connecting to agency systems will assist in offsetting the reduction in protection
afforded due to operating outside a controlled facility.

Context Scope
3.11.2.3. This section covers information relating to the access of an agency system from a
location not within the physical control of that agency for viewing, storing and/or processing
of information by staff members and contractors.
3.11.2.4. Access to an agency system can be made using:

* PEDs
+ thick clients
+ thin clients such as Citrix and terminal services.

Risks Remote access

R#460 3.11.2.5. An attacker compromises a poorly secured device, causing a malicious code
infection of an agency’s system, upon remote connection.

R#461 3.11.2.6. An attacker takes advantage of the lack of authentication controls to gain remote
access to an agency system, resulting in the compromise of classified information.

R#462 3.11.2.7. An attacker gains access to classified information stored by printed from or
processed by a remote device.

R#463 3.11.2.8. An attacker intercepts data when it is being communicated between an agency’s
system and a remote worker, resulting in the disclosure of classified information.

R#464 3.11.2.9. An attacker compromises a poorly secured device, gaining remote access to an
agency system upon connection of the compromised device to the agency system.

R#465 3.11.2.10. An attacker compromises a poorly secured device of a privileged user, gaining
high-level remote access to an agency system upon connection of the compromised device
to the agency system.

Controls [-,1C-HP,R-TS] Privately owned devices

C#703 3.11.2.11. Agencies should provide an agency accredited device for remote access in
circumstances in which it is assessed that the remote worker will be accessing, or could
access, classified information.

C#704 3.11.2.12. The agency must consider the risks of allowing a non-agency accredited device
to connect to an agency system.
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C#705

C#706

C#707

C#708

C#709

Guidance

G#183

G#184

Rationale

September 2008

[U,IC-HP,R-TS] VPN split tunnelling

3.11.2.13. Agencies should disable split tunnelling when using virtual private network (VPN)
technology to connect to an agency system.

[U,IC-HP,R-TS] Authentication

3.11.2.14. Agencies should authenticate each remote worker and device prior to it
connecting to an agency system.

[U,IC-HP,R-TS] System security

3.11.2.15. Agencies should consider the following additional controls when implementing
remote access systems:

a. appropriate use policies and procedures

b. system user training and education

c. encryption of data at rest and in transit

d. application white listing

host intrusion detection systems

network access control

. host-based personal firewalls

> - o

. device-level authentication
i. user-level authentication

j. hardened standard operating environment.

[U,IC-HP,R-TS] Physical security

3.11.2.16. Agencies should implement additional physical security controls for devices used
to connect to an agency system.

3.11.2.17. This paragraph is intentionally blank.

[U,IC-HP,R-TS] Privately owned devices

3.11.2.18. Agencies are recommended to review the security of privately owned devices that
are used by remote workers to connect to an agency system.

[U,IC-P,R] Remote privileged access

3.11.2.19. Agencies are recommended to not allow the use of privileged access remotely.

Privately owned devices

3.11.2.20. Privately owned devices are not under the control of an agency, as such to reduce
risk, the security and integrity (including ongoing security) of privately owned devices needs
to be established before they are connected to an agency system.
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VPN split tunnelling

3.11.2.21. A split tunnel VPN can allow access to an agency’s systems from another network,
including uncontrolled public networks such as the Internet. If split tunnelling is not disabled
there is an increased risk that the VPN connection is susceptible to attack from such
networks.

Authentication

3.11.2.22. Authenticating remote workers and devices ensures that only authorised system
users and devices are allowed to connect to agency systems.

Physical security

3.11.2.23. The mobile nature of the device providing remote access to an agency’s system
means agencies will often not have control over the physical security environment a
remote worker will access/operate the agency system from. Therefore the physical
security environment is uncontrolled and presents additional risks.

References  3.11.2.24. Additional information on remote access can be found in the Security guidelines
on home-based work part of the PSM.

Examples 3.11.2.25. Examples of unacceptable locations from which to conduct remote work include
Internet cafes, Internet kiosks, travel lounges, hotel lobbies and other public facilities.
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Acronyms and initialisms

3DES
ACSI
AES
AGAO
AGIMO
AH
AISEP
ANSI
AP

AS
ASA
ASIO
AUSTEO
CDS
COMSEC
DACA
DACP
DCE
DH

DIO
DIS
DKIM
DoS
DSA
DSD
EAL
EAP-TLS
ECDH
ECDSA
EPROM
EEPROM
ESP

September 2008

Triple Data Encryption Standard

Australian Communications-Electronic Security Instruction
Advanced Encryption Standard

Australian Government Access Only

Australian Government Information Management Office
Authentication Header

Australasian Information Security Evaluation Program
American National Standards Institute

Access Point

Australian Standard

agency security adviser

Australian Security Intelligence Organisation
Australian Eyes Only

cross domain solution

communications security

DSD approved cryptographic algorithm

DSD approved cryptographic protocol

DSD cryptographic evaluation

Diffie-Hellman

Defence Intelligence Organisation

Draft International Standard

DomainKeys Identified Mail

Denial-of-Service

Digital Signature Algorithm

Defence Signals Directorate

Evaluation Assurance Level

Extensible Authentication Protocol-Transport Layer Security
Elliptic Curve Diffie-Hellman

Elliptic Curve Digital Signature Algorithm

erasable programmable read-only memory

electrically erasable programmable read-only memory

Encapsulating Security Payload
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EPL Evaluated Products List

FIPS Federal Information Processing Standard

HB handbook

HGCE high grade cryptographic equipment

HMAC hashed message authentication code

HTTPS Hypertext Transfer Protocol Secure

ICT information and communications technology

ICTSP information and communications technology security policy
IDS intrusion detection system

IEC International Engineering Consortium

IEEE Institute of Electrical and Electronic Engineers

IKE Internet Key Exchange

IPSec Internet Protocol Security

IPT Internet Protocol telephony

I-RAP InfoSec-Registered Assessor Program

IRP incident response plan

ISAKMP Internet Security Association Key Management Protocol
ISIR Information Security Incident Reporting scheme

ISM Australian Government Information and Communications Technology Security Manual
1SO International Organization for Standardization

IT information technology

ITSA information technology security adviser

ITSEC Information Technology Security Evaluation Criteria

KMP key management plan

MDs5 Message Digest version 5

MFD multifunction device

N/A not applicable

NIST National Institute of Standards and Technology

NZS New Zealand Standard

OECD Organisation for Economic Co-operation and Development
OWASP Open Web Application Security Project

PED portable electronic device

PKCS Public Key Cryptography Standard

PSM Australian Government Protective Security Manual
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PSTN
RAM
RF

RFC
RSA
RTP
SCEC
SCIF
SHA
S/MIME
SMTP
SOE
SoP
SPF
SRMP
SSH
SSL
SSL/TLS
SSP
TLS
VLAN
VPN
WAN
WEP
WLAN
WPA2
XAUTH
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public switched telephone network
random access memory

radio frequency

request for comments
Rivest-Shamir-Adleman

Real-time Transport Protocol

Security Construction and Equipment Committee

secure compartmented intelligence facility
Secure Hashing Algorithm

Secure Multipurpose Internet Mail Extension
Simple Mail Transfer Protocol

standard operating environment

standard operating procedure

Sender Policy Framework

security risk management plan

Secure Shell

Secure Sockets Layer

Secure Sockets Layer/Transport Layer Security
system security plan

Transport Layer Security

virtual local area network

virtual private network

wide area network

Wired Equivalent Privacy

wireless local area network

Wi-Fi Protected Access 2

IKE Extended Authentication
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Glossary

802.11

Absolute risk

Access cross domain

solution

Access point

Accountable communications
security material

Accreditation

Accreditation authority

Agency head
Asset
Attack surface

Audit

Australasian Information
Security Evaluation
Program

Australian Eyes Only

Australian Government Access
Only

Authentication header
Baseline

Blacklist
Business continuity

CABINET-IN-CONFIDENCE
information

September 2008

The Institute of Electrical and Electronics Engineers standard defining wireless local
area network communications.

The level of risk without taking into consideration existing controls.

A cross domain solution that provides the system user access to multiple security
domains from a single device, typically a workstation consisting of a computer
terminal, monitor, keyboard and mouse.

A device which enables communications between the wireless clients. It is typically
also the device which connects the wireless network to the wired network.

Classified material bearing the CRYPTO caveat. It applies primarily to cryptographic
keying material used in securing high grade cryptographic equipment.

A procedure by which an authoritative body gives formal recognition, approval and
acceptance of the associated residual risk.

The official with the authority to formally endorse a system as secured in accordance
with Australian Government information and communications technology security
requirements.

The government employee with ultimate responsibly for the secure operation of
agency functions, whether performed in-house or outsourced.

Anything of value to an agency, such as hardware and software components, data,
people, documentation, reputation and public confidence.

The amount of hardware and software used in a system. The greater the attack surface
the greater the chances are of an attacker finding an exploitable vulnerability.

An independent review of event logs and related activities performed to determine
the adequacy of current system measures, to identify the degree of conformance
with established policy and/or to develop recommendations for improvements to the
measures currently applied.

A program under which evaluations are performed by impartial companies against
the Common Criteria. The results of these evaluations are then certified by the Defence
Signals Directorate, which is responsible for the overall operation of the program.

A caveat indicating that the information is not to be passed to or accessed by
foreign nationals.

A caveat used by the Department of Defence and Australian Security Intelligence
Organisation. Such material received in other agencies must be handled
as if it were marked as Australian Eyes Only.

A protocol used for authentication within Internet Protocol Security.
A release of this manual including errata and interim policy releases.

A set of inclusive non-accepted items that confirm the item being analysed is not
acceptable. It is the opposite of a whitelist which confirms that items are acceptable.

Business continuity ensures the ongoing availability of identified processes and
resources in support of critical business objectives.

Information prepared for consideration by Cabinet, including during preparation.
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Cascaded connections occur when one network is connected to another, which has a
connection to a third network, and so on.

A marking that indicates that the information has special requirements in addition to
those indicated by the classification. The term covers codewords, source codewords,
releasability indicators and special-handling caveats.

A procedure by which a formal assurance statement is given that a deliverable confirms
to specified requirements.

An official with the authority to assert that a system complies with prescribed controls.

A report generated by a certification body of a Common Criteria scheme that provides
a summary of the findings of the evaluation.

An Internet Protocol telephony network is considered closed if it only allows
connections within an organisation’s infrastructure, and has no mechanism to connect
to a public analog or data network. Closed Internet Protocol telephony networks

can traverse public analog or data networks providing appropriate data in transit
encryption requirements are met.

A property of magnetic material, used as a measure of the amount of coercive force
required to reduce the magnetic induction to zero from its remnant state.

An International Organization for Standardization standard (15408) for information
and communications technology security evaluations.

An international agreement which facilitates the mutual recognition of Common
Criteria evaluations by certificate producing schemes, including the Australian and
New Zealand certification scheme.

Not all users are formally authorised to access all compartments of information
processed by the system.

Any device designed to facilitate the transmission of information destined for multiple
users. It does not include the cabling itself. For example: cryptographic devices,
firewalls, routers, switches and hubs.

The infrastructure used to carry information between workstations and servers or other
communications equipment. For example: cabling, junction boxes, patch panels, fibre
distribution panels and structured wiring enclosures.

The measures and controls taken to deny unauthorised persons information derived
from telecommunications and to ensure the authenticity
of such telecommunications.

A tube, duct or pipe used to protect cables.

The use of network address translation to allow a port on a network node inside a local
area network to be accessed from outside the network. Alternatively, using a Secure
Shell server to forward a Transmission Control Protocol connection to an arbitrary port
on the local host.

The outcome of an event or change in circumstances affecting the achievement
of objectives.
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Product specific advice concerning evaluated products can consist of findings

from mutually recognised information and communications technology security
evaluations (such as the Common Criteria), findings from Defence Signals Directorate
internal evaluations, any recommendations for use and references to relevant policy
and standards.

The most commonly used method to filter spam. Most anti-virus methods are classified
as content filters too, since they scan files, binary attachments of email and Hypertext
Markup Language payload.

The measures to modify risk.

The three dimensional space surrounding equipment or facilities that process classified
information within which unauthorised personnel are denied unrestricted access,

and positive measures are taken to control the movement of personnel and materials
including vehicles.

Cross domain solutions connect two or more systems from different security domains
to allow access to and/or transfer of information according to defined security polices.
A cross domain solution connection can be automated through a combination of
physical and/or software mechanisms.

An algorithm (the hash function) which takes as input a string of any length (the
message), and generates a fixed length string (the message digest or fingerprint) as
output. The algorithm is designed to make it computationally infeasible to find any
input which maps to a given digest, or to find two different messages that map

to the same digest.

An agreed standard for secure communication between two or more entities.

A related set of hardware and/or software used for cryptographic communication,
processing or storage,
and the administrative framework in which it operates.

Material that includes, but is not limited to, key, equipment, devices, documents and
firmware or software that embodies or describes cryptographic logic.

Information residing on media or a system that is not powered or unauthenticated to.

Information that has been decrypted for processing by
a system.

Information that is being communicated across
a communication medium.

An ICT security incident that occurs when information is transferred between

two security domains by an unauthorised means. This can include from a classified
network to a less classified network or between two areas with different
need-to-know requirements.

All system users have a need-to-know for all of the information processed
by the system.

An electrical device or permanent magnet assembly which generates a coercive
magnetic force for the purpose of degaussing magnetic storage devices.

A process for reducing the magnetisation of a magnetic storage device to zero by
applying a reverse (coercive) magnetic force, rendering any previously stored
data unreadable.
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A person or group of people to whom the authority to authorise variations from
requirements in this manual has been devolved by the agency head.

A small network with one or more servers that is kept separate from an agency’s
core network, either on the outside of the agency’s firewall, or as a separate network
protected by the agency’s firewall. Demilitarised zones usually provide public domain
information to less trusted networks, such as the Internet.

Software that can be installed on a system to restricted access to communications
ports on workstations. Device access control software can either block all access to a
communications port or allow access using a white-listing approach based on device
types, manufacturer’s identification, or even unique device identifiers. Device access
control software is also known as end-point security.

A method used for specifying the modulus size used in the hashed message
authentication code algorithms. Each Diffie-Hellman group represents a specific
modulus size. For example, group 2 represents a modulus size of 1024 bits.

A device that allows data to flow in only one direction.

A domain owner is responsible for the secure configuration of the security domain
throughout its life-cycle, including all connections to/from the domain.

A product that implements both the Internet Protocol version 4 and 6 protocol stacks.

All electrical/electronic equipment radiates electromagnetic signals. If the equipment
processes classified information, these radiated signals can contain elements of the
classified information that can be intercepted and analysed by an attacker. Such
signals are known as compromising emanations, and can also couple to unprotected
equipment, cabling or metalwork and consequently egress the secure area.

The counter-measure employed to reduce classified emanations from an installation
and equipment to an acceptable level. Emanations can be in the form of radio
frequency energy, sound waves or optical signals.

The process of a system user accessing a system that they do not hold appropriate
clearances for due to an immediate and critical emergency requirement.

A situation requiring the evacuation of a site. Examples include fires and bomb threats.
A protocol used for encryption and authentication within Internet Protocol Security.

A person who ensures that when maintenance or repairs are undertaken to classified
hardware products that uncleared personnel are not exposed to classified information.

A level of assurance in the security functionality of a product gained from

undertaking a Common Criteria evaluation. Each Evaluation Assurance Level comprises
a number of assurance components, covering aspects of a product’s

design, development and operation.

The occurrence or existence of a particular set of circumstances.
The susceptibility to gain or loss, usually quantified in terms of potential impact.
A device that allows copies of documents to be sent over a telephone network.

A hardware or software device that controls the flow of data in accordance with a
security policy.
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A network device that filters incoming and outgoing network data, based on a
series of rules.

Software embedded in a hardware device.
A specific type of electrically erasable programmable read-only memory.

A lead that connects equipment to the fixed infrastructure of the facility. For example,
the lead that connects a workstation to a network wall socket.

A person who is not an Australian citizen.

A system that is not solely owned and managed by the Australian Government.
The number of occurrences of an event or outcome per defined period of time.
A secured connection between two networks.

A system user who can, with their normal privileges, make only limited changes to a
system and generally cannot bypass system security.

A generic term for any physical component of information and communication
technology, including peripheral equipment and media used to process information.

The SHA-1 and MD5 hashing algorithms, combined with additional cryptographic
functions, form the HMAC algorithms of HMAC-SHA-1-96 and HMAC-MD5-96.

The equivalent to United States Type 1 cryptographic equipment.

All locations outside Australia and TOP SECRET installations within Australia.

A security device, resident on a specific host, which monitors system activities for
malicious or unwanted behaviour and can react in real-time to block or prevent
those activities.

Internet Key Exchange Extended Authentication is used for providing an additional
level of authentication by allowing Internet Protocol Security gateways to request
additional authentication information from remote users. As a result, users are forced
to respond with credentials before being allowed access to the connection.

An event that impacts on the confidentiality, integrity or availability of a system
through an act that contravenes prescribed information and communications
technology security policy.

A high-level document that describes how an agency protects its systems. The
information and communications technology security policy is normally developed to
cover all systems and can exist as a single document or as a set of related documents.

A plan for responding to information and communications technology security
incidents as defined by the individual agency.

A scheme established by the Defence Signals Directorate to collect information on
information and communications technology security incidents that affect Australian
Government systems.

The information technology security adviser is responsible for overseeing information
and communications technology security within an agency.
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A Defence Signals Directorate initiative designed to register suitably qualified
information security assessors to carry out specific types of information
and communications technology security assessments.

A suite of protocols for secure Internet Protocol communications through
authentication and/or encryption of Internet Protocol packets as well as including
protocols for cryptographic key establishment.

The Internet Protocol is a protocol used for communicating information over a packet
switched network. Version 6 is the successor to version 4 which is widely used on the

Internet. The main change introduced in version 6 is a greater address space available,
2" vs. 2%, for identifying network equipment, workstations and servers.

An automated system used to identify an infringement of security policy.
The transport of telephone calls over Internet Protocol networks.

Devices such as mice, keyboards, pointing devices, portable electronic devices and
laptops that have an infrared communications capability.

An Internet Protocol Security protocol that uses half the exchanges of main mode to
establish an IPSec connection.

An Internet Protocol Security protocol that offers optimal security using 6 packets to
establish an Internet Protocol Security connection.

An Internet Protocol Security protocol that is used for refreshing security
association information.

A hardware device to control multiple computers from a single keyboard, video
monitor and mouse. The most common type of peripheral switch.

The use and management of cryptographic keys and associated hardware and
software. It includes their: generation, registration, distribution, installation, usage,
protection, storage, access, recovery and destruction.

A plan that describes how cryptographic services are securely deployed within an
agency. It documents critical key management controls to protect keys and associated
material during their life cycle, along with other controls to provide confidentiality,
integrity and availability of keys.

The magnitude of a risk measured in terms of the combination of consequences and
their likelihood.

The chance of something happening.

The process of a system user accessing a system that they do not hold appropriate
clearances for, for a limited non-ongoing period of time.

A facility that includes the software component which generates the event and
associated details, the transmission (if necessary) of these logs and how they
are stored.

Any software that attempts to subvert the confidentiality, integrity or availability
of a system. Types of malicious code include: logic bombs, trapdoors, Trojans, viruses
and worms.

An information and communications technology security incident that occurs when
malicious code is used to infect a system. Example methods of malicious code infection
include viruses, worms and Trojans.
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Traffic generated by administrators over a network in order to control a device. This
traffic includes standard management protocols, but also includes traffic that contains
information relating to the management of the network (e.g. administrative sessions to
networked equipment, configuration updates, etc).

A generic term for the components of hardware that are used to store information.

An administrative decision to reduce the classification of the media to a level that can
be treated as per the requirements for UNCLASSIFIED information.

The process of physically damaging the media with the objective of making the data
stored on it inaccessible. To destroy media effectively, only the actual material in which
the data is stored needs to be destroyed.

The process of relinquishing control of media when no longer required, in a manner
that ensures no data can be recovered from the media.

An administrative decision to change the classification of the media.
The process of erasing or overwriting data stored on media.

The class of devices that combines printing, scanning, copying, faxing and/or voice
messaging functionality within the one device. These devices are often designed to
connect to computer and telephone networks simultaneously.

A cross domain solution that enables access, based on authorisation, to data at many
classification and releasability levels where each data unit is individually marked
according to its domain.

Information at two or more classifications is processed and some of the system users
with access are not security cleared for some of the information processed
by the system.

Information classified RESTRICTED, CONFIDENTIAL, SECRET or TOP SECRET.

Systems that process, store or communicate information classified RESTRICTED,
CONFIDENTIAL, SECRET or TOP SECRET.

The principle of telling a person only the information that they require to
fulfil their role.

Policies use to control access to a network and actions on a network, including
authentication checks and authorisation controls.

The combination of communications infrastructure and communications equipment
to facilitation communications between workstations and servers.

An area in which people are not permitted to be left alone such that all actions are
witnessed by at least one other person.

Information classified X-IN-CONFIDENCE, PROTECTED or HIGHLY PROTECTED.

Systems that process, store or communicate information classified x-in-confidence,
protected or highly protected.

A type of media which retains its information when power is removed.

A method of mitigating the possibility of an active, but temporarily unattended
handset inadvertently allowing discussions being undertaken in the vicinity of the
handset to be heard by the remote party.

This could be achieved through the use of a hold feature, mute feature, push-to-talk
handset or equivalent.
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The combination of UNCLASSIFIED information and security classified information.

Gateways through which data can only flow in one direction. This is generally achieved
by breaking the electrical or optical connection on the return path.

An Internet Protocol telephony network is open if it allows connections to a public
analog or data network via an appropriate gateway.

An open-source implementation of Pretty Good Privacy, a widely available
cryptographic toolkit.

A metallic (copper) or fibre optic cable used for routing signals between two
components in an enclosed container or rack.

A group of sockets or connectors that allow manual configuration changes, generally
by means of connecting cables to the appropriate connector. Cables could be metallic
(copper) or fibre optic.

Additional security for security associations in that if one security association is
compromised subsequent security associations will not be compromised.

A device used to share a set of peripherals between a number of computers.

A system user who can alter or circumvent system security protections. This can
also apply to system users who could have only limited privileges, such as software
developers, who can still bypass security precautions. A privileged user can have the
capability to modify system configurations, account privileges, audit logs,

data files or applications.

Official government information authorised for unlimited public access or circulation,
such as agency publications and websites.

A public network where voice is communicated using analog communications.

Handsets that have a button which must be pressed by the user before audio can be
communicated, thus providing fail-safe off-hook audio protection.

A process to prioritise network traffic based on availability requirements.

Access to a system from a location not within the physical control of the system owner.
Storage media that can be easily removed from a system and is designed for removal.
The risk remaining after risk treatment.

Devices including mobile phones, wireless enabled portable electronic
devices and laptops

The effect of uncertainty on objectives.

An informed decision to take a particular risk.

A systematic process to comprehend the nature of risk and to deduce the level of risk.
The amount and type of risk an organisation is prepared to pursue or take.

An overall process of risk identification, risk analysis
and risk evaluation.
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The decision not be involved in, or to withdraw from, an activity based on the
level of risk involved.

The terms of reference against which the significance of a risk is evaluated.
The reduction of the frequency of an unfavourable event and/or its severity to zero.

A process used to assign values to consequences, their likelihood and to the
level of risk.

A process of comparing the results of the risk analysis against risk criteria to determine
the level of risk and whether it is tolerable or not.

A process of finding, recognising and describing risks.
Coordinated activities to direct and control an organisation with regard to risk.
Measures taken to reduce the effect of an undesired consequence.

A person with the authority and accountability to make
a decision to treat, or not to treat, a risk.

Measures taken to reduce the likelihood that an undesired event occurs.
A combination of risk prevention, risk repression and/or risk mitigation.

Measures taken to reduce the likelihood that an undesired event leads to a
consequence.

An object or activity which may cause a risk.
The development and implementation of measures to modify risk.

An organisations readiness to accept a residual risk after risk treatment in order to
achieve the organisations objectives.

A potential cause of an event.

A representative of a foreign government on exchange
or long-term posting to an agency.

A protocol which allows the encryption and signing of Multipurpose Internet Mail
Extension-encoded email messages including attachments.

A network protocol that can be used to securely log into a remote workstation,
executing commands on a remote workstation and securely transfer file(s)
between workstations.

A collection of connection-specific parameters containing information about a one-way
connection within Internet Protocol Security that is required for each protocol used.

The duration security association information is valid for.

The combination of national security information and non-national
security information.

Systems that process, store or communicate national security information and/or
non-national security information.
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A security domain is a system or collection of systems operating under a security
policy that defines the security classification and releasability of the information
processed within the domain. It can be exhibited as one security classification level
(i.e. X-IN-CONFIDENCE or RESTRICTED) and/or a community of interest or
releasability within a certain classification level.

A catalogue produced by the Security Construction and Equipment Committee that
lists equipment that has been tested and endorsed as meeting relevant Security
Construction and Equipment Committee standards. Copies of the can be obtained
from the Australian Security Intelligence Organisation.

A standing interdepartmental committee responsible for the evaluation and
endorsement of security equipment for use by Australian Government departments
and agencies. The Security Construction and Equipment Committee is chaired by the
Australian Security Intelligence Organisation and reports to the Protective Security
Policy Committee.

A means of providing guiding principles and directives designed to reduce security
risks. It provides a common approach to ensure the implementation of security reduces
both agency specific, and whole of government, security risks to an acceptable level.

A plan that identifies the risks and appropriate risk treatments including controls
needed to meet agency policy.

An artefact of Common Criteria evaluations. It contains the information and
communications technology security requirements of an identified target of evaluation
and specifies the functional and assurance security measures offered by that target of
evaluation to meet the stated requirements.

A computer used to run programs that provide services
to multiple users. For example, a file server, email server or database server.

The extent of a loss, harm or damage.

A software application that allows a workstation to act as an Internet Protocol phone,
using either a built-in or an externally connected microphone and speaker. It might also
be known as a software Internet Protocol phone.

An element of a system, including but not limited to, a database, operating system,
network or web application.

An automated or script-based Secure Shell session.

Instructions for complying with an system security plan. For example, how to update
virus signature files.

The classification of a system is the highest classification of information for which the
system is approved to store or process.

All system users have a need-to-know for some of the information processed
by the system.

A person responsible for the day-to-day operations of
a system.

The person responsible for the information resource. The system owner is usually
the accreditation authority for the system.

A plan documenting the means for implementing the security risk management plan
controls. For example, scan email for viruses.

The functions of a product subject to evaluation under the Common Criteria.
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The process of surveying facilitates to detect the presence of technical surveillance
devices and to identify technical security weaknesses that could aid in the conduct of a
technical penetration of the surveyed facility.

A device that converts between sound waves and electronic signals that can be
communicated over a distance.

A system designed primarily for the transmission of voice traffic.
A short name referring to investigations and studies of compromising emanations.

Hardware products that have been specifically designed to minimise
TEMPEST emanations.

Hardware products including monitors, laptops, fax machines and personal computers.

Any area certified to operate at TOP SECRET, containing TOP SECRET servers,
workstations and/or associated network infrastructure.

A device that has been configured to automatically filter and control the form of
network data.

A cross domain solution that facilitates the transfer of information, in one or multiple
directions (i.e. low to high and/or high to low), between different security domains.

An Internet Protocol mode that provides a secure connection between two endpoints
by encapsulating an Internet Protocol payload.

A person or system formally identified as being capable of reliably producing
information meeting certain defined parameters, such as a maximum data classification
and reliably reviewing information produced by others to confirm compliance with
certain defined parameters.

An Internet Protocol Security mode that provides a secure connection between two
endpoints by encapsulating an entire Internet Protocol packet.

The state, even partial, of deficiency of information related to a future event,
consequence or likelihood.

Information produced by the Australian Government that is assessed as not requiring a
security classification.

Australian Government employees are required to obtain authorisation prior to
releasing UNCLASSIFIED information to members of the public.

Systems that process, store or communicate information produced by the Australian
Government that does not require a security classification.

The tunnelling of a network’s traffic through another network, separating the virtual
private network traffic from the underlying network. A virtual private network can
encrypt traffic if necessary.

A type of media, such as random access memory, which gradually loses its information
when power is removed.

Functionality that allows staff members to access both
a public network and a virtual private network connection at the same time, such as an
agency system and the Internet.

A weakness of an asset or group of assets that can be exploited by one or more threats.
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G-11



Wear levelling A technique used in flash memory that is used to prolong the life of the media.
Data can be written to and erased from an address on flash memory a finite number
of times. The wear levelling algorithm helps to distribute writes evenly across each
memory block, thereby decreasing the wear on the media and increasing its lifetime.
The algorithm ensures that updated or new data is written to the first available
free block with the least number of writes. This creates free blocks that previously
contained data.

Whitelist A set of inclusive accepted items that confirm the item being analysed is acceptable.
It is the opposite of a blacklist which confirms that items are not acceptable.

Wireless communications The transmission of data over a communications path using electromagnetic waves
rather than a wired medium.

Wired Equivalent Privacy A deprecated 802.11 security standard.

Wireless local area network A network based upon the 802.11 set of standards. Such networks are often
referred to as wireless networks.

Wi-Fi Protected Access Certifications of the implementations of protocols designed to replace the Wired
Equivalent Privacy. They refer to components of the 802.11i security standard.

Workstation A stand-alone or networked single-user computer.

X11 Forwarding X11, also known as the X Window System, is a basic method of video display used
in a variety of operating systems. X11 forwarding allows the video display from one
network node to be shown on another node.
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